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Transmittal Letter

Transmittal Letter

U.S. HOUSE OF
REPRESENTATIVES

PERMANENT SELECT COMMITTEE
ON INTELLIGENCE
WASHINGTON, DC 20515-6415

April 9, 1996

Hon. Newt Gingrich
Speaker of the House
Washington, D.C.

Dear Mr. Speaker:

Staff members of this Committee recently completed a study entitled IC21: The
Intelligence Community in the 21st Century. This study has been carefully edited in
consultation with the appropriate agencies to remove any classified information. The
study represents the observations and conclusions of the staff. It does not represent the
views of all Members of the Committee.

Sincerely,

Larry Combest
Chairman
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I. Overview and Summary

IC21: The Intelligence Community in the
21st Century

Staff Study
Permanent Select Committee on Intelligence
House of Representatives
One Hundred Fourth Congress

Overview and Summary

I ntroduction: Wat is | C1?

During the 104th Congress, the Permanent Sel ect Conmmittee on

Intelligence has undertaken a major review of the role, functions
and structure of the Intelligence Community. This review has been
called The Intelligence Community in the 21st Century, or |C21.

This title connotes one of the major prem ses of the study:

that the Intelligence Community (1C has been | argely, and perhaps
i nevitably, shaped by the Cold War struggle with the Soviet Union

This struggl e gave shape to a specific set of "intelligence norns,
i.e., organizations, products, practices, relationships and ways of

doi ng busi ness that extend throughout the IC. Sonme of these
intelligence norns are likely to be fairly stable, regardl ess of

U

S. national security policy or the international politica

environment. Ohers nmay be outdated and no | onger responsive to

U

S. national security requirenents as we enter the 21st century.

| C21 seeks to determ ne which of these intelligence norns are stil
rel evant, which need to be either revised or replaced, and what

a

ternatives there are to be added.
GQui di ng Concepts
| C21 has been guided by the follow ng broad concepts:

The United States continues to need a strong, highly capable
and increasingly flexible IC. This need has not dim ni shed
with the end of the Cold War. Indeed, the current
international situation is, in many ways, nore conplex and
nore difficult to deal with than was the relatively stable

bi - polar Cold War. Thus, although we find our nationa
security less threatened, the demands for intelligence renmain
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I. Overview and Summary

The focus of our national security has changed, but the

m ssion of the I C has not changed: providing tinely, assessed
intelligence to civil and mlitary policy-nakers, supporting
mlitary operations and carrying out certain operations --

i ncludi ng covert action -- as tasked by legally responsible

of ficials.

A key issue is opportunity, not reform As noted, U S.
national security interests are |less threatened than at any
time since 1940. This is a propitious nmonment in which to
review maj or aspects of our national security apparatus and to
update themin an atnosphere relatively free fromcri ses.

Al t hough Congress and the Executive continue to deal with

i ssues of the propriety of certain operations, oversight and
-- occasionally -- legality, these are not the nmain driving

i ssues as they were in the md-1970s.

Everything is on the table. There are no sacred cows in terns
of organi zations, mssions or functions. Neither are there
any preconceptions as to the "right answer"” for the future of
the I C

IC21 is not an exercise designed to reduce, or even to shape
the intelligence budget. The goal is to define the type of IC
that will best neet U S. national security needs into the next
century. The question of whether the price for this type of
ICis acceptable can only be decided by Congress and the
Executive during their budget deliberations.

IC21 is not sinply an effort to reorganize the IC. Any major
recommendati on for organi zati onal change nmust conme only from
wel | -defined intelligence or policy-mker needs.

Al t hough the Conmittee's purview over the ICis fairly broad,
it is inportant to keep its primary focus on those issues that
m ght require |legislative renedies. Changes that can be
carried out by or within the Executive should al so be noted,
as shoul d findings for which no specific reconmendations are
made.

Any changes must result in inproved processes or products to
be worth the cost of short-lived dislocations.

To the greatest extent possible, the | C1 process should be
public and unclassified. One of the goals of IC21 is to renew
a national consensus to support a strong and capable IC. Such
a consensus nust rely on an easily accessi bl e body of
information. This is an especially inportant function for, as
several w tnesses have told the Conmttee, beyond Congress and
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I. Overview and Summary

the Executive, there is no natural constituency for
intelligence in the United States.

Finally, the focus nust be on where the I1C needs to be in the
next 10-15 years, not a snapshot of where we are today.

I11. Methodol ogy

After much prelimnary staff study -- aided by a set of
detai |l ed questions sent out to over 40 former and current officials
wi th national security experience, academ cs, and |IC veterans --
the Conmittee undertook IC21 with the viewthat it would be nost
profitable to ook at the IC largely in ternms of functions across
t he board, rather than agency-by-agency. It was felt that an
agency- by-agency approach would |ead to either a confirmation or
rejection of the status quo w thout providing a basis for
projecting future intelligence needs and how best to neet them
This functional concept has been pursued al ong a nunber of parall el
pat hs.

Figure 1 indicates the major I C functions as defined in the
| C21 studies. They are aggregated into three broad groups:
managenent, execution and infrastructure.
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I. Overview and Summary

Figure 1. 1C Functional Flow

Second, the Conmittee has held six full commttee hearings
devoted to |1 C21 issues (see Appendix A for a list of hearings and
W tnesses). All but one of these hearings have been held in open
session, in keeping wth the envisioned role of IC1 as a neans of
buil ding a strong public consensus for intelligence.

Third, Committee staff undertook the 14 studies presented in
this volume. As Figure 2 indicates, these studi es enconpass issues
within the broad areas of direction of the IC intelligence
requi renents; and collection, analysis and operations. There are
no staff studies specifically on intelligence products, although
t hese products clearly would be affected by the recommendations in
the staff studies.
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Figure 2: 1C21 Staff Studies

Fourth, Commttee staff has held 12 formal staff panels with
various expert wtnesses as part of the background work on the
studies. Committee staff al so conducted nunerous interviews with
national security, intelligence and technol ogy specialists in and
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I. Overview and Summary

out of the governnment on issues specific to the studies. (See
Appendi x B for a list of staff panels.)

Fifth, the Conmttee's extensive work on the FY 1996
intelligence budget authorization also yielded a great deal of
information relevant to 1C21 issues. This work covered both
functional issues and concerns of specific agencies. The Committee
hel d 11 authori zation hearings, over 20 Menber briefings and nore
than 200 staff briefings as part of that process.

Finally, the Conmttee has kept in close touch with other
efforts that are re-examning the IC. Chief anong these is the
conmmi ssi on headed by fornmer Secretary of Defense Harold Brown and,
prior to him the late former Secretary of Defense Les Aspin. Two
menbers of that conmm ssion are al so Menbers of the Permanent Sel ect
Committee on Intelligence. The staffs of the Conmttee and the
conmi ssi on have al so been in contact throughout the past year. The
Senate Select Committee on Intelligence and the Council on Foreign
Rel ati ons have al so been exam ni ng sone of these sane issues.

Agai n, there have been ongoing contact anong all of these groups.

I'V. Findings and Reconmendati ons: |ntroduction

At the outset of 1C21 we recogni zed that we were likely to
arrive at a varied set of findings and reconmendati ons, sone of
whi ch m ght entail |egislation, while others would not. Although
our primary focus was and is on areas where Congress can nake
positive changes and inprovenents through | egislation, we also did
not want those other recomendations to be omtted. Therefore,
Fi ndi ngs and Recommendations are divided into two groups, the first
bei ng those that are being introduced as a bill with a viewto
action by the Congress, the second being those that we believe the
Executive should consider for action on its own.

Overarching Concept: The Need for I C "Corporateness”.
Thr oughout the I C21 process we were struck by the success of the
Gol dwat er-Ni chol s reforns of the Defense Departnent in 1986, and we
continually referred back to them Key to the success of
Gol dwat er-Ni chol s was a central unifying concept: "jointness," the
i dea that the individual services had to inprove cooperation and
that a stronger JCS was a nmajor nmeans towards this end.

The IC as we know it today is the result of half a century of
ad hoc devel opnent. Each agency or organi zati on nmakes sense on its
own, but if one were to design an IC today from scratch, this is
not likely to be the array that would be chosen. Only
intelligence, of all major government functions, is carried out by
a very di sparate nunber of agencies and organi zations that are
ei t her i ndependent of one another or housed in separate departnents
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I. Overview and Summary

headed by officials whose main concerns are policy, not
intelligence. Indeed, referring to it as a "conmunity" is nore
accurate than nost people realize, capturing as it does a sense of
mutual ity and i ndependence.

W believe that the 1 C has served the nation well, but that
gi ven the opportunity we now have to review the functioning of the
IC, we can take steps to rationalize sonme of its functions, to
remove sone redundancies, to give it greater flexibility and
responsi veness to policy nmaker needs and, above all, to give it a
coherence that it has not had.

I ndeed, unless one | ooks at the intelligence process as an
i nt egrated whol e working towards an agreed end, the IC nmakes little
sense and can becone, in its individual parts, self-serving.

We have concluded that a major key to an inproved ICis the
concept of "corporateness," i.e., for the agencies and enpl oyees of
the 1Cto run, to function and to behave as part of a nore closely
integrated enterprise working towards a highly defined common end:
the delivery of tinely intelligence to civil and mlitary deci sion
makers at various levels. W believe that this higher sense of
corporate identity can be achi eved w thout sacrificing services or
functions properly designed to serve nore parochial intelligence
needs.

FINDING The |IC should put greater enphasis on
functioning as a true corporate enterprise, in which al
conmponents understand that they are part of a |arger

coherent process aimng at a single goal: the delivery
of timely intelligence to policy nmakers at various
| evel s.

V. Findings and Recommendati ons: Legislative Proposal

How the 1 C is organized and nmanaged is a key set of issues.
Ironically, many of the issues in this category studied by I1C21 are
anong the ol dest that have faced the IC, often w thout any
concl usi ve debate. The longevity of many of these nanagenent and
structural issues strongly suggests that difficult choices rather
than definitive answers are the nost |ikely outconmes as the IC
attenpts to reshape itself to face new national security issues.

Rat her than deal with these issues individually and repeat
t hese ol d debates, |C21 gave consi derabl e thought to the broader
probl ens of managing the |IC

The Role of the DCI. Looked at in very sinple terns,
intelligence consists of three basic tasks: collection, analysis
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I. Overview and Summary

and covert action. But none of these, with the exception of covert
action, is carried out exclusively by one agency. Nor does the
seni or responsible official, the Director of Central Intelligence
(DCl), directly control -- either across the IC or even within its
non-mlitary portion -- all of those agencies that contribute to
these three functions. Utinmately, the conponents of the |IC becone
i nternecine conpetitors. This is nost often seen in debates over
budgets, but it al so becones apparent in conpetition anong the
three functions and within each of themas well.

The role of the DCl is central to this debate. There are two
stark choices that would renmedy this situation: (1) admt that the
concepts of a DCl, of central intelligence and of conpetitive
anal ysi s have not worked and return to a nore fractionated
intelligence establishnment in which conponents serve their
i ndi vi dual policy custoners; or (2) attenpt to strengthen the
central aspects of the IC without |osing those facets of individual
intelligence service that remain vital. It is the strong
conclusion of 1C21 that this second choice, attenpting to buttress
stronger central features while retaining inportant independent
functions, is the right answer.

FINDING The IC would benefit greatly froma nore
corporate approach to its basic functions. Centra
managenent shoul d be strengthened, core conpetencies
(collection, analysis, operations) should be reinforced
and infrastructure should be consolidated wherever
possi bl e.

The role of the DCl is of the utnost inportance to achieving

this goal. There are two broad areas at stake: (1) the role of
the DCI vis-a-vis the President; and (2) the DCl's role within the
I C

Several witnesses, including several past DCls and Deputy
DCls, noted that the degree to which the DCl visibly commands the
respect and confidence of the President is central to the DCl's
effectiveness. Realistically, however, there is no way to nandate
or to legislate a close working rel ati onship between these two
officials. Two suggestions repeatedly surface regarding the status
of the DCI. The first is that he be nade a cabinet-rank official
The second is that he be given a fixed termof office. |1C21 does
not believe that either of these has sufficient nerit or would
achi eve the goal of a stronger DCl. A third suggestion is that he
be relieved of his responsibilities for the Central Intelligence
Agency (CIA) and elevated to a position over the entire IC

Cabi net-rank for officials who are not nenbers of the Cabinet
(i.e., the heads of departnents) is nerely an honorific. The
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I. Overview and Summary

United States does not have Cabi net governnent; being designated a
nmenber of the Cabinet does not in any real sense increase one's
authority. It certainly will not enhance or inprove the DCl's
relationship with the President, which can only be based on a |evel
of trust and confidence. |ndeed, mandati ng Cabi net-rank for the
DCl while doing anything |l ess than creating a true Intelligence
Departnment -- which no one has contenplated -- only calls nore
attention to the disparity between the DCl's responsibilities and
his authority, even with the enhancenents bei ng proposed here.

The inportance of the DCl's personal relationship with the
President is also the nain argunent against a fixed term
Proponents of a fixed termargue that this would have severa
benefits. Ten years is often suggested, as has been done with the
Director of the Federal Bureau of Investigation (FBI). First, and
perhaps forenost, a fixed termwould provide for greater continuity
and stability than we now have. Until 1977, it was not customary
for the DCI to be replaced wth a new adm nistration. That is no
| onger the case. Mreover, the DCl's position has since been
subjected to fairly frequent turn-overs over and above presidential
transitions. From 1973-1977 there were five DCl's; from 1991-1996
t here have been four DCls. However, a fixed termcould create the
situation where a President would inherit a DCI with whom he coul d
not work. Although there would be greater continuity, the DCl's
effectiveness would dimnish rapidly, a far greater loss. As
noted, an analogy is often drawn to the Director of the FBI. The
conparison is inapt. First, the ten year termfor the FBI Director
was enacted to limt tenure, not to ensure continuity from one
adm nistration to the next. Second, the DCl is the chief
intelligence officer and deals directly with the President. The
Director of the FBI is not the chief |aw enforcenent officer; the
Attorney Ceneral is and serves at the President's pleasure. In
sum a fixed termwould not be an inprovenent.

The National Security Act states that the DCl is the head of
the IC and the President's principal intelligence adviser. Neither
of these designations for the DCl is the same as neaningfu
control. |If the ICis to achieve a greater degree of centrality
and corporate identity, then the role of the DCl has to be changed.
The gl aring gap between his responsibilities and his authorities
has to be closed to the greatest extent possible. The DCl shoul d
be viewed as a chief executive officer (CEO of the IC, with
purvi ew over all of its major functions and a greater degree of
control over budgets, resources and nmmjor policy issues that are
common to all agencies. To do this in a nore coherent and nore
nmeani ngf ul manner, the DClI needs managerial resources dedicated to
the operations of the entire IC -- a strengthened Community
Managenment Staff (CMS) -- and nore authorities than are avail able
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I. Overview and Summary

to hi mtoday.

FINDING The DCI requires additional authorities in
order to nmanage the 1C as a corporate entity. Further,
the DCl can only be effective in his job if he has a
close working relationship with the President and a

strong bureaucratic base of his own. "Cabinet status”
for the DCl is largely irrelevant and actually may be
har nf ul .

As noted, we do not find major flaws in the broader paraneters
of the role of the DCI as currently described in legislation in

terms of his tenure or his responsibility for the CIA |Indeed, the
testinmony of former DCls and other fornmer senior |IC officials al
concur that the DCI needs an agency "of his own" -- i.e., the CIA

-- if heis to have any real power within the IC. Therefore, we
woul d expand and strengthen the DCl's authorities to include
or gani zati onal changes that follow

RECOMVENDATI ON: The DCI shoul d continue to serve at the
pl easure of the President, shall exercise direct contro
over the O andestine Service, and continue to exercise
control over the CIA and the CVM5 via his deputies.

If the ICis going to achieve the goal of "corporateness,"” and
if the DCl is going to function as a true CEQ then he should have
a greater say in the selection of his "corporate team' -- the heads
of the other major intelligence conponents. Current |aw requires
that the Secretary of Defense "consult” with the DCl in nam ng
heads for National Foreign Intelligence Program (NFlP) defense
agencies. Although it is unlikely that the Secretary of Defense
woul d nom nate soneone to whomthe DCl is strongly opposed, it is
possi ble. Instead, the DCl's concurrence should be sought. 1In the
unli kely event of disagreenent, the issue could be referred to the
Nat i onal Security Council (NSC) Commttee on Foreign Intelligence
(see below) or, ultimately, to the President. But the inportance
of atruly corporate teamrequires a stronger DCl voice in this
process.

A simlar case could be nade regarding the selection of the
heads of the departnental intelligence units in the Departnents of
State, Energy and Treasury. W concentrated only on the Defense
NFI P agenci es because of the |arger inportance and role of these
entities within the I1C, especially in the area of collection, which
cannot be clainmed by these non-Defense intelligence offices. This
aspect of the relationship between the IC and Defense, as well as
t he changing, nore dynam c use of intelligence in mlitary
operations, warrant this step.
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I. Overview and Summary

RECOMVENDATION: I n order to create a corporate
intelligence team the DCl should have a stronger voice
in the appoi ntnent of directors of NFIP Defense agencies.
The Secretary of Defense should obtain the concurrence
of the DCl in these appointnents.

It is a Washington truismthat the power to shape and contro
budgets is the essential bureaucratic |ever for any manager. The
| C budget is currently divided into three najor parts:

NFI P. The National Foreign Intelligence Program
conprised of the entire Cl A budget and the nationa
foreign intelligence or counterintelligence prograns of
the Defense Departnent; Defense Intelligence Agency
(DIA); National Security Agency (NSA); the Centra

Il magery Ofice (C1O; the National Reconnai ssance Ofice
(NRO); the Departnents of the Arny, Navy and Air Force;
the Departnments of State, Treasury and Energy; the FBI
and Drug Enforcenment Agency (DEA).

JMP: The Joint Mlitary Intelligence Program conprised
of defense intelligence elenents that support defense-w de
or theater-I|evel needs.

TIARA: The Tactical Intelligence and Related Activities,
conprised of the array of reconnai ssance and target

acqui sition prograns that are a functional part of the
basic mlitary force structure and provide direct

i nformation support to mlitary operations.

Thi s organi zati on may nake the overall |C budget nore
manageabl e, but it also has the effect of atomzing it into areas
that are treated as distinct and separate entities, rather than as
parts of a larger whole. This arrangenent nmakes it very difficult
to oversee intelligence as an end-to-end process or as a corporate
entity.

FINDING | C managenent has been unable to | ook at
activities, budgets and prograns on an | Cw de basis.
I nst ead, these have been | ooked at as three distinct
bl ocks: NFIP, JMP and TI ARA.

Al t hough the DCI has IC-w de responsibilities, only the NFIP
conmes directly under his purview Wthin the NFIP budget, however,
t he individual program managers, i.e., those people who are
responsi bl e for devel opi ng and overseeing the various NFIP
prograns, have a great deal of power, so nuch so that the NFIP is
nore an aggregation of a variety of types of activities (sone
agenci es, sone collection disciplines, sone managenent activities,
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I. Overview and Summary

etc.) rather than a coherent whol e.

FINDING The DCI |acks the requisite authorities over
the NFI P program managers so that he can nmanage the |IC as
a corporate entity.

The DCl's ability to control the NFIP budget is also
conplicated by the fact that a substantial nunber of organizations
included in the NFIP are part of the Defense Departnent. Thus, it
is crucial that the DCl be able to work closely with the Secretary
of Defense, whose day-to-day control over intelligence dollars and
personnel actually exceeds that of the DCl

FINDING The vast majority of the NFIP budget is within
t he Def ense budget. The DCl shoul d have increased
programmatic control commensurate with his intelligence
responsibilities, but can only do so with the cooperation
of the Secretary of Defense.

If the DCl is going to manage the 1C on a nore corporate
basi s, then he needs greater authority over the program nanagers.
Simlarly, only the DCI has the | CGw de oversight and
responsibility to | ook at the budget as a whole, over and beyond
t hese separate prograns. He should have the authority to transfer
l[imted anobunts of noney between NFIP prograns or agencies wthout
the prograns manager's approval. Inevitably, there will be a need
to appeal such decisions. This can either be done directly with
the Secretary of Defense or, if necessary, within the NSC Comm ttee
on Foreign Intelligence (see bel ow).

RECOMVENDATI ON: Section 104(d) of the National Security
Act shoul d be changed so that the DCI can transfer
limted anmobunts of noney between NFIP prograns or
agenci es wi thout the program manager's approval .

People are the key elenent of the IC. Al of the collection
capabilities are machi nes unless there are dedi cated peopl e behind
them-- building them operating them processing the data,
analyzing it. In the area of personnel managenent we find, again,
that there are gaps between the DCl's responsibility and his
current authority. At present, only the personnel at Cl A are under
his control. |If he sees an intelligence need that can best be
filled el sewhere, he can ask for those people, but he cannot be
assured of getting them In an era in which nmuch greater enphasis
is being put on nulti-disciplinary analysis and on the use of IC
centers (see below), this lack of authority becones debilitating.
The DCl shoul d have authority over all NFIP agency personnel,
including the right to assign them where they are nost needed.
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RECOMVENDATI ON: Expand the authority of the DCl over
personnel in all NFIP agencies. This should include the
ability to detail personnel from one agency to anot her,
as needed, to best neet IC and policy maker requirenents.
It should al so expand the DCl's term nation authority to
al I NFI P agenci es.

NSC Supervision: Commttee on Foreign Intelligence. As
noted, the National Security Act designates the DCl as the
President's principal adviser on intelligence. This act also
pl aces the DCl under direction of the NSC. The NSC is conposed of
four officials: the President, the Vice President, and the
Secretaries of State and Defense. The ICis a service
organi zation. It has no neaning without its relationship to policy
makers. Thus, the DCl nust have regular contact with the NSC
menbers. However, it is not reasonable to expect that they can
give the DCl and, through him the IC the kind of regular
executive gui dance that was envisioned by the National Security
Act. Indeed, in each successive Administration, there has been
some sort of sub-NSC group created to deal with intelligence,
reflecting the shortcom ngs of the NSC itself to carry out this
role.

FINDING Al though the DCl should remain under the
statutory direction of the NSC, that body itself is
rarely capabl e of providing the consistent high-Ievel
gui dance that is required.

O the various sub-NSC bodi es that have been created to dea
with intelligence, the Commttee on Foreign Intelligence (CFl)
created by President Ford in 1976 appeared to be anong the nore
successful, in terns of its stated role, its nmenbership and its
performance. Interestingly, the Senate Sel ect Conmittee on
Intelligence proposed re-establishing this group in legislation in
1992, as has the Aspin-Brown Conmi ssion. W believe that the CFI
properly constituted and enpowered, can nore usefully serve as a
body to provide the DClI and the IC wth the necessary gui dance and
pol i cy- maker oversight. This is not neant to supplant the DCl's
current direct access to the NSC nenbers; it is neant to give the
DCl access on a nore regular basis to senior policy-mkers who can
give direction to the IC and can listen to and relay |IC concerns.

RECOMVENDATI ON: The DCl is the principal adviser to the
President for intelligence matters, and operates under
the direction of the NSC.

RECOMVENDATI ON: Wthin the NSC, reestablish a Conmttee
on Foreign Intelligence (CFl) to provide nore regul ar
policy guidance, feedback and executive oversight to the
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DCl .

RECOMVENDATI ON: The CFlI woul d be conprised of the
Assistant to the President for National Security Affairs,
who shoul d be the CFlI chairman; the Secretaries of State
and Defense; the Chairman of the JCS; the DCl; and the
Attorney CGeneral, or their deputies.

Deputy Directors of Central Intelligence. W envision that
the DCI would continue to have two nmajor responsibilities: for
the IC and, within it, for the conponents that today constitute the
CIA. Al DCl's have found this a broad and sonetines difficult
mandate. Each DCl has shown a preference for one aspect of his job
or the other. The ability to delegate is inportant, although it
has been done differently by virtually each DClI. The current DCl
for exanple, relies on two executive directors -- one for the CIA
and one for the CM5. Their titles belie their responsibilities.
The positions responsible for these two large parts of the DCl's
portfolio should be enhanced and their duties better defined. Sone
permanence in the DCl's supporting structure is needed and can be
achi eved wi thout |osing necessary flexibility. It also allows for
greater institutional continuity, clearer definition of
responsibilities and inproved congressional oversight.

In order to m nimze superfluous bureaucratic |layering, one
Deputy DCI (DDCl) should specifically be given day-to-day
responsibility for the CIA whose enhanced anal yti cal
responsibilities are discussed below. This would reduce |ayering,
woul d continue to give the DCl direct access to his major
bureaucratic and institutional base, and yet would relieve the DC
of many | esser admnistrative concerns. In addition, there should
be a second DDClI for Community Managenent, for nuch the sane
reasons, with purview over the collection, acquisition and
infrastructure elenents of the IC

As noted above, the inportance of the DCl's relationship with
the President is such that few prerequisites for nom nees should be
i nposed. However, to the extent possible, these DDClI positions
shoul d be considered as professional as well as political
appoi ntments and should go to individuals with extensive national
security or intelligence background. This is especially inportant
if a DCI with | ess such background is chosen. G ven the inportant
of these positions, the two DDCls should be confirned by the
Senate, just as is the current DDCl position.

RECOMVENDATI ON:  Create an additional DDCl position.

RECOMMVENDATI ON: One DDClI will direct the CIA and, to
pronot e cor porateness, be responsible for managing all IC
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anal ysi s and producti on.

RECOMVENDATI ON: To further pronote corporateness, a DDC
for conmunity managenent (DDCI/CM wil |

-- oversee the CMS and

-- be responsible for | Cw de budgeting, requirenents and
col | ecti on managenent and taski ng, consoli dated

i nfrastructure managenent (in the new Infrastructure
Support Office -- see below) and system acquisition.

RECOMVENDATI ON: The DCI will designate one of DDCls to
serve as the Acting DCl in his absence.

The National Security Act currently nandates that either the
DCl or the DDCI can be an active duty mlitary officer, but at no
time can both be active duty mlitary officers. W believe this is
a sound provision, and would extend it to include the additional
DDCl as wel | .

RECOMVENDATI ON: Bot h DDCls shoul d have extensive
national security experience; both will be confirmed by
the Senate. At no time may nore than one of these three
(DCl, two DDCls) be an active duty mlitary officer.

The growt h and devel opnent of the ICinto distinct agencies
has |l ed to unwarranted duplication in what are, essentially,
adm ni strative and | ogistical functions. This is not only
duplicative and costly, but also can harmthe ability of the ICto
operate as a corporate whole. There is no reason why nmany of these
services cannot be nerged and run by a single entity -- a new
Infrastructure Support O fice (1SO.

RECOMVENDATI ON:  Consol idate and rationali ze managenent
of infrastructure and services of commobn concern across
the IC. These should include at |east personnel
managenent, conmunity-1level training, security,

i nformation systenms and comruni cati ons, managed by the
| SO, reporting to the DDCl/CM

Director of Mlitary Intelligence. The Defense Departnment --
civilian policy makers and mlitary services at all levels -- is
one of the | argest conmponents and nost inportant custoners of the
IC. Many of the | arger organi zational issues noted for the IC at
| arge are also found within the defense-related part of the IC
Enhancing the DCl's authority solves sone, but not all, of the
pr obl ens. It is inportant that the defense intelligence
est abl i shnment al so have a single official who is both responsible
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for and enpowered to address these issues. W believe that this
shoul d be a uniforned officer, carrying the title of Director of
Mlitary Intelligence (DM).

FINDING |In addition to a strengthened DCl, there shoul d
be a DM with increased authority over non-NFl P defense
intelligence progranms and direct access to the Secretary
of Defense.

Li ke the DCI, the DM also requires a bureaucratic and
institutional base, in this case the DI A

RECOMVENDATI ON: The Director of DIAis to be formally
designated as Director of Mlitary Intelligence, the
Secretary of Defense's senior unifornmed mlitary
intelligence officer.

Sonme have rai sed the concern that such a designation, while
buttressing defense intelligence, could over-enpower the DM,
making hima difficult rival to the DCI. W do not believe that
this is likely, given the broader authority of the DCl for all
IC-wide activities.

RECOMVENDATI ON:  The DM is a senior nenber of the U S.
Intelligence Conmunity and will be accountable to the DCl
in all matters relative to the IC

Cl earer responsibility should also be given for JMP and
TIARA. Gven that these are not national prograns, but are focused
nore exclusively on mlitary needs, the nost |ogical candidate for
this would be the DM. The DM should not only be responsible for
the JM P budget, but should al so oversee how TIARA is connected to
and interacts with NFIP and JMP.

FINDING The NFIP, JMP and Tl ARA budgets shoul d be
retained but rationalized. The DM shoul d be responsible
for building the JMP and overseei ng how Tl ARA connects
to and interacts with NFIP and JM P.

The DM's authority over budgets is crucial to his success.
The DM shoul d have broad authority over the two major parts of the
defense intelligence budget, the Joint Mlitary Intelligence
Program (JM P) and the Tactical and Intelligence-Related Activities
(TIARA). The DM, through his DM staff, which works closely with
the CV5, ensures that JMP and Tl ARA are coordinated with the NFIP
in | ooking at an overall |C budget.

RECOMVENDATI ON: The DM will be the program manager of
the JM P and program coordi nator for TIARA
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Community Al -Source Analysis. The ability to collect a
variety of information on issues or questions fromnultiple sources
is one of the major strengths of the U S. IC. It gives breadth and
greater credibility to analysis. "All-source" analysis, properly
done, is of trenendous service to decision-nmakers.

The CI A, which would now be directed by the DDCl, was
envi si oned by President Truman as a coordinator of disparate
intelligence being produced by other agencies. The Cl A quickly
becanme a producer in its own right because of policy-nmker demands,
the unwi | I i ngness of then-existent agencies to respond, and an
aggressive Cl A |l eadership. Although this is different than
President Truman's vision, we do not believe that this devel opnent
shoul d be reversed. |Indeed, it would appear nore profitable to
underscore the CIA's analytical role by confirmng it as the
premer all-source (i.e., deriving its analysis from al
intelligence collection disciplines) analytical agency within the
IC. No other agency -- DIA, State's Bureau of Intelligence and
Research (INR) -- can credibly nake that claim

RECOMVENDATI ON:  The CIA's role as the premer all-source
anal yti cal agency should be reinforced and underscored.

We concur with the observation of former DClI Richard Hel ns
that the President needs his own anal ytical group and that if we
did not have the ClI A today we would probably invent it.
Underscoring this role nmeans nore than words. The Cl A should
include not only its analysts, but a significant nunber of second-
and third-tier exploiters of the various intelligence collection
di sciplines. By bringing themcloser together we can achi eve a
true synergy between collection and anal ytical production, rather
t han keeping them separate to the point where they sonetines seem
i ke conpetitors rather than parts of a |arger corporate process.

RECOMVENDATI O\ To do so, the Cl A should house not only
anal ysts, but also second- and third-tier exploiters of
the various collection disciplines, in order to create a
true synergy between coll ection and producti on.

Confirmng this role for the CIAis not nmeant to dimnish the
importance of DIAto its Defense custoners. DI A consistently plays
three key roles in the Defense intelligence process: as an all-
source anal ytical and production capability providing products
tailored to Defense officials' needs and in support of mlitary
operations; as part of the larger IC conpetitive anal yses; and
managenment of Defense intelligence production so as to reduce
unnecessary duplication. DIA' s significant all-source role argues
strongly that it, Iike CIA should include second- and third-tier

http://www.access.gpo.gov/congress/house/intel/ic21/ic21001.html (16 of 51) [5/6/2003 9:19:29 AM]



I. Overview and Summary

exploiters of the various collection disciplines.

RECOMVENDATI ON:  The DIA's role as the focal point for
managenent of Defense all-source anal ysis and production
shoul d be reinforced. (No |egislative change.) DA
shoul d al so house second- and third-tier exploiters of
the various collection disciplines.

Nor should this role for the CIA dimnish the role played by
ot her departnmental intelligence entities for their specific
consuners. They are also necessary to the concept of conpetitive
anal ysis, which we believe is useful to decision-nmakers throughout
t he governnent. Moreover, each of these offices also contributes
to I Cw de anal yses, such as National Intelligence Estinmates.

RECOMVENDATI ON: State/INR, Energy's Intelligence Ofice
and the Treasury's Intelligence Ofice should continue to
be the primary anal ytical producers for their

departnental consuners. (No |egislative change.)

Conmunity Coll ection. Many people, when they think about
intelligence, think about spies or perhaps satellites --
collection. Collection by a variety of secret nmethods is, in |arge
nmeasure, what sets the IC apart fromother information sources --
either wwthin the governnment or in the private sector.

A. Candestine Service. Candestine activities are what nost
peopl e t hink about when they hear the word "intelligence:" Human
Intelligence (HUM NT) collectors (spies) and people carryi ng out
covert action. These capabilities are housed primarily, but not
exclusively, inthe CIA's Directorate of Operations (DO). This
aspect of the I1C remains the nost controversial, the nost charged
politically, and frequently a major area of contention in
congressi onal oversi ght.

We did not, as part of 1C21, take up the issue of the
propriety of these activities. There will be a continuing need for
HUM NT, as a mmjor nmeans of getting access to plans and intentions.
Simlarly, we cannot see any reason to forswear the ability to
undertake covert actions conpletely. This capability remains
necessary and -- when used properly within the context of
wel | -defined policy and operational goals, executed by legally
responsi bl e officials and with due executive and congressi ona
oversight -- it remains inportant.

FINDING The U S. will continue to need the capabilities
to collect HUMNT, especially as a major insight into
intentions and plans of hostile states or groups, and to
carry out covert action.
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These are difficult tasks and should only be undertaken by
i ndi vi dual s who not only have the unique abilities required, but
who adhere to the highest professional standards and all |ega
requirenents.

FINDING The U S. requires a C andestine Service of the
hi ghest professional standards and conpetence.

Cl andestine collection entails many nore risks than the
techni cal collection disciplines. Therefore, how and when it is
used nust be highly selective, responding to carefully screened and
hi ghest priority requirenents.

FINDING C andestine collection nust be focused
principally on select, high priority national and
mlitary requirenents.

Cl andestine collectionis also a difficult capability to use.
It cannot be kept "on the shelf" and called out whenever needed.
There nust be some mininmal ongoing capability that can be expanded
in response to consurmer needs. This has becone increasingly
difficult for the DO as the State Departnent, in response to budget
stringencies, has scaled back its posts overseas, which provide the
mai n base for clandestine collection. Former DClI Wol sey noted
that U S. intelligence was going from"gl obal presence" to "gl oba
reach.” This scaled back status makes it much nore difficult for
cl andestine services to respond to unanticipated coll ection
requirenments.

FINDING It is necessary to have at |east a m ni nal
cl andestine presence in nost countries (a "gl oba
presence") so as to nmmintain a broader base-line
contingency capability and to respond to transnationa
col l ection requirenents.

Havi ng accepted the necessity for maintaining and, on
occasi on, using covert action, we also recognize that these
operations require the nost careful nmanagenent, expertise and
coordination. As one wtness at an | C21 staff panel observed,
these are the operations that inevitably land the DCl in trouble.
This tendency can be minimzed if careful attention is paid to the
command and control of clandestine operations.

FINDING C andestine operations require an
extraordinarily high | evel of nmanagenent attention,
expertise and coordi nation.

Under the current arrangenent, the Deputy Director for
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Qperations (DDO is three layers renoved fromthe DCl, having

bet ween them the Executive Director of the CIA and the DDClI. Even
t hough the DDO can, presumably, see the DClI whenever necessary,
this distancing is too great.

The observation about the DO being the place that npbst often
| ands the DCl in trouble rings very true. It should be nade into
a separate service and brought under the DCl's direct control.
This single C andestine Service (CS) should include those
conponents of the Defense HUM NT Service (DHS) that undertake
cl andestine collection as well. W do not believe that this
division is of utility in terms of collection. W are especially
concerned that the Defense Departnent is unlikely to give DHS the
kind of authorities, attention, resources and career devel opnent
incentives that it will need to becone a truly capabl e cl andesti ne
human col | ection enterprise. Just as intelligence struggled for
years to be recogni zed as a career speciality wwthin the arned
forces, DHS faces the sane chal |l enge

FI NDI NG The Defense Departnent is unlikely to give DHS
the kind of attention, resources and career devel opnent
incentives that it will need to becone a truly capabl e
cl andesti ne human col |l ection enterprise.

W believe that these two entities should be consolidated into
one CS under the operational control of the DCI. This is not neant
to preclude the Service Intelligence Chiefs fromcarrying out those
cl andestine collection activities specifically related to the
tactical needs of their MIlitary Departnental custoners or field
conmmander s.

RECOMVENDATI ON: The C andestine Service wll be
responsi ble for all clandestine human collection (current
Cl A DO and DHS) and shall be under the direct control of
t he DCl.

The unique activities of the CS are such that it cannot be
managed within the 1C as sinply another collection discipline. It
is the only armof the U S. governnent that has as a principa
m ssion the breaking of foreign |aws, sonmething it does on a daily
basis around the world in the face of concerted counterintelligence
efforts by hostile foreign governnents. Managing the CSis
mar kedly different that managi ng satellite-borne reconnai ssance
systens or listening posts on U S. soil

Moreover, the CSis nore than an intelligence collection
entity. As several former DCls have pointed out, the clandestine
services are also the DClI's nost inportant "action arm™ not only
runni ng covert action prograns at the direction of the President (a
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functi on whose utility we believe will continue to be inportant),
but also in managing nost the IC s liaison with foreign governnment
| eaders and security services. Each former DCl agreed that these
activities demand the DCl's cl ose executive control. Finally,

hi story has shown that the DClI cannot avoid responsibility for
bei ng i nformed about and overseeing the activities of clandestine
services. Accordingly, he must avoid any managenent structure that
attenuates his command and control of the CS.

FINDING The m ssion and nmanagenent of the C andestine
Service are uni que and demand direct accountability to,
and control by, the DCl.

G ven the political and adm nistrative problens raised by
cl andesti ne operations and covert action, their bureaucratic tie to
the DCI nust be made nore direct. At present as many as two or
three officials are between the DCI and the CIA's DO Moreover
there are no conpelling substantive reasons for the DO to be part
of the same agency as the analytic Directorate of Intelligence
(D). This is largely the product of historical accident and the
bureaucrati c aggressiveness of DCI Walter Bedell Smth, who
expanded CI A activities into both operations and analysis in the
early 1950s, when other agencies failed to neet policy-mker needs

in these areas. Indeed, there is a certain "apples and oranges”
aspect to attenpting to manage both of these functions within one
agency.

FINDING The current arrangenent of housing anal ysis and
operations in one agency is the result of historical
accident rather than well-thought needs. It conplicates
t he managenent of both activities.

We believe that having the CS as a distinct entity, under the
direct control of the DCl, would rationalize the structure of the
ClA as the premer all-source analytical agency and reinforce the
uni que and hi ghly val uabl e contributions of clandestine operators.
The CS and the Cl A can continue to be housed in the sane buil ding.
However, both the CS and the Cl A could al so be managed nore
effectively if they each had one major task.

RECOMVENDATI ON: The Cl andestine Service is to be
separate fromCl A reporting directly to the DCl.

Cl andestine collection and covert action is not a place for
amateurs. The CS should be managed by a director chosen by the DCl
from anong the ranks of career intelligence professionals.

However, this is not nmeant to limt the choice only to those who
have served in the CS. In a nore corporate IC, there will be
seni or managers who are not career CS enpl oyees but whose
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manageri al skills and breadth of experience nmay nmake them suitable
candi dates to be the Director of the CS. After much debate, we
recomrend that this individual not be subject to confirmation by
the Senate. The sensitivity of this position is such that the DC
nmust be free to choose the man or woman upon whom t he ut nost
reliance can be placed. Senate confirmation raises a nunber of

ot her political considerations that m ght best be avoi ded.

RECOMVENDATI ON: The Director of C andestine Services is
to be selected by the DCI from anong intelligence
pr of essi onal s.

We recogni ze that the CS undertakes sone activities
specifically designed to support mlitary operations. |ndeed,
t here has been a growi ng enphasis on this since the Gulf War. This
is an inportant activity and should not be curtailed. Nor is that
the inplication of the creation of a single CS, including el enents
of DHS. In order to assure that there is sonmeone within the CS who
is responsible for and extrenely know edgeabl e about such
operations, there should be a Deputy Director of two-star rank for
these activities.

RECOMVENDATI ON: There will be a Deputy Director of the
Cl andestine Service, who is a two-star professiona
mlitary intelligence officer, responsible for

coordi nati on between the Cl andestine Service and the
various mlitary and Defense conponents.

The CS should continue to be seen, however, as an |IC asset.
HUM NT is and should be part of a larger 1Cw de collection plan.
Thus, the CS should be responsive to and tasked by the | CGw de
col | ecti on managenent process under the DDCl/CM

RECOMVENDATI ON: For intelligence collection tasking and
requi renents purposes, the C andestine Service should
respond to the 1 C-w de collection nmanagenent process.

Under current arrangenents, the DO receives necessary
techni cal support fromoffices within the CIA's Directorate of
Sci ence and Technol ogy (DS&T). These offices should be nmade
organic to the CS, as should its adm nistrative support offices.
The remai ni ng DS&T of fices woul d cone under the new Technol ogy
Devel opnent O fice or new Technical Collection Agency, both of
whi ch are di scussed bel ow.

RECOMVENDATI ON: The C andesti ne Servi ce shoul d have
organi ¢ adm nistrative and technical support mechani sns
that are critical to its unique functions and essentia
to its success.
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B. Technical Collection Agency. The nobst comon criticism of
the current collection nmanagenent process, and one in which we
concur, is that it is domnated by "stovepipes," i.e., types of
collection that are managed so as to be largely distinct fromone
another. There are several net results. First, the collection
di sci pli nes beconme conpetitors for resources driven as nuch by
bureaucratic inperatives as by a broader national need. Second, it
al so beconmes nmuch nore difficult to nake educated | C-w de deci sions
about overall collection needs and the resources required to
i npl ement them Breaking down the "stovepi pes" was one of the nore
frequently heard suggestions during the I C21 process. Renarkably,
the current trend within the IC seens to be one that would
rei nforce the stovepi pe approach, further conpoundi ng problens for
little or no perceived gain.

FINDING The coll ection managenent process at the | C w de
| evel does not routinely integrate the discipline
st ovepi pes.

The stovepi pe systemal so has a direct effect on anal ysis.
I deal ly, there should be sone sort of synergy anong the various
types of collection. A HUMNT report should lead to an inage as a
nmeans of confirmation; an intercepted signal should confirma
HUM NT report, etc. Instead, there are added difficulties in terns
of analysts being able to use all types of intelligence on a
routi ne basis. A systemthat should be highly synergistic is,
i nstead, fragnmented and internally conpetitive. This will becone
increasingly inportant as the conplexity of national security
concerns grows. Transnational issues are proving to be nore
difficult to address than the bipolar rivalry of the Cold War. Few
i ssues appear to have the luxury of time in which to be addressed
and resolved. A greater enphasis on all-source collection
managenent appears to be a strong necessity.

FINDING There is still very little collection synergy
anong the intelligence collection stovepi pes. As
national security requirenents becone increasingly
conpl ex and demandi ng (transnational issues, short
tinmelines), all-source collection managenent will be
critical to future success.

Production is, to sone degree, taken as a given. Wthin
production the lines as to what constitutes analysis is becon ng
increasingly blurred. Signals Intelligence (SIGNT) and | nagery
Intelligence (I MNT) analysts do analysis: they analyze signals
and i mages for contents and meaning. Mich of their work is an
internal I C function, often (although not always) destined to go
fromone analyst to another. But this is different than
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"al |l -source" analysis, the synthesizing of all available intelligence
into a finished product, nore clearly destined to go to a civil or
mlitary policy-maker. There is a great need to sort out these

roles and give themclearer neaning within the 1C and in

rel ati onship to one anot her.

FINDING There is little IC attention given to
producti on managenent. The line between SIA NT and | M NT
anal ysis and reporting and all-source analysis and
reporting is becom ng increasingly blurred.

In order to break down the collection stovepipes it is
necessary to increase responsibility at the DCl level. |If the
various types of collection are not nanaged nore coherently across
t he board, current problens will conpound and efforts to achieve
coll ection synergy and to inprove all-source analysis will erode
further. Such an approach is inherent in dealing with the IC as a
nore corporate entity. This should cone under the DCl, with day-to-day
responsibility falling to the DDCl/CM

RECOMVENDATI ON: Under the DDClI for Community Managenent,
create an | CGw de nmanagenent organi zation responsible for
directing all collection tasking (HUM NT and technical)
to the appropriate agencies and ensuring a coherent,

mul ti-I NT approach to all collection issues.

Simlarly, the three technical collection activities (SIG NT
I M NT and Measurenent and Signatures Intelligence -- MASINT) should
stop being separate and conpeting agencies. They represent parts
of a larger whole and shoul d be nmanaged as such. The |ink between
the anal ysts who first receive information fromthe technica
collection activities and the all-source analysts is crucial.
However, there are other "exploiters" who can be housed directly
with the all-source analysts. This would inprove the synergy
bet ween col |l ection and anal ysis, inprove the all-source nature of
analysis, and clarify blurring between different types of analysis
and reporting. This can be done without putting at risk the unique
services they performfor the mlitary during tinme of war.
Mai nt ai ni ng the designation of a "conbat support agency,” which
currently applies to NSA, is appropriate.

RECOMVENDATI ON: Consol i date technical collection
activities (SIGNT, IMNT, MASINT) and first-tier
exploitation into a single agency -- the Technica
Col I ection Agency (TCA).

RECOMVENDATI ON: The TCA will be designated a Type-3
Conmbat Support Agency.
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RECOMVENDATI ON: The Director of TCAw Il be either a
seni or defense or intelligence civilian or three-star
general officer.

C. Technol ogy Devel opnment O fice. The I C has gone from being
a leader in all aspects of technology crucial to its work, to being
a leader in just a few-- primarily the technical collection
systens but not the various types of data processing systens used
to support them and other intelligence activities. As with al
else in the IC, budget pressures are forcing rather difficult
choi ces on managers across the entire range of activities. These
pressures often | ead nanagers to worry nore about answering the
i mredi at e needs than to plan for the future. Research and
devel opment (R&D) funding is a victimof this nentality, as the
i medi ate effects of deferring R&D are neither seen nor felt.
However, given the strong dependence that the 1 C has on technol ogy,
this is an extrenmely short-sighted view Several issues are at
stake, anobng them the ability of the ICto continue to be
responsive to policy naker needs, especially in a world that is
nore politically conplex and therefore requires a nore flexible
col l ection and processing base; rapid changes in infornmation
technol ogy that offer the near-termpossibility of increased
production and i ncreased synergy at decreased costs; and a
necessary neans of dealing with burgeoning sources of information,
i ncl udi ng an expl osi on of avail abl e open sources.

At the sane tinme, the stovepipe nentality of the IC has al so
led to a situation in which there is duplication and increased
costs that could easily be avoided. Conmonality in itens now as
basi c as data processing renmain the exception rather than the rule.
The net result of these trends is an I C that has gone frombeing a
| eader to one that |ooks increasingly antiquated.

FINDI NG Tight budgets have squeezed R&D funding. The
| C must manage R&D funding to ensure that the highest
priority issues -- especially those requiring long |ead
times -- are being addressed and that there is no
unnecessary duplication.

There is unwarranted duplication in the IC s acquisition
system for reconnai ssance capabilities. The current system creates
conpetition that exists nore for bureaucratic reasons than for any
devel opnment al advantages. A nerger of these responsibilities would
al so be a maj or gain.

FINDING The IC s current systemfor acquiring

reconnai ssance capabilities has unwarranted duplication,
creating conpetition for bureaucratic rather than

devel opnent al reasons.
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RECOMVENDATI ON:  Create an intelligence acquisition
agency to performcomunity research and devel opnent
functions, called the Technol ogy Devel opnent O fice
(TDO). TDO W |l conprise portions of the current NROQ
Def ense Ai rborne Reconnai ssance O fice (DARO, Cl A/ DS&T
et al.

Some argue that such an organi zation will undercut the main
strength of the NRO its cradle-to-grave managenent of overhead
systens. W believe that this view overstates the NRO s role,
which is direct in terns of R& and acquisition, but indirect in
terms of the actual operation of these systens, which are carried
out by contractors. W wi sh to enphasize the NRO s direct
strengt hs.

National Intelligence Evaluation Council. The IC has not been
very capable in terns of being able to evaluate its own
intelligence process fromend-to-end. This is, admttedly, a
difficult task, in part because there seens to be little respite in
which to do it. It is also difficult because there are few useful
gui del i nes for assessing production. Custoner surveys, although
constantly used, are rather pointless. Self-assessnent is, at

best, difficult. |C nmanagers are constantly hard put to answer:
"What is the value added of intelligence to the policy process?"
The fact that the question is asked at all is troublesone. The

fact that it cannot be answered i s worse.

This type of evaluation is an extrenely inportant task.

Wt hout being able to assess whether or not tasking and coll ection
respond to policy-nmaker requirenments, whether analysis is naking

t he best use of resources, the |IC process becones rather pointless.
It appears to nove nore on inertia rather than on need. Being able
to do better is now even nore inportant as resources either remain
stable or shrink. Wthout a better feel for the weak points and
strong points across the entire 1C process, all parts will likely
suffer, as will the contribution of intelligence to policy naking.

FINDING The IC needs to inprove its ability to evaluate
the intelligence process fromend-to end, i.e., to be
better able to relate requirenments, tasking, collection
and producti on.

The I C already has an office charged with eval uations, as part
of the National Intelligence Council (NIC). This appears to be the
| ogi cal group to charge with the broader types of eval uation
responsibilities noted above. Consonant with its new mandate, this
staff should be separated fromthe NIC and nade a Nati onal
Intelligence Evaluation Council (NIEC) inits own right. The

http://www.access.gpo.gov/congress/house/intel/ic21/ic21001.html (25 of 51) [5/6/2003 9:19:30 AM]



I. Overview and Summary

remai ning part of the NIC, i.e., the National Intelligence Oficers
(NIGs), would becone part of the new CIA as noted above. The head
of this new council would be appointed by the DCI, as is the
current head of the NIC, and would report directly to the DCl, so
that the DCI can readily oversee and assess the entire intelligence
process.

RECOMVENDATI ON:  Establish a National Intelligence

Eval uati on Council (NI EC) to evaluate I CGw de collection
and production, and to interact closely with the

requi renents, collection nmanagenent and resource
managenent functions of the CMVS.

RECOMVENDATI ON: The head of the NTEC will be appoi nted
by and report directly to the DCl.

Cvilian Intelligence Reserve Program The ability to "surge"
anal ytical resources and to capitalize on expertise residing
outside of the ICwill be key to the effectiveness of the ICas it
enters the 21st Century. No requirenents process can predict al
of the issues that are likely to be of paranobunt interest to
policy-nmakers in the course of any year. Surveys are, by and
| arge, not useful to policy-makers. As Lt. CGeneral Brent Scowcroft
observed, senior policy nmakers do not know what they need fromthe
ICuntil they need it. In a national security environnment where
there is not one predom nant focus, as was the case during the Cold
War, flexibility becones a central necessity for the IC. As one of
our witnesses, Anbassador Robert Kimmtt, former Under Secretary of
State for Political Affairs, has stated, the ICwll have to be an
inch deep and a mle wide, with the ability to go a mle deep on
any given issue. To do this, the IC nust maintain sone |evel of
knowl edge on all nations/issues at sone |evel of detail -- an
intelligence "base."

FINDING The IC nust be able to "surge." As Anbassador
Robert Kinmtt put it succinctly, |C coverage nmust be an
inch deep and a mle wide, with the ability to go a mle
deep on any given issue.

FINDONG The ICwll be required to maintain sone |evel
of knowl edge on all nations/issues at sone | evel of
detail -- an intelligence "base." The capability to
support this base or to "go a mle deep" need not be
self-contained within the IC

The Cl A already has in place procedures enabling it to
increase its capabilities, using forner enployees on a tenporary
basis. This capability should be augnmented into an IC civilian
reserve program in which experts not in the IC (in academ a,
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busi ness, etc.) can be kept on retainer both to provide ongoi ng
information on warning and trends and to be utilized during crises
to augnent | C assets. Such a program has several advantages.

First, it allows the ICto concentrate on the current areas of

hi ghest priority and concern while know ng that sonmeone who is
attuned to I1C needs is al so keeping an eye on areas that are

gui escent. Second, the ability to bring in experts who understand
| ocal politics and players in a region is especially inportant
during the early phase of a crisis, when the ICis often scranbling
to come up to speed. Many of these experts can be kept on retainer
and be asked to do unclassified work, that, in effect, will provide
the IC wth nore know edgeabl e access to the open sources. |f the
"reservists" are asked to work within the IC for extended peri ods,

t hen sonme thought has to be given to the issue of clearances and
pol ygraph requirements. A flexible approach to these issues would
best serve the overall interests of the I1C and the nati on.

There are many ways a civilian reserve program could be run.
To be successful, however, such a program woul d probably have to be
devel oped and nanaged at the Community |level, so as to properly
address adm ni strative concerns (security, pay, etc.) as well as
substantive concerns -- assuring that duplicative expertise is
m ni m zed and agenci es do not conpete for resources to support
i ndi vi dual reserve prograns. Sone devel opnental work on a reserve
programis being done at this tine in the NNC. This work should
continue and a pilot program should be enacted in the near term

RECOMVENDATION:  An ICGwide civilian reserve program
shoul d be established, whose participants can provide
ongoi ng trends and warning i nformati on and can be
utilized to "surge" as part of the IC, thus augnenting
existing 1 C assets, especially during crises.

Congr essi onal Oversi ght. | C21 al so exami ned the way in which
Congress handles its oversight responsibilities for intelligence.
Al t hough these findings and recommendati ons would not require
formal |egislation, they would require changes in the rules of the
House.

The current oversight systemis 20 years old, a direct product
of maj or congressional and executive branch investigations that
reveal ed a nunmber of shortcom ngs in both howthe IC functioned and
in how Congress pursued intelligence oversight. This is inportant
to note as it helped foster the view that intelligence and
intelligence oversight were in sonme ways extraordinary issues, to
be handl ed in amanner different from other governnment functions.

Not surprisingly, we believe that the current oversi ght system has
responded well to these concerns.
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FI NDI NG The current Congressional oversight systemis
a product of extraordinary disclosures of the 1970s and
their sequels. It has responded well to the concerns
that fostered it.

Having said that, we are also aware that this continuing view
of intelligence as sonething extraordinary al so puts pressures on
intelligence oversight that are unique. Al oversight is a mxture
of two roles: investigator and advocate. Being an advocate for
intelligence may be nore difficult than for other governnent
functions not only because of the secrecy that is involved, which
[imts what can be said, but al so because of the ongoing suspicion
about intelligence agencies and activities in sone quarters.
Several forner DCls pointed out that intelligence, unlike other
federal programnms, has no natural constituency. Therefore, if
Congress is not prepared to act as an advocate when that role is
proper and necessary, no one else will. This aspect of oversight
is especially inmportant if the IC and its necessary activities are
to enjoy even a mninmal amount of public support.

FI NDI NG Oversight enbodies two roles: investigator and
advocate. HPSCI advocacy for the I1Cis essential but
difficult given the secret nature of intelligence.
Intelligence, unlike other federal prograns, has no
natural constituency; therefore, Congress plays a vital
role in building public support.

As with all oversight, there is an inherent tension between
t he amount and type of intelligence information that Congress
believes it needs and what the Executive is willing to provide. In
the case of intelligence, this is exacerbated by the perception
that Congress is the major source of | eaks.

FI NDI NG Existing oversight identifies and continues to
address problens within the IC. |nherent tensions

bet ween executive and | egislative branches cause
resistance to the free flow of information to the
Congress. This is exacerbated by the perception that
Congress is the nmajor source of |eaks of classified

i nformation.

Ajoint commttee on intelligence has been suggested as one
remedy. We do not believe that it would substantially reduce the
nunber of Menbers and staff with access to classified information
The House and Senate Intelligence Conmttees al so do not pursue
i dentical agendas. Gven the breadth and diversity of the IC this
two conmittee oversight structure is a strength, as it broadens
oversight. A joint commttee would reduce the effectiveness of the
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current checks and bal ances. Finally, it would continue to
underscore the view that intelligence is so different that it nust
be handled in an extraordi nary manner

FINDONG A joint intelligence conmmittee would not

i nprove the quality of oversight and woul d erode existing
| egi sl ati ve checks and bal ances. It would reinforce the
perception that intelligence oversight is different and
that intelligence prograns require different |evels of
scrutiny.

Dealing with the intelligence budget raises sonme problens. As

the IC budget is classified -- both the overall figure and
virtually all of the conponent parts -- it is masked by being nade
part of the defense budget. Intelligence, in the House is

aut hori zed separately, and then appended to the defense

aut hori zation. Should that budget becone subject to reductions,
the intelligence budget often has to give its "fair share,” not for
reasons inherent to the value of intelligence prograns, but |argely
because of this budget nechanism This puts intelligence at a

di sadvant age.

Wthin the appropriations process, intelligence is dealt with
in the National Security Subconmittee. This also can result in
intelligence being dealt with as an appendage of defense issues
rather than as a separate governnent function. This process also
results in a confused Congressional nessage on intelligence because
of the variety of reasons for which budget decisions may be made.

FINDING The current Congressional budget process puts
intelligence prograns at a di sadvantage, maki ng them
subject to arbitrary cuts because the intelligence budget
is subordinated to the defense budget.

FI NDI NG The current budget process can also result in
a confused Congressional nessage to the IC

A major facet of the way in which the current intelligence
oversi ght systemwas created is the requirenent that tenure on
HPSCI be |limted. This rule was adopted because it was felt that
past Congressi onal overseers had becone too close to the IC
agenci es over prolonged periods of tine and had |ost a certain
critical objective edge. Twenty years |ater, the costs of such a
system are al so apparent: a rapid turnover in nmenbership and in
sone senior staff, diluting the capabilities of the Conmttee.
There have been six chairnmen of HPSCI over the |ast six Congresses.
The oversight systemis now sufficiently mature to allow, at a
m ni mum an extension of the tenure rules and serious consideration
of ending tenure limts.
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Simlarly, thought should be given to changing the Commttee
froma select conmmittee to a standing commttee. Again, this
rai ses inportant questions, including the degree to which this wll
be an attractive assignnent; the continued utility of having
"cross-over" Menbers, particularly from Appropriations; and whet her
it is better to have the Speaker make appointnents to the Conmttee
or leave it to the nmpjority caucus.

RECOMVENDATI ON: The House shoul d gi ve serious
consideration to either extending or renoving tenure
l[imts on HPSCl.

RECOMVENDATI ON: The House shoul d consi der maki ng HPSCI

a standing commttee, with appointnents still made by the
Speaker.
VI. Findings and Recomendati ons: Non-Legislative

As noted above, the IC1 staff studies nmade nunerous findi ngs
and recomendations that would not require |egislative action. W
beli eve that these will also support the findings and
recommendat i ons nade above, inproving the overall performance of
the 1C. They are listed here with brief introductions as to the
nature of the issues being addressed. Broader and nore detail ed
di scussions can be found in the staff studies thensel ves.

Intelligence Community Managenent: Producti on. Producti on
is, in effect, the end of the intelligence pipeline. It is what
the policy makers see, a product (usually witten), drawn fromthe
various pieces of collected intelligence and | eavened by the
anal yst's own know edge and experi ence.

We nust face the fact that anal ytical resources are unlikely
to grow substantially. Although the decline of the past severa
years in intelligence budgets was halted in 1995, there is no
guarantee that this is nuch nore than tenporary relief. Moreover
it is not likely that there will be large increases in intelligence
spendi ng over the next several years. Therefore, the I1C needs to
manage smarter, finding new ways to do nore with I ess. Ongoing
rapi d technol ogi cal change in information managenent nmay offer new
possibilities and advantages. The ability to nove information,
including intelligence, between and anong di sparate and
wi del y-separated work stations could increase synergy above the actual
nunber of current analysts. Linking analysts of all sorts in this
manner may al so be helpful, in effect creating a "virtual
anal ytical environnent."

FINDING Analytical resources are unlikely to grow
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substantially. Increased and nore synergistic
productivity may be possible through the use of a
"virtual analytical environnent."

RECOMVENDATI ON:  Create a "virtual analytica
environment” within the IC that electronically links
collectors, exploiters, analysts and custoners, as
appropriate, and maxi m zes the productivity and
responsi veness of individual analysts.

Intelligence Conmunity Managenent: Progranm ng and Budgeti ng.
We envision that the DCI will execute nost of his authority over
the NFIP (and the broader |C budget) through the CM5, under the
DDCI/CM It is essential that this staff have both program
anal ysis and eval uation capability and conptroller capability if
these responsibilities are to be carried out effectively. These
capabilities will also be neaningless unless there is also the
authority to w thhold funds.

RECOMVENDATI O\ The CMS shoul d have a program anal ysi s
and eval uation (PA&E) capability and a conptroller
capability, with the authority to w thhold funds.

Under st anding or managing the 1Cis conplicated by its rather
rigid and stratified budget structure. Each asset, activity or
programis allotted to one and only one IC responsibility. This
makes it very difficult to achieve synergies fromcollection
systens, processing and even analysis. It also tends to skew the
| C budget, giving even greater enphasis than is the actual case to
defense-rel ated activities, which of necessity remain domnant. It
is inmportant to understand that nost |1 C assets and activities fal
into nultiple categories and should be tracked accordingly. This
woul d create a capability that is currently lacking: being able to
ascertain rapidly and with sone assurance of accuracy what part of
IC resources is devoted to specific issues, such as non-proliferation,
East Asia, etc.

RECOMVENDATI ON: An | C progranmm ng, budgeting and
accounti ng system nmust be devel oped that allows the ICto
bui |l d budgets and track expenditures in nultiple
categori es.

Intelligence Conmunity Managenent: Personnel. To repeat,
people are the key elenment of the IC. Al of the collection
capabilities are neani ngl ess nmachi nes unl ess there are dedi cated
peopl e behind them-- building them operating them processing the
data, analyzing it.

We find that the vast majority of people who work in the IC
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are extrenely dedicated to their work and to its value to our

nati onal security. The systemw thin which they work, however, is
not designed to get the very best out of themin terns of either
bureaucratic rules or the type of |eadership (rather than
managenent ) that breeds el an.

Curiously, the IC tends to nmanage personnel mnuch like it
manages col |l ection, through an array of "stovepipes" that are
bundl ed together but are not well inter-connected. It is very
difficult for either managers or anal ysts thensel ves to nove about
within the IC

FINDING In order to create a nore corporate culture and
reduce the strangl ehold of stovepipes, the barriers to
| ateral novenent within the IC need to be broken down.

FINDING The IC requires personnel reformto enable it
to change its skill mx and to streamine its workforce
in an era of reduced governnent spending.

FINDING Inproving the personnel systemw | inprove
noral e, public relations and accountability.

RECOMVENDATI ON: | npl ement t he reconmendati ons of the
Jehn Report.

RECOMVENDATI ON: St andardi ze the SES systemw thin the

I C, and strongly encourage rotational assignnments as a
prerequisite for SES rank. Include rotations to industry
as part of the IC rotation system

RECOMVENDATI ON: I ntroduce | egislation, coordinated with
OVB, to authorize a pilot programto reduce the nunber of
| C personnel further, to include lifting of the 2% wai ver
and directed retirenment of retirenent-eligible personnel

Intelligence Community Managenent: Research and Devel opnent.
Under the corporate concept we advocate, the DCl shoul d be
responsi bl e for adapting advanced technology to I C needs on short
notice. At two different full Commttee hearings we were struck by
expert testinony decrying the inability of the governnment to nove
qui ckly to purchase technology on a tinely basis. The DCl needs a
better nmechanismto find short-cuts in this process.

FINDING The DCI needs a nmechanismto fund good
technol ogy ideas on short notice. Venture capita
concepts should be part of this process.

A glaring exanple of current 1C problens is information
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systens. There is a veritable plethora of systens, standards and
acquisition processes. |If we are going to nove towards an | C that
has greater inter-operability anong its disparate parts, and tries
to achieve "virtual analytical communities" tied together

el ectronically, then a commobn systemis a bedrock requirenent.

FINDING The |IC needs greater standardization of

i nformation systens, including acquisition by a single
organi zation. There also needs to be a budgetary
mechanismto recapitalize these systens cyclically to
keep everyone interoperable and up-to-date.

RECOMVENDATI ON: Central i ze planning and budgeting for IC
R&D, to include adm nistration of the National Technica
Al'liance with the National |Inagery Display Lab and the
Nat i onal Medi a Lab.

RECOMVENDATI ON:  Establish a MIlitary Exploitation of
Reconnai ssance and Intelligence Technol ogy (MERIT)-1i ke
programfor the ICto fund "good ideas" and to exploit
technol ogi cal targets of opportunity. The DCl shoul d
al so use his Contingency Reserve Fund for such
opportunities.

RECOMVENDATI ON: Central i ze devel opnent of standards and
protocols for the IC. Establish a budgetary nechani sm
for rapid and continuous update of information systens
and aut omati on technol ogi es.

Intelligence Community Requirenments. Intelligence is a
service. |Its entire raison d etre is to provide a product to or
undert ake operations for other parts of the government. Unless the
ICis responding to policy maker requirenents, it sinply is not
doing its job. Requirenents are the prinme cause of all other IC
activities: they drive collection, tasking, analysis and determ ne
the allocation of resources throughout these processes. GCetting
control of requirenents is fundanental and urgent.

The requirenments process has traditionally been one of the
nost vexi ng aspects of intelligence nanagenent. Ideally,
intelligence producers would like to have guidance fromthe highest
pol i cy makers possible. The interagency process, which includes
the IC, inforns the IC as to policy maker concerns. Over the years
t he process has been haphazard and i nperfect.

The world of the | ate-20th and early-21st centuries presents
new stresses for the requirenents process. A Cold War-based | C had
the confort of knowng that its major enphasis was the struggle
with the Soviet Union and all that this entailed. The absence of
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this overwhel m ng requirenent has resulted in a grow ng tangl e of
new requi renents, none of which has the sane |asting prinacy.

| ssues are the "highest priority" for rather short periods of tine.
At the sanme tinme, the resources available to the ICto deal with
current and new requirenents continue to decline. The need for a
better requirenents systemis clear.

FINDING The |IC needs an overarching concept for
coordinating intelligence requirenents, especially when
faced with declining resources, a grow ng custoner base,
and increasingly diverse requirenents.

FINDING The |IC needs a corporate understanding of its
col l ection and production capabilities and how it uses
these resources to neet intelligence requirenents. The

| C al so needs a strategic vision outlining what resources
will be needed in the 21st century to fulfill likely
intelligence requirenents.

FINDING Presidential Decision Directive 35 (PDD35) has
focused the I1C on inportant near-term high priority
requi renents. However, PDD-35 has begun to drive
intelligence collection and production at the expense of

[ ower "tier" issues.

FINDING The IC s ability to maintain an intelligence
"base" on many |lower tier issues is threatened not only
because of PDD-35's unintentional effect on collection
and production, but also because the IC currently has no
mechani smto ensure a basic |evel of coverage on "l ower
tier" countries.

RECOMVENDATI ON: The I C should fulfill PDD 35
requi renents, but also maintain the capability to have a
basic | evel of worldw de coverage.

RECOMVENDATI O\ The DClI shoul d direct the CVS to devise
a strategic plan, which should be updated yearly if
necessary, outlining national security issues and gaps
that the ICw Il likely face 10 to 15 years into the
future.

RECOMVENDATI ON: The National Intelligence Eval uation
Council (NIEC) should be responsible for the

Conpr ehensi ve Capabilities Review The review should be
updat ed continuously, taking the DCl's strategic plan
into account, to assess the I1C s worl dw de

col l ection/anal ytical capabilities and gaps agai nst al
tier issues.
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RECOMVENDATI ON: The 1 C shoul d inplenent a "virtua
analytic environment” to link collectors, exploiters,

anal ysts and custoners electronically, as appropriate, to
improve the 1C s responsiveness to customer needs. DIA' s
test-bed plan, JIVA (Joint Intelligence Virtual
Architecture), is a useful place to start.

RECOMVENDATI ON: I ntel ligence nmanagers should function

| ess as internediaries who control the information flow
to and from policy-nmakers and nore as facilitators who
ensure that valid requirements are fulfilled with
appropriate resources. Mnagers should al so ensure that
intelligence does not becone politicized as a result of
t he cl ose policy-naker/anal yst working rel ationship.

Col l ection Synergy. Once requirenments have been established,
the next major decision is the allocation of resources to neet
t hese requirenents, especially the resources required to collect
needed intelligence.

No ot her nation has collection capabilities conparable to
those of the United States. In ternms of breadth and depth, the
United States has enjoyed a vast superiority as the result of nmjor
investnments and a great deal of hard work.

Intelligence experts speak to one anot her about collection
disciplines, i.e., the basic groups into which collection fall

SI G NT: signals intelligence;

| M NT: i magery;

MASI NT: nmeasur enent and signature intelligence;
HUM NT: human intelligence; and, nost recently,
OSI NT: open sources.

These five groups have not devel oped evenly and are not
managed in simlar manners. ldeally, they should provide an array
of information, allow ng analysts to confirmintelligence gl eaned
fromone discipline by conparing it with that gathered fromothers
-- creating a true synergy. Each discipline has particular
strengths and weaknesses, working better or worse than others
agai nst particular intelligence problens. Together, it is hoped
that they will mnimze uncertainty and anplify that which is
known.

As managed today, there are inpedi nments towards achieving this
synergy. Anong the nost obvious is the probl em of stovepipes, the
fact that each discipline is managed with a great deal of
i ndependence fromthe others. As noted above, rather than being
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allies,

t hey becone conpetitors, especially when intelligence

budgets are being devel oped. This internecine conpetition
undercuts nmuch of the hoped-for synergy and can becone increasingly
debilitating.

FINDING The U. S. has derived trenmendous benefit froma
bal ance and interaction anong the three technica
intelligence disciplines (SIGNT, I MNT, NMASINT), HUM NT
and open sources. However, the |IC has not nmanaged

coll ection consistently across the various |INTs, thereby
decreasing efficiency and productivity.

FINDING This benefit could erode unless greater
attention is given to closer central nmanagenent and
coordi nati on anong all | NTs.

FINDI NG Recent international and political changes and
t echnol ogi cal advances have greatly increased the quality
and quantity of open source information.

FINDING "All-source" analytical skills are central to
future intelligence capabilities and need increased
enphasi s.

RECOMVENDATION: A CVMs with 1 C-w de authority over, and
coordi nation of, requirenments, resources and collection
woul d greatly aid collection synergy.

RECOMVENDATI ON: To the extent possible, there should be
common standards and protocols for technical collection
systenms, fromcollection through processing, exploitation
and di ssemi nati on.

RECOMVENDATI O\ The |1 C nust continue to devel op i nproved
nmeans of collecting, exploiting and processing open
source information. There nust be a concerted effort to
educate intelligence producers and consuners regarding
the utility of open source information.

RECOMVENDATI ON: The I C nmust inprove its ability to
retrieve data from common dat abases. These dat abases
nmust be checked thoroughly by those responsible for

requi renments and anal ysis before new coll ection tasks are
| evied. Collection should be guided by the use of the

| east costly, nobst efficient and nost productive neans,
whet her overt or covert.

Col l ection: Launch. Spaceborne technical collection systens
are usel ess unless there are adequate neans of putting theminto
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orbit. It is atruism worth repeating, that |aunch vehicles nust
be considered a critical part of our overall intelligence
collection architecture.

FINDI NG Launch vehicles will remain a critica
component of the U S. intelligence collection
architecture

FINDING The U S. needs sinple, reliable, affordable
| aunch vehicles. The Titan-1V launch vehicle is not the
best neans of ensuring a viable 21st century collection

architecture. Oher options -- such as new | aunch
vehi cl es and changes in satellite design -- nust be
pur sued.

FINDING Current |aunch vehicles are becom ng
prohi bitively expensive.

RECOMVENDATI ON: If technically feasible, all 1C payl oads
shoul d be taken off the Titan-1V. No Titan-1Vs should be
purchased by the 1C after the 1997 buy, and even that
shoul d be reconsi dered.

RECOMVENDATI O\ The U. S. should exam ne the viability of
advanced technol ogies to reduce the size of satellites.

RECOMVENDATI ON: The Air Force should nodify its Evol ved
Expendabl e Launch Vehicle (EELV) programto focus solely
on the heavy lift problem The U S. governnent shoul d

t ake advant age of the Medi um Launch Vehicle (MV)
conpetition between McDonnell|l Douglas and Lockheed Martin
in order to keep MLV costs | ow.

RECOMVENDATI O\ Al'l | C payl oads, during their current
redesi gn phase, should incorporate the "ship and shoot"
approach (i.e., payloads arrive at the | aunch site ready
for launch, with no on-site assenbly, testing, etc.).

RECOMVENDATI ON: All |1 C payl oads, during the current
redesi gn phase, should conformto the standard interface
of the launch vehicle. NRO M.V class payl oads shoul d be
conpatible with both the Atlas I1AS/R and the Delta 3.

Techni cal Collection: SIA@NT, |MNT, MASINT. Detailed
di scussions of these collection disciplines and plans for future
capabilities are, of course, highly classified. However, there are
broad points at issue that can be discussed on an unclassified
basi s.

http://www.access.gpo.gov/congress/house/intel/ic21/ic21001.html (37 of 51) [5/6/2003 9:19:30 AM]



I. Overview and Summary

SIGANT. SIGANT is an extrenely valuable capability, allow ng
t he observation of activity through the content and pattern of
signals and giving insights into intentions. It is responsive to
a large nunmber of the issues with which the I1Cis now dealing and
will continue to do so into the foreseeable future.

FINDING SIANT provides a val uable capability both to
observe activity and to gauge intentions. It wll
continue to be a critical elenent of the IC for the
foreseeabl e future.

FINDING The SIA NT systemperfornms well, but is at a
crossroads. The proliferation of digital comrunications,
fiber optic cable, sophisticated encryption and
signalling techniques are major technical chall enges,
both for collection and processing. Gowh in one

t el ecommuni cati ons nedi um does not detract fromthe
others; all types of conmmunications are increasing. The
ability to intercept all of these nmedia is inportant for
several reasons: different types of information use

di fferent conmunicati ons nedi a; pieces of the sane
nmessage may travel different routes; multi-source
col l ecti on makes deception by current or potenti al
adversaries nore difficult.

FINDING SIANT is already the nost expensive of the
collection disciplines. Balancing the required |evel of
investnment in technology with the maintenance of existing
core capabilities is the true challenge for SIANT in the
21st century.

RECOMVENDATI ON: I nprove the managenment and focus of
SIGA@NT R&D to ensure that critical areas are adequately
funded.

RECOVMVENDATI ON: Mandate a revi ew of the overal
El ectronics Intelligence (ELINT) architecture and the m x
of avail able collection platfornms.

RECOMVENDATI ON:  Exanmine the feasibility of smaller
platforns to reduce the cost of certain collection.

RECOMVENDATI ON: Continue to press for a unifying policy
on Information Warfare (IW fromthe Adm nistration.
Clarify the managenent and direction of offensive |W
activities in peacetine and in support of mlitary

oper ati ons.

RECOMVENDATI ON: Reduce nunbers of different airborne
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SIGA@ NT platforns while increasing overall nunbers of
aircraft; devel op and i nplenent a comon ground
processing architecture for airborne SI A NT operations.
Devel op SI G NT payl oads for use on Unmanned Aeri a
Vehi cl es (UAVS).

IMNT. The utility of imagery will continue both for those
issues with which it is nbst often associated -- indications and

war ni ng,

and mlitary operations -- but also for many of the

transnational issues that appear to be increasingly inportant in
the late 20th century.

FINDING |IMNT will continue to be an inportant
collection discipline for a wide variety of issues:

i ndi cati ons and warni ng; support to the mlitary; and
nonitoring arns control agreenents, refugee flows,
narcotics cultivation and ecol ogi cal problens.

FINDING G ven present trends, the nunber of inmages
collected will continue to outpace our ability to analyze
t hem

FINDING Collection costs continue to rise at the
expense of processing and expl oitation.

FINDING I nagery analysts are working with archaic
tools; the current acquisition process does not
facilitate the tinely infusion of new technol ogy.

FINDING The inmagery community is badly fragnented. Any
restructuring should be considered only within the w der
context of all other intelligence functions and
activities.

FINDING "Denial and deception" activities by foreign
governnents are a current problem As U S. inmgery
capabilities becone nore widely known, this problemw |
likely grow

FINDING The I C can use comrercial inmagery nore
effectively to neet sone requirenents.

FINDING |Inagery dissemination to the mlitary bel ow the
Joint Task Force |evel remains a problem

FINDING The inmagery conmunity is not currently able to
satisfy the requirenents for both i medi ate and detail ed
anal ysi s.

RECOMVENDATI O\ The 1 C nmust inprove its acquisition and
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use of commercially-available imagery. Such inmagery can
be used in lieu of nore costly national assets. As
dermands to share imagery with non-Allies during

mul tilateral operations increase, the use of comrercia
imagery is especially inportant to obviate security
concerns.

RECOMVENDATI ON: Set up an account for the easy purchase
of commercial imgery, done under common U.S. gover nnent
licenses. A central repository and i ndexing system
shoul d be created for easy access by all users.

RECOMVENDATI ON: The 1 C nust nove to all-digital
exploitation of imagery, with access to cross-INT

dat abases. Mowve to a "virtual analytic environnent,"
i.e., one in which analysts are connected el ectronically.
| ncrease funding to accel erate the procurenent of
softcopy (digital) workstations for imgery anal ysts.

RECOMVENDATI O\ The |1 C shoul d nove aggressively to

i nfuse new t echnol ogi es, such as automatic target
recognition capabilities, in order to help streamine the
i mgery exploitation process.

RECOMVENDATI ON: Expand the purview of the National
Technical Alliance, increasing its resources and
flexibility to provide nore rapid fielding of new
technol ogies, and to exploit comrercially avail able
t echnol ogy.

RECOMVENDATI O\ The 1 C nmust continue to exanmine and to
field neans by which to overconme "denial and deception”
activities.

MASI NT. MASINT -- neasurenent and signals intelligence -- is
undoubtedly the | east understood of the various collection
disciplines. This is unfortunate, both for its own sake and
because MASINT wi Il continue to be an inportant source for mlitary

pl anners,
and proliferation activities.

contr ol

during mlitary operations, and for nonitoring arns

FINDING MASINT, as a specific and unique discipline, is
not well understood by either the IC or policy consuners.
Therefore, the potential of its future contributions,
particularly to tactical applications, may be limted.

FINDING MASINT will becone increasingly inmportant in
provi di ng uni que scientific or highly technical
information contributions to the IC. It can provide
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speci fic weapon identifications, chem cal conpositions
and material content and a potential adversary's
capability to enpl oy weapons.

FINDING The Central MASINT O fice (CMD has the
requisite legal authorities to carry out its

responsi bility of managi ng MASI NT. However, it is not
staffed conmensurate with its responsibilities, and a
fractured organi zational structure limts its overal
managenent abilities.

FINDING MASINT is a science intensive discipline that
needs personnel well-versed in the broad range of

physi cal and el ectrical sciences. Such personnel cannot
typically be professionally devel oped within the IC

They must come from academia fresh with the scientific
know edge from experinentati on and research. Nor can
they continue to be proficient in their areas of
expertise if they are maintained in governnment enploy for
an entire career.

RECOMVENDATI ON: The I C shoul d create a U S. MASI NT
System anal ogous to U.S. SIG@NT and U.S. | MNT Systens
(USSS and USIS).

RECOMVENDATI O\ The MASI NT manager shoul d be a genera
of ficer or SES, and should be a nenber of the Mlitary
Intelligence Board, National Foreign Intelligence Board
and ot her senior DCl and DOD boards and panels. Hi's
authorities to manage MASI NT should be on par with those
of the SIGA NT and I M NT managers.

RECOMVENDATI ON: Training is critical. The IC needs to

i ncrease enphasis on informng the | C and consuners about
MASI NT capabilities and products. Additionally, the IC
needs to make MASINT a formal course of professiona
education for all I1C school houses.

RECOMVENDATI ON: The | C shoul d exanmine the feasibility of
pursuing trial personnel nmanagenent prograns that provide
incentives to recruit the necessary scientific experts.
Such experts may not spend a 20-30 year career in

gover nment enpl oy.

Cl andestine Service. |In addition to the |egislative proposals
for the CS descri bed above, there are other managenent issues that
need to be addressed. These include civilian and mlitary
per sonnel managenent, the CS's role in operations, and the
managenment of operations overseas.
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RECOMVENDATI ON: The 1 C s personnel system should ensure
the recruitnment of highly qualified junior enployees, the
devel opnent of technical clandestine operators and
managers, and the aggressive renoval of marginal and
unsui t abl e enpl oyees.

RECOMVENDATI ON:  The military cadre of the CS should
consist of mlitary clandestine operations officers
having a viable mlitary career track within that
speci ali zati on and of the sane hi gh professional and
personal qualifications as the civilian cadre.

RECOMVENDATI ON: The DCI needs to reaffirmand reiterate
t hroughout the IC his designation of the CS's role to
lead the ICin its conduct of foreign "clandestine

operations," i.e., espionage, counter-espionage, covert
action and related intelligence |iaison activities
abr oad.

RECOMMENDATI ON:  The CS's Chiefs of Station should act as
the U S. Governnent's on-site focal point for the
deconfliction of all intelligence and | aw enforcenent
activities abroad, with an appeal process functioning

t hrough t he Anbassador and/or a Washi ngt on- based

i nt eragency nechani sm

RECOMVENDATI ON: The CS should have at | east a m ni nal
presence in nost countries (a "global presence") so as to
mai ntai n a broader base-line contingency capability and
to respond to transnational collection requirenent.

RECOMVENDATI ON: The nmanagenent of cl andestine operations
requires an extraordinarily high | evel of managenent
attention, operational expertise and coordi nation.
Manageri al and personnel assignnents must be consi stent
with this fact.

| C "Surge" Capability. Unpredictability is one of the facts
of life of any intelligence system No requirenments process wll
be able to predict all of the issues that are likely to be of
paramount interest to policy-nakers in the course of any given
year. Indeed, flexibility of all resources -- technical and
personnel -- are necessary in order to respond quickly to new
events. This problem of requirenents and resources has been nade
increasingly difficult in the post-Cold War world. The end of the
Cold War not only renoved the single overwhel mng focus of the IC
but al so contributed to a breakdown of international order in
specific regions, particularly the gromh of ethnic warfare, and
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exacer bated a nunber of transnational i ssues.

The ability of the ICto "surge" resources -- i.e., to focus
col l ection and anal ysis, and sonetines operational capabilities --
on suddenly inportant areas, is of increasing inmportance. One of
the witnesses at an | C21 hearing, Anbassador Robert Kimmtt, forner
Under Secretary of State for Political Affairs, put it succinctly
when he said that |1 C coverage nust be an inch deep and a mle w de,
with the ability to go a mle deep on any given issue.

FINDING The ability to neet future challenges
effectively will require: increased internal operating
efficiencies; a nore collective, corporate approach
toward utilization of resources; and structured prograns
t hat provide continuous force augnentation and "surge"
capability.

FINDING A flexible, dynam c and well-planned surge
capability nmust be devel oped that can be relied upon both
day-to-day and during crises.

RECOMVENDATI ON: Devel opnent of nore flexible collection
capabilities should not only include noving to smaller
satellites, but also to devel opi ng and i ncorporating
"tactical" satellites that would allow for a "surge" in
coll ection capability for specific crises.

RECOMVENDATI ON:  The DCl's ability to establish IC
Centers and Task Forces quickly (including the rapid
transfer of personnel and resources throughout the I Q)
must be enhanced and should include the ability to bring
"surge" resources into the IC from ot her areas.
RECOMVENDATI ON:  Better utilization of existing mlitary
reserve conponents is also required. Consideration
shoul d be given to placing sonme of these conponents under
the DM for better utilization during tinme of need.

Support to Mlitary Operations. Support to mlitary
operations (SMJ is one of the major roles of intelligence. Sone
argue that it is the nagjor role of intelligence. The Cinton
adm nistration -- both policy nakers and senior intelligence
managers -- has stated that SMOis the top priority for
intelligence. Critics question why this statenent is necessary,
given that nmuch of the IC s effort has always been shaped around
this specific intelligence role and that, in the post-Cold \War
world, U 'S. national security is actually |less threatened than at
any tinme since 1940.

This debate over SMOis inportant as it goes to the heart of
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both requirenents and resources. Intelligence is not an easily
expanded resource. As noted in the discussion on the IC s ability
to surge, covering current requirenents and taking steps to address
unexpected ones is difficult at best. The nore resources devoted
to any one area, the fewer there are left to address others. The
issue is not whether the I C should devote resources to SMO, but

rat her how much SMO i s reasonabl e gi ven other, conpeting demands on
a fiscally constrained IC

SMOis, to sone extent, a contingent need. At |east through
the Cold War, U. S. defense policy had been shaped around the idea
of deterring conbat, of using force as a last resort. Qher, non-SMJ
policy needs are current -- diplomacy, narcotics, terrorism
proliferation. Thus, a balance needs to be struck. Urging an
i ncreased enphasis on SMO wit hout | ooking across the board at al
IC requirenments runs the risk of |eaving many ot her ongoing policy
needs partially or conpletely unful fill ed.

FINDING The current demands being placed on the ICto
support mlitary operations will make it difficult for
the IC to neet the broader national security challenges
of the 21st century.

FINDING Currently, SMO demands are being satisfied at
t he expense of nmaintaining the necessary
intelligence"base" that will be critical to the ICin
addressing future national security needs.

FINDI NG Maintaining both the "base" and SMO represent
valid concerns. SMO requirenents nust not stand al one,
apart fromother intelligence requirenents.

FINDING The IC nust devel op and nai ntain a bal anced
approach in satisfying these concerns. The |IC nust
ensure that the "base" is maintained even during periods
of crisis, when I C resources can easily be overwhel ned by
al | -consum ng SMO requi renents.

FINDI NG The new operational strategy, Dom nant

Battl efield Awareness, will require significant advances

in technol ogy, devel opnent of consolidated requirenents,

coherent tasking managenent and synergistic intelligence
collection capabilities. It is necessary to give serious
t hought to the anmount of 1C resources likely to be

avail abl e to support such strategies.

FI NDI NG Enphasi s on concepts such as "sensor-to-shooter”
have pronoted the di ssem nation of intelligence
data and products to the Iowest level of mlitary
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operations, without full consideration of the effect on
the "warfighter."

IC Centers. The |IC began using centers in 1986 as a neans of
addressing certain long-termissues on an | C-w de basis. At
present there are seven such centers, covering the issues of arns
control, non-proliferation, terrorism counterintelligence,
counternarcotics and organi zed crine, and overseas security.

| C21 exam ned the concept of centers with a view towards
determ ni ng whet her they represented a better way to organize IC
efforts, or if they were nerely an organi zati onal fad. Moreover,
if they were a better concept, what inplication did this have for
the nore traditional offices in CIlA and the other mgjor
intelligence agencies? W concluded that this concept was
successful in addressing specific, enduring issues and serving as
| C focal points for these issues. Indeed, it would appear that
centers will be even nore inportant in an I C that puts greater
enphasi s on corporate nanagenent concepts.

FINDING Centers are successful in addressing critical,
enduring intelligence issues on an | Cw de basis and
shoul d continue to be used as necessary.

FINDING There are several types of centers; they do not
all performthe sanme functions.

FINDING |1Cwde representation within Centers is
insufficient and nust be increased.

RECOMVENDATI ON: Centers shoul d be subject to a nmandatory
five year "sunset" review process under the DCl's
direction.

RECOMVENDATI ON: The Directors of the Nonproliferation,
Crime and Narcotics, Counterterrorist, National
Counterintelligence and Arms Control Intelligence Staff
(renaned the Arnms Control Intelligence Center) should
al so serve as | C issue nanagers.

RECOMVENDATI ON: Al t hough the center directors will serve
as issue managers within the CIA the centers should be

| ocated and managed within the |1 C based upon their unique
attributes and principal roles:

The National Counterintelligence Center functions
principally as a policy and coordi nati on body and shoul d
continue to come under the NSC

The Arns Control Intelligence, Nonproliferation, and
Crime and Narcotics Centers should conme under the Cl A
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The Counterterrorism Center and the
Counterintelligence (renaned the Foreign
Counterintelligence) Center should conme under the CS.

The Center for Security Eval uation should cone under
the |1 SO

RECOMVENDATI ON: To facilitate 1 C participation in
centers, the I C should devel op a consistent policy
regardi ng rei mbursable billets and rei nbursenent of
travel expenses. An appropriate anmount of noney shoul d
be designated in the authorization specifically to fund
t hese center expenses.

RECOMVENDATI ON: The | C personnel eval uation and
pronotion systems nust accurately reflect and reward the
per formance of enpl oyees detailed to centers.

Intelligence and Law Enforcenent. One of the hall marks of
t hose transnational issues that have noved to the top of the IC
agenda in the post-Cold War world is that they tend to straddle
intelligence and | aw enforcenent concerns. Concerns about
saf eguardi ng fundanmental civil liberties have dictated a strict
di vi si on between these two spheres. For exanple, the Nationa
Security Act mandates that the CIA will have no "police, subpoena,
| aw enf orcenent powers, or internal security functions."

| ssues such as narcotics, crinme, terrorismand proliferation
make the mai ntenance of this division nore difficult. Having said
that, it would appear that current provisions in law and in
executive orders are sufficient to maintain the necessary
di fference w thout inpeding the kind of cooperation between
intelligence and | aw enforcenent that nost believe is necessary.

FI NDI NG The National Security Act and existing
Executive Orders are sufficiently flexible to all ow

i nproved cooperation between | aw enforcenent and
intelligence without blurring the inportant distinctions
bet ween the m ssions and authorities of the two

communi ties.

FINDING Increased joint training is essential to closer
cooperation and coordi nati on between the two comunities.

RECOMVENDATI ON: Congress shoul d consi der statutory or
ot her | anguage that will set forth "reasonabl e"
expectations of IC reporting on crimnal activities.

RECOMVENDATI ON: Wthin | aw enforcenent agencies,
i nformati on managenent and policies nust be inproved to
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facilitate sharing appropriate information with the I1C
t hat has been collected during the course of |aw
enforcenment investigations.

RECOMVENDATI ON: Each | aw enf orcenent agency shoul d be
responsible for its own coordination with the CS.

| C Communi cations. The relationship between comruni cati ons
and intelligence has been a difficult one for the U S. government.
The two functions have a certain degree of inter-relationship based
on the need to be able to pass intelligence fromcollectors to
anal ysts and from anal ysts to policy consunmers on a tinely basis.
Sonme have even suggested that this is the critical problemin
di ssem nating intelligence.

It is inportant to distinguish between the two rel ated but
different parts of this issue. The ICis responsible for
di ssem nation, the actual novenent of intelligence products to
their intended audi ence anong policy nakers. However, the
techni cal or physical neans by which this dissem nation occurs are
not and shoul d not be responsibilities of the IC

FINDI NG Conmunications is often cited as the nost
critical problemin dissemnating information to users in
atinely fashion. Tinely delivery of intelligence
products to consuners in the proper formis generally an
intelligence weakness.

FINDING The ICis responsible to its consuners for
tinmely dissemnation of its products in the required
forms and format. The devel opnent, procurenent,
managenent and mai nt enance of comuni cations needed to
di ssem nate these products are not, and should not be
core conpetencies for the IC

"Conmruni cations” is defined narrowmy as the
conduit(s) for noving data fromone point to
another. This includes the standards necessary to
interface hardware and software at either end of

t he conmuni cati ons conduit.

FI NDI NG The commrunications conmunity is best suited for
provi di ng specific standards and interface protocols to
communi cations users to ensure interoperability. It is
al so best suited to provide the mgjority of U S

gover nment communi cati ons pat hs.

FI NDI NG Managi ng Command, Control and Conmuni cations
(C3) with intelligence in Defense, anal gamates these two
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activities, to the general disadvantage of intelligence,
which tends to get shorter shrift and is overwhel ned by
t he much | arger communications presence.

RECOMVENDATI ON: The | C shoul d not have conmuni cations as
a core conpetency. It should be a conmmunications user,
with specifically identified requirements, and shoul d not
directly contract for comrunications "bandw dth."

RECOMVENDATI ON: The 1 C nmust conplete a thorough study of
total I C comruni cations needs and provide the results to
t he conmuni cati ons community. Such a study nust be
continuously reviewed and updated as new requirenents
energe and as new capabilities and technol ogies are
brought into service.

RECOVIVENDATI ON: The 1 C shoul d rmai ntain a consoli dated
core of comuni cations professionals whose prinmary tasks
will be to act as the "technol ogi cal know edge bri dge"
between the providers and the IC, to define

comuni cations standards for the I1C and to review current
capabilities and devel op mgration plans to neet

devel oped architectures and standards.

RECOMVENDATI ON: The 1 C should be fully conpliant with
the standards of energing U S. conmunications systens
whenever and wherever possible, to ensure required data
novenent .

RECOMVENDATI ON: The 1 C should invest to ensure that its
system for collection, processing and anal ysis can access
a comruni cations point for dissem nation.

RECOMIVENDATI ON: The 1 C nust also invest to ensure the
capability to service unique comunications requirenments
t hat cannot be satisfied by the comuni cati ons comunity.
An exanple of this would be support for clandestine
conmmuni cati ons.

RECOMVENDATI ON: The communi cations infrastructure
supporting intelligence dissem nation nust nove to
support a "virtual worldw de architecture."

RECOMVENDATI ON: The I C nust do a better job of putting
intelligence into a formthat is usable with the users
syst ens.

RECOMVENDATI ON: The Secretary of Defense shoul d exercise
his authority to create a separate Assistant Secretary of
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I1. Intelligence Community Management

IC21: The Intelligence Community in the 21st
Century

Staff Study
Permanent Select Committee on Intelligence
House of Representatives
One Hundred Fourth Congress

ll. Intelligence Community Management

Executive Summary

One of the centerpieces of the Intelligence Conmunity for the
21st Century (1C21) review is a hard look at Intelligence
Comunity (1C) managenment and the devel opment of a proposed
community nodel that synthesizes the findings and recomendati ons
of the other staff studies. At the beginning of this undertaking,
a hypot hesis was devel oped that the IC and its custoners woul d
benefit, either through performance enhancenent or cost reduction
or both, froma nore corporate approach to intelligence. This
hypot hesis was then "tested" in the follow ng specific areas:
pl anni ng, progranmm ng and budgeting; collection nanagenent;
producti on nanagenent; personnel managenent; and research and
devel opnent. The goal was to identify what specifically would
i nprove managenent of these areas, and whether or not a nore
corporate approach would be constructive. Then, if a nore
corporate approach were dictated, to identify what changes in
organi zation, function, and authority would be required to achieve
it.

Per haps not surprisingly, we discovered that the Intelligence
Comunity woul d benefit froma nore corporate approach in each of
the major areas we addressed. In order to forma flexible "too
kit" of capabilities for the future, the Director of Centra
Intelligence (DCl) and his staff require additional authorities and
di fferent managenment structures to create a unified, effective and
efficient conmunity. Services of comon concern shoul d be
consolidated at the conmunity level. Progranm ng and budgeti ng and
personnel managenent nust be nore centrally managed. Collection
nmust be managed coherently across the disciplines, with
increasingly difficult resource trades nade at the conmunity |eve
in an inforned, all-source process. |Inproved synergy during
coll ection operations, which will becone nore and nore critical to
success in the 21st century, requires novenent away fromthe
traditi onal stovepi pe approach to collection. Research and
Devel opnent requires closer coordination with requirenents, and a
conti ngency fund for "good ideas" should be established to all ow
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the community to take advantage of technol ogical targets of
opportunity.

The community needs to becone a corporate entity; personne
reformthat pronotes |lateral novenent anong agencies and a
community SES cadre is essential. The primacy of all-source
anal ysis needs to be reinforced, and strong links forged between
anal ysts and policy-nmakers and anal ysts and collectors. The
community should be, and to an extent already is, noving toward a
"virtual analytical environment" that requires a new set of skills
and managenent techniques. Increased centralization of managenent
functions nust be bal anced by a strengthened and i ndependent
eval uative function

Cl andestine operations will continue to be both the riskiest
and potentially the highest-payoff intelligence operations,
beconming increasingly inportant in the 21st century due to the
likely nature of future targets. This aspect of the intelligence
community requires a nore intensive |evel of managenent invol venment
on the part of the DCl and should be housed in a separate
organi zation, with a direct reporting chain to the DO .

The defense intelligence community al so stands to benefit from
nmore coherent and centralized nmanagenent. A Director of Mlitary
Intelligence with enhanced control over defense intelligence
prograns and operations would serve as both a senior mlitary
advi sor to the Secretary of Defense for intelligence, and a | ocus
for the close coordination required between the national and
tactical intelligence conmunities and budgets.

I NTELLI GENCE COVMUNI TY MANAGEMENT

I.  Approach

One of the centerpieces of The Intelligence Community in the
21st Century (1C21) review is a hard look at Intelligence
Community (1 C) managenment and the devel opnent of a proposed
community nodel that synthesizes the findings and recomendati ons
of the other staff studies. At the beginning of this undertaking,
a hypot hesis was devel oped that the 1C and its custoners woul d
benefit, either through performance enhancenent or cost reduction
or both, froma nore corporate approach to intelligence. This
hypot hesis was then "tested" in the follow ng specific areas:
pl anni ng, progranm ng and budgeting; collection nanagenent;
producti on nanagenent; personnel managenent; and research and
devel opnent. The goal was to identify what specifically would
i nprove managenment of these areas, and whether or not a nore
corporate approach would be constructive. Then, if a nore
corporate approach were dictated, to identify what changes in
organi zation, function, and authority would be required to achieve
it. Although they are presented first in this docunment, the role
and authorities of the Director of Central Intelligence (DCl) were
consi dered last, in the context of the needed changes in the
above-menti oned areas.

I'l. Introduction/Assunptions
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It inmmediately becane clear that it is inpossible to neasure
the effectiveness of sonmething wi thout a standard by which to
nmeasure -- an understandi ng of the purpose and rol e of
intelligence, and its appropriate relationship to policy and
national strategy. Wth very little research it becane apparent
that there has historically been di sagreenment on these topics, and
that the level of disagreenent is greater today, in the post-Cold
War period, than it has been for sone tine. This makes it
necessary to exam ne these issues in at least a cursory way in
order to establish sone assunptions w thout which the answers to
the questions posed by this study woul d be meani ngl ess.

At the nost basic |level, there have been, and remain, two
di verging views of the appropriate role of intelligence in the
United States. One view maintains that intelligence provides
inpartial and objective information to policy-nakers; intelligence
is a truth-seeking profession and the policy comunity is a
cust omer who does not and should not influence the product. The
other, and less widely held, viewis that intelligence is in fact
an instrunment of policy and shoul d be used to both shape and
further policy goals: the intelligence and policy conmunities mnust
act as partners. The question of whether intelligence inforns
policy or serves it is truly a chicken-or-the-egg issue -- we
believe it nust do both at different tines. Tending too far in
either of these directions threatens |ack of relevance on the one
hand, and politicization on the other. The challenge for the ICis
to naintain a balance of objectivity and involvenent, a goal that
can only be nmet with the cooperation and understandi ng of the
policy community. This study assunes that the basic structure of
the United States governnent, including its policy apparatus, wll
remain relatively stable at the departnmental |evel, but that the
policy comunity may be influenced positively by reconmended
changes in its formal relationship to the IC

Anot her basic question that nust be raised is that of the
evol ving definition of national security. Although there may be a
consensus that intelligence exists primarily to identify potenti al
threats to the national security of the United States, the
definition of those threats, and perhaps the threats thensel ves,
change over tinme. W have seen an evol ution from nati on-based
threats and conflicts to trans-national threats and regi onal and
ethnic strife. New areas of intelligence enphasis, such as
proliferation and terrorism clearly represent energent threats to
our national security. Oher, less clear-cut areas of endeavor
such as econonic and environnmental intelligence, remain subjects of
debate concerning the cl oseness of their relationship with nationa
security, how nuch value intelligence actually adds to these areas,
and at what cost to other, higher priorities. Regardless, all of
these areas of endeavor represent a new | evel of conplexity for the
IC, requiring an "interdisciplinary" approach to intelligence and
a different set of skills than that needed in the Cold War worl d.

Each Admi nistration will be faced with defining threats to
national security, and the results will vary. 1In the absence of
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definitive guidance, the ICw Il inevitably try to be all things to
all people. Therefore, it is a mstake to structure the community
to neet currently articulated or even projected future threats
except in the nost general sense. |In |ooking to the 21st century,
it is important to reach a consensus on the core m ssions and
capabilities of the IC, and to add to those mssions only on a

pay- as-you- go basi s. The new approach to nission-based budgeting,
which creates four primary mssion areas (support to policy makers,
support to military operations, support to | aw enforcenent, and
counterintelligence), and within those areas identifies core
capabilities, sustaining capabilities and supporting capabilities,
appears to be a nove in the right direction. The community of the
future should be based on the capability and flexibility to perform
those basic functions -- a "tool kit," if you will, for the
chal | enges of the next mllennium

Wthin the IC, there are a series of checks and bal ances.
Starting at the top, the relationship between the DCl and the
Secretary of Defense (SECDEF) epitom zes an inportant tension in
the community: support to mlitary operations (SMO) versus support
to national -1evel policy makers. Considering that mlitary
operations are an instrument of policy, SMOis in fact another
facet of support to the policy-nmaker, but it is of a different and
potentially all-consunmng sort. The Departnment of Defense (DoD) is
the | argest custoner of intelligence information, and that
justifies its significant voice in the process; the DC, however,
must be able to protect the equities of the civilian policy-nakers
and the longer-terminterests of the nation (a nore detailed
di scussion of this tension is contained in both the Intelligence
Support to MIlitary Operations and the Intelligence Community Surge
Capability staff studies). That nmuch of the intelligence conmunity
is a shared resource is at times problematic, but is in accord with
statutory direction to "elimnate waste and unnecessary duplication
within the intelligence community.” It makes sense froma resource
perspective, as long as appropriate managenent safeguards exist to
ensure that no customer's needs are shortchanged in the process.

Anot her bal ance issue within the community is the role of the
program manager vis-a-vis the issue coordinator. The Needs Process
has established an increasing tension between the issue
coordi nators, who are | ooking across prograns to fund priority
activities that contribute to their individual areas of
responsi bility adequately, and the program nanagers, who are faced
with satisfying the requirenents of all of the issue managers and
nmust nmeke internal trades to build a coherent and sustainable
program This would be nore of a contest if the issue coordinators
had any real |everage over the budget process, but currently they
do not. A sinilar case is the lesser, but still inportant, tension
bet ween functional managers and program nmanagers. Because the
program managers build the budget, and the issue coordi nators and
functional managers can basically only advise and reconmend, the
bal ance of power is skewed in favor of the program managers. 1In
any schene of intelligence conmunity managenent, there will be
conpeting requirenents of this type. The challenge is to create a
progranm ng and budgeting process that mninzes destructive
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conpetition and can adj udi cate conpeting requirenments and
priorities in a balanced way.

Finally, the Congressional intelligence oversight function
unique to this nation, represents one of the |egislative checks on
the executive branch that is the hall mark of our system of
governnent. The two intelligence conmttees, in turn, provide a
check on each other in the performance of this function. Although
this makes for a conmpl ex and sonetines inefficient system in the
long run it protects the interests of the Anerican people. Wthin
the 1C as within the government at |arge, sone of these existing
bal ances may need to be recalibrated; overall, however, they serve
a useful purpose and should not be lightly set aside.

1. Summary of Fi ndi ngs:

Per haps not surprisingly, we discovered that the I C would
benefit froma nore corporate approach in each of the nmajor areas
we addressed. In order to forma flexible "tool kit" of
capabilities for the future, the DCl and his staff require
additional authorities and different nmanagenent structures to
create a unified, effective and efficient community. Services of
conmon concern shoul d be consolidated at the comunity | evel
Programi ng and budgeti ng and personnel managenent nust be nore
central |y managed. Requi renents and col | ecti on nust be nanaged
coherently across the disciplines, with increasingly difficult
resource trades nmade at the community level in an inforned, all-source
process. |Inproved synergy during collection operations,
which will become nore and nore critical to success in the 21st
century, requires novenent away fromthe traditional stovepipe
approach to collection. Research and Devel opnent (R&D) needs to be
nmore closely coordinated with requirenments and a contingency fund
shoul d be established to take advantage of technol ogical targets of
opportunity.

The community needs to becone a corporate entity; personne
reform whi ch pronotes | ateral novenent anong agencies and a
community SES cadre is essential. The primacy of all-source
anal ysis needs to be reinforced, and strong links forged between
anal ysts and policy-nmakers and anal ysts and col |l ectors. The
comunity should be, and to an extent already is, noving toward a
"virtual analytical environment” that requires a new set of skills
and managenent techni ques. Increased centralization of managenent
functions nmust be bal anced by a strengthened and i ndependent
eval uative function

Cl andestine operations will continue to be both the riskiest
and potentially the highest-payoff intelligence operations,
becoming increasingly inportant in the 21st century due to the
likely nature of future targets. This aspect of the ICrequires a
nmore intensive | evel of managenent invol venent on the part of the
DCl and shoul d be housed in a separate organization, with a direct
reporting chain to the DCl .

The defense intelligence community al so stands to benefit from
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nmore coherent and centralized managenent. A Director of Mlitary
Intelligence (DM) with enhanced control over defense intelligence
prograns and operations would serve as both a senior mlitary

advi sor to the SECDEF for intelligence, and as a |locus for the

cl ose coordi nation required between the national and tactica
intelligence comunities and budgets.

IV. Roles, Relationships and Authorities
Rol e of the DCl

The role and authorities of the DCl are central to achieving
the goal of a nore corporate IC. There are two broad areas at
issue: (1) the role of the DCl vis-a-vis the President; and (2)
the role of the DOl within the IC

Several witnesses, including several past DCls and Deputy
DCl's, noted that the degree to which the DCl visibly commands the
respect and confidence of the President is central to the DCl's
ef fectiveness. Realistically, however, there is no way to nandate
or to legislate a close working relationship between these two
officials. Two suggestions repeatedly surface regarding the status
of the DCI. The first is that he be nmade a cabi net-rank offici al
The second is that he be given a fixed termof office. The study
group does not believe that either of these has sufficient nerit or
woul d achi eve the goal of a stronger DCl. The third is that he be
relieved of his responsibilities for the Central Intelligence
Agency (ClIA) and elevated to a position over the entire IC

Cabi net-rank for officials who are not nenbers of the Cabinet
(i.e., the heads of departnments) is nmerely an honorific. The
United States does not have Cabi net governnent; being designated a
menber of the Cabinet does not in any real sense increase one's

authority. It certainly will not enhance or inmprove the DCl's
relationship with the President, which can only be based on an
existing level of trust and confidence. |ndeed, mandating

Cabi net-rank for the DCI while doing anything | ess than creating a
true Intelligence Departnent -- which no one has contenplated -- only

calls nore attention to the disparity between the DCl's
responsibilities and his authority, even with the enhancenents
bei ng proposed here.

The inportance of the DCl's personal relationship with the
President is also the main argunment against a fixed term
Proponents of a fixed termargue that this would have severa
benefits. Ten years is often suggested, as has been done with the
Director of the Federal Bureau of Investigation (FBI). First, and
perhaps forenost, a fixed termwould provide for greater continuity
and stability than we now have. Until 1977, it was not customary
for the DCl to be replaced with a new adm nistration. That is no
| onger the case. Mreover, the DCl's position has since been
subjected to fairly frequent turn-overs over and above presidenti al
transitions. From 1973-1977 there were five DCls; from 1991-1996
there have been four DCls. However, a fixed termcould create the
situation where a President would inherit a DCl with whom he coul d
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not work. Although there would be greater continuity, the DCl's
effectiveness would dinminish rapidly, a far greater loss. As
noted, an analogy is often drawn to the Director of the FBI. The
conmparison is inapt. The DCl is the chief intelligence officer and
deals directly with the President. The Director of the FBlI is not
the chief law enforcenent officer; the Attorney General is and
serves at the President's pleasure. |In sum a fixed termwould not
be an i nprovenent.

The National Security Act states that the DCl is the head of
the 1C and the President's principal intelligence adviser. Neither
of these designations for the DCl is the sane as neani ngfu
control. If the ICis to achieve a greater degree of coherence and
corporate identity, then the role of the DCl has to be changed.

The gl aring gap between his responsibilities and his authorities
has to be closed to the greatest extent possible. The DCl should
be viewed as a chief executive officer of the I1C, with purview over
all of its major functions and a greater degree of control over
budgets, resources and major policy issues that are common to al
agenci es. However, the testinony of forner DCls and ot her former
senior IC officials all concur that the DCI needs an agency

"of his own" -- i.e., the A -- if he is to have any real power
within the IC

The National Security Counci

The National Security Act also places the DCl under the
direction of the National Security Council (NSC). The NSCis
conposed of four officials: the President, the Vice President, and
the Secretaries of State and Defense. The ICis a service
organi zation. It has no meaning without its relationship to policy
makers. Thus, the DCl must have regul ar contact with the NSC
menbers. However, it is not reasonable to expect that they can
give the DCl and, through him the IC, the kind of regul ar
executive gui dance that was envisioned by the National Security
Act. Indeed, in each successive Adnministration, there has been
sone sort of sub-NSC group created to deal with intelligence,
reflecting the shortcom ngs of the NSCitself to carry out this
role.

Finally, many wi tnesses at hearings and staff panels and the
oversi ght experience of this Conmittee indicate that certain
intelligence activities -- clandestine operations and covert action
-- require special attention. These activities consume an
i nordi nate anount of the DCl's tinme, in terns of both managenent
and testinony before Congress. |In the future, certain types of
of fensive information warfare (IW activities conducted in
peacetime or outside the context of a mlitary operation may al so
fall into this category. W do not question the utility of these
activities and believe that the United States nust have recourse to
them At the sanme tine, executive control can and should be nade
nmore direct. It is inportant for the DCl to nmaintain close contro
over these activities.

The follow ng reconmendations are designed to resolve the

http://www.access.gpo.gov/congress/house/intel/ic21/ic21002.html (7 of 29) [5/6/2003 9:19:37 AM]



I1. Intelligence Community Management

i ssues noted above. Beginning with the issue of executive

gui dance, of the various sub-NSC bodies created to deal with
intelligence, the Conmittee on Foreign Intelligence (CFl) created
by President Ford in 1976 appeared to be anong the nore successful
interns of its stated role, its nmenbership and its performance.
Interestingly, the Senate Select Conmittee on Intelligence proposed
re-establishing this group in legislation in 1992, as has the
Aspi n- Brown Commi ssion. W believe that the CFl, properly
constituted and enpowered, can nore usefully serve as a body to
provide the DCl and the IC with the necessary gui dance and poli cy- maker
oversight. This is not neant to supplant the DCl's current

direct access to the NSC nenbers; it is neant to give the DC
access on a nore regular basis to senior policy-mkers who can give
direction to the IC and can listen to and relay | C concerns.

Two Deputy Directors of Central Intelligence

As noted, we do not find major flaws in the broader paraneters
of the role of the DCl as currently described in legislation in
terms of his tenure or his responsibility for the CCA  The DC
shoul d continue to serve at the pleasure of the President and
continue to exercise control over the CIA and the Community
Managenent Staff (CMS), and have direct control over the
Cl andestine Service. The DCl would, thus, continue to have
mul tiple major responsibilities. Al DCls have found this a broad
and sonetines difficult nandate. The ability to delegate is
i mportant, although it has been done differently by virtually every
DCI. The current DCl, for exanple, relies on two executive
directors -- one for the CIA and one for the CM5. Their titles
belie their responsibilities. The positions responsible for these
two large parts of the DCl's portfolio should be enhanced and their
duties better defined. G ven the inportance of their positions,
Senate confirmation al so appears necessary. Sone pernanence in the
DCl's supporting structure is needed and can be achi eved w t hout
| osi ng necessary flexibility. It also allows for greater
institutional continuity, clearer definition of responsibilities
and i nproved congressional oversight.

In order to minimze superfluous bureaucratic |ayering, we
concluded that the current position of Deputy DCl (DDCl) should
specifically be given day-to-day responsibility for the C A whose
enhanced anal ytical responsibilities are discussed below. This
woul d reduce | ayering, would continue to give the DCl direct access
to his major bureaucratic and institutional base, and yet would
relieve the DCl of many | esser adnministrative concerns.
Paralleling this first DDCl, there should be a second DDCl for
Conmuni ty Managenent, for much the sane reasons, with purview over
the collection, acquisition and infrastructure elenments of the IC
There are al so changes in the DCl's budget and personne
authorities, noted below. As currently allowed by |law, either the
DCl or one of his DDCls -- but no nore than one -- could be a
mlitary officer. The DCl would select which of the DDCls woul d
act as DCl in his absence.

As noted above, the inportance of the DCl's relationship with
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the President is such that few prerequisites for nom nees should be
i nposed. However, to the extent possible, these DDCl positions
shoul d be considered as professional as well as politica

appoi ntments and should go to individuals with extensive nationa
security or intelligence background. This is especially inportant
if a DC with |less such background is chosen. The two DDCls shoul d
be confirnmed by the Senate, just as is the current DDCl position

The Central Intelligence Agency

The CI A, which would now be directed by the DDCl, was
envi sioned by President Truman as a coordi nator of disparate
intelligence being produced by ot her agencies. The ClA quickly
becane a producer in its own right because of policy-naker demands,
the unwi I i ngness of then-existent agencies to respond, and an
aggressive Cl A |l eadership. Although this is different than
President Truman's vision, we do not believe that this devel opment
shoul d be reversed. Indeed, it would appear nore profitable to
underscore the CIA's analytical role by confirmng it as the
premier all-source (i.e., deriving its analysis from al
intelligence collection disciplines) analytical agency within the
I C

We concur with the observation of forner DCl Ri chard Hel ns
that the President needs his own analytical group and that if we
did not have the CI A today we would probably invent it.
Underscoring this role neans nore than words. The Cl A shoul d house
not only its analysts, but the second- and third-tier exploiters of
the various intelligence collection disciplines. By bringing them
cl oser together we can inprove the efficiency of the all-source
anal ytical process and achieve a true synergy between collection
and anal ytical production.

The d andestine Service

G ven the political and administrative problens raised by
cl andesti ne operations and covert action, their bureaucratic tie to
the DCl nmust be made nore direct. At present as nmany as two or
three officials are between the DCl and the CIA's Directorate of
Operations (DO . Moreover, there is no conpelling substantive
reason for the DOto be part of the sanme agency as the analytic
Directorate of Intelligence (DI). This is largely the product of
hi storical accident and the bureaucratic aggressi veness of DC
Walter Bedell Smth, who expanded CIA activities into both
operations and analysis in the early 1950s, when ot her agencies
failed to nmeet policy-maker needs in these areas.

We believe that it would be better for the DO renaned the
Cl andestine Service, to be a distinct entity, under the direct
control of the DCl. This would rationalize the structure of the
ClA as the prenmier all-source analytical agency. The C andestine
Service and the CI A can continue to be housed in the same buil ding.
However, both the O andestine Service and the Cl A could al so be
managed nore effectively if they each had one najor task. The
separation of the C andestine Service should also reinforce the
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fact that clandestine Human Intelligence (HUM NT) serves the entire
comunity and not just the CIA. The O andestine Service woul d
conduct all clandestine HUM NT operations, even those undertaken by
mlitary personnel, who would be integrated into the organization

There should be a Director of the C andesti ne Service,
reporting directly to the DCl. This individual should be an
intelligence professional. After nuch debate, we recomend t hat
this individual not be subject to confirmation by the Senate. The
sensitivity of this position is such that the DCI nust be free to
choose the man or woman upon whomthe utnost reliance can be
pl aced. Senate confirmation raises a nunber of other political
consi derations that mght best be avoided. This recommendation
coupled with the role of the new DDClI/Comunity Management, shoul d
also allow a closer integration of collection managenent and
operations, and shoul d enhance oversi ght of clandestine operations.
The Director should have a deputy who is a two-star active duty
mlitary officer (further details are contained in the O andestine
Service staff study).

NFI P Def ense Agenci es

If the ICis going to achieve the goal of "corporateness," and
if the DCl is going to function as a true CEOQ then he should have
a greater say in the selection of his "corporate teani -- the heads
of the other major intelligence conponents. Current |aw requires
that the SECDEF "consult"™ with the DCl in nam ng heads for Nationa
Foreign Intelligence Program (NFl P) defense agencies. Although it
is unlikely that the SECDEF woul d nom nate soneone to whom the DC
is strongly opposed, it is possible. Instead, the DCl's advice and
concurrence should be sought. In the unlikely event of
di sagreenent, the issue could be referred to the NSC Commi ttee on
Foreign Intelligence or, ultimately, to the President. But the
i mportance of a truly corporate teamrequires a stronger DCl voice
in this process. The study group believes, however, that the role
of the NFIP defense agencies is so substantially different from
that of the other departnental elenents of the NFIP that this
arrangenent is not appropriate for the State, Energy or Justice
Departnments. The defense agencies are primary collectors and
producers of intelligence without whomthe DCl could not perform
his statutory functions, while the other departnental elenents are
anal ytical efforts focused on tailoring intelligence products for
their departmental consuners. Therefore, we recomrend no change in
the selection process for those activities.

Director of MIlitary Intelligence

The Defense Departnment -- civilian policy makers and nmilitary
services at all levels -- is one of the |argest conponents and
nmostly inportant custonmers of the IC. Many of the |arger
organi zational issues noted for the IC at large are al so found
within the defense-related part of the IC. Enhancing the DCl's
authority solves sone, but not all, of the problens. It is
i mportant that the defense intelligence establishment al so have a
single, uniformed official who is both responsible for and

http://www.access.gpo.gov/congress/house/intel/ic21/ic21002.html (10 of 29) [5/6/2003 9:19:37 AM]



I1. Intelligence Community Management

enpowered to address these issues, or to advise the SECDEF about
them We believe that this should be a three-star mlitary

of ficer, carrying the title of Director of MIlitary Intelligence
(DM). The study group also believes that this individual should
be dual -hatted as the Director of the Defense Intelligence Agency
(DI'A), the program nanager of the Joint Mlitary Intelligence
Program (JM P), and program coordi nator for the Tactica
Intelligence and Related Activities (TIARA). Al though previous
proposals for a DM have sought a four-star office, the study group
believes a four-star officer is neither appropriate nor likely to
be approved. For the senior mlitary intelligence officer to be on
a par with the Chairman of the Joint Chiefs of Staff (CICS) and the
Commander in Chief is not appropriate for a supporting function
such as intelligence, and could potentially pronote an unhealt hy
rivalry between the DM and the DCl, particularly if the DCl were
to remain as currently constituted, i.e., not of cabinet rank. The
DM woul d report to the DCl on IC-wide issues and activities.

The three-star DM concept consolidates nmanagenent of defense
intelligence across the NFIP (DIA), JMP and TI ARA and continues to
provide intelligence support to both OSD and CICS, via the J-2, and
aunified J-2/DIA staff. The DM would not control the DoD
agencies within the NFIP, but would be responsible, as currently,
for all defense anal ysis, production, and overt HUM NT operati ons.
As program manager for JMP, the DM woul d ensure a coherent
program that conplenmented national and tactical capabilities. As
program coordi nator for TIARA, he would ensure that the services
intelligence prograns were interoperable and consistent with the
larger intelligence architecture. The DM would need a
significantly enhanced staff elenent to handl e program and budget
activities for the JMP and TI ARA formerly handl ed by the office of
the Assistant Secretary of Defense for Command, Control,

Conmruni cations and Intelligence (ASD(C31)), and to be responsible
for defense intelligence architectures and coordination with the
community systens and architectures office.

Assistant Secretary of Defense for Intelligence

The position of ASD (C3l) is, in the study group's view, an
artificial construct. Al though C31 for the Warrior and rel ated
concepts have been constructive in encouraging the Services and DoD
to integrate intelligence and information handling techni ques
better into Command, Control and Communications (C3) architectures,
integration of C3 and Intelligence as staff functions has sinply
not happened, either in ASD(C3l) or in the Joint Chiefs of Staff
(JCS). One can also make an argunent that in the Information Age,
intelligence needs to becone increasingly linked to operations; C4
for the Warrior may support this operational concept in theory, but
is of limted utility for staff planning purposes. To date, nost,
if not all, Assistant Secretaries for C3l have placed prinary
enphasis on the "C3" rather than the "I." Simlar enphasis nust be
pl aced on intelligence if doctrinal concepts such as Dom nant
Battl efield Awareness are to be realized. One aspect of this
i ncreased enphasis is a nore corporate approach to intelligence as
enbodied by a DM. The other aspect is a stronger policy presence
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in Defense. Consequently, the study group believes that defense
intelligence would be better served by having a separate Assistant
Secretary of Defense for Intelligence (ASD(1)), an option that the
SECDEF coul d exercise at any tinme. Regardless, the role of the
ASD(C3l) or ASD(l) should be policy, planning and oversight; the
programmati ¢ and budgeting functions that have devol ved to ASD(C3l)
shoul d be handl ed by the DM staff.

I nfrastructure Managenent

Numer ous studies and reviews of the community, including the
Nati onal Performance Review, have concluded that there are
efficiencies and potential cost-savings to be had by consolidating
i nfrastructure and "services of conmon concern.” During the course
of this study, it becane apparent that it makes sense to conbine
under centralized nanagenent, although not necessarily in one
pl ace, such community functions as personnel nanagenent, security,
certain types of training, conmunications, and automation./1/
Al'though many of the personnel performing these functions could
remai n physically in place as support detachments, the study group
believes that an Infrastructure Support Ofice should be
establ i shed to nanage these areas across the community. The growth
of the IC and proliferation of distinct agencies have led to
unwarranted duplication in what are, essentially, admnistrative
and | ogistical functions. This is not only duplicative and costly,
but also can harmthe ability of the ICto operate as a corporate
whol e.

Finally, these reconmendations raise one final question about
oversight. There is, currently, a statutory Inspector General (1Q
for the ClA and for DoD. In order to ensure that mgjor |ICw de
functions are available to necessary scrutiny, the current CTAIG
shoul d serve as the I1C 1 G operating, when necessary, in
conjunction with the DoD I G for NFlI P Defense agenci es.

Reconmendat i ons:

1) Reestablish the Cormittee on Foreign Intelligence to provide
the DCI with necessary gui dance and feedback. The Assi stant
to the President for National Security should chair the CFI
ot her menbers should be the Secretaries of State and Def ense,
t he Chairman of the JCS, and the Attorney General, or their
deputi es.

2) Create two Deputy Directors of Central Intelligence: a DDCl
to manage the CIA responsible for all 1C production and
anal ysis; and a DDCl for Community Managenent, responsible for
requi rements, collection and resource nmanagenent. Both DDCls
shoul d have extensive national security experience; both
shoul d be confirnmed by the Senate. At no tinme should nore
than one of the three (DCl and two DDClIs) be active duty
mlitary. The DCI will designate one of the DDCls to serve as
the acting DCl in his absence.

3) Designate the Director of DIA as the Director of Mlitary
Intelligence (DM). The DM w Il be the program manager for
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the JMP and the program coordi nator for TIARA

4) Increase the DCl's role in the appoi ntnment of NFIP agency
directors by requiring the Secretary of Defense to obtain his
"advi ce and concurrence" for these appointnents.

5) Urge the Secretary of Defense to consider creating an
Assi stant Secretary of Defense for Intelligence.

6) Create a separate C andestine Service directly accountable to
the DCl. The Director of the C andestine Service should be
sel ected by the DCI from anong intelligence professionals.

The Deputy Director should be a two-star military intelligence
of ficer.

7) Create an Infrastructure Support Ofice (1SO which
consol i dates services of conmpbn concern across the comunity,
to include at a m ni mum personnel, security, training,
communi cati ons and autonmati on.

V. Collection and Requirenents Managenent

One of the I1C s main shortconmings is an inability to manage
collection optinmally across disciplines or "INTs." This
shortconming is reflected in two areas: in short-termcollection
managenent agai nst current intelligence problens, and, nore
seriously, in longer-termresource reall ocation between collection
di sci pl i nes based on an examination of intelligence needs, the npst
appropriate mx of collection assets to fulfill those needs, and an
eval uation of how well those assets perform agai nst their tasking.
Col l ection requirenents and tasking are currently handl ed by
commi ttees that make resource and tasking decisions in a single-source
context that does not pronote an optinmal all-source approach

to collection problens. |In the global and resource environment
envi sioned for the future, conpetition for collection assets,
already stiff, will only increase. Trans-national problens such as

proliferation require integrated, all-source solutions. Wth the
col |l apse of the Soviet Union, even as nore information becones

avail abl e from open sources, the remaining "hard" targets have
becone tougher to crack, also necessitating a coordinated, multi-INT

approach. The tension between nmilitary requirenents -- now
expanded to include humanitarian and peacekeepi ng missions -- and
| onger-termnational interests will becone greater and the

mechani sm for maki ng deci si ons such as whether or not to nove a
satellite fromone region to another nust become nore robust. The
I C needs a managenent staff with the resources and authorities to
build and maintain a coordinated collection program and keep it in
bal ance with the production and infrastructure el enents of the
communi ty.

VWhat conmunity managenent is currently provided comes fromthe
Nati onal Intelligence Collection Board, a conpani on organization to
the National Intelligence Producer's Board. Although this forumis
begi nning to beconme nore "energized" under its new chief, it is
not yet the body to conpel the needed integration of the collection
process within the coomunity. The fact that the Executive Director

http://www.access.gpo.gov/congress/house/intel/ic21/ic21002.html (13 of 29) [5/6/2003 9:19:37 AM]



I1. Intelligence Community Management

(ExDir) for Community Affairs and the Associate Director of
Intelligence for Mlitary Affairs are planning the establishnent of
a Collection Operations Managenent G oup indicates an awar eness of
this problem This organization, or something like it, needs to
exist at the conmunity level, with representatives fromthe
prograns and DoD/ JCS, to provide an integrated forum for collection
deci sions and to nediate conflicts between short-termmlitary and
| onger-term policy-nmaker support. This organization could either
super sede or be superinposed upon the current entities involved in
single-1NT tasking: COM REX, the Signals Intelligence (SIG NT)
Conm ttee, the Measures and Signatures Intelligence (MASINT)
Conmittee, and the National HUM NT Requirenments and Taski ng Center

For short-termcollection against current intelligence
targets, there are two collection managenent centers within the
Comunity, one at the CIA and one at DIA. Al though these centers
can be said to work reasonably well, the coordinati on nmechani sm
between themis not well-defined. Al so, tasking collection or
requesting information within the current systemis inefficient.

At sone point in the requirenents chain, a customer with a

requi rement nust submit a SIGA NT or Imagery Intelligence (I M NT)
coll ection request, rather than a general request for information
It is virtually inpossible for a requestor to ascertain whether the
information he requires has already been collected and exists in a
dat abase somewhere or nust result in new collection tasking. The
I C needs a systemthat centrally nanages information requests, and
a focal point for managing this process across the comunity.

Al t hough sone progress has been nade towards this goal, it has
been done nostly on an "INT by INT" basis rather than as a

conmuni ty-wi de, all-source effort. However, the Intelligence
Systens Board (ISB) has proposed a Request For Information (RFl)
managenent systemthat would further this goal

One cannot discuss collection w thout addressing
"stovepipes.”" To illustrate the |ong-standing nature of this
debate, the following is a quote from Community Management Task
Force Report conm ssioned by then-DCl Robert Gates and conducted by
Danny Childs and Rich Haver in 1991: "W have nmade one key

assunption -- that vertical collection managenent structures are
created. W should note, however, that there is a body of opinion
that strongly doubts the w sdom of creating such 'stovepipes.' One
concern is that powerful checks and bal ances will be needed to

conpensate for the possible tendencies of such strong functiona
managers to operate unilaterally and nake decisions with an eye to
resource advantage. A second concern is the possibility that
comunity requirenents will not be equitably addressed w thout the
aid of a strong i ndependent body as a requirenents authority."

Al t hough the existence of stovepi pes was an assunption for
that report, the study group believes that it is no | onger w se or
even possible to accept stovepipes as a given. There are real
benefits to be achieved by creating a nore unified nmanagenent
structure for technical collection operations. MASINT, in
particul ar, which nmany view as the "INT of the future" because of
its potential application for sone of the nore difficult
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intelligence problens such as proliferation, would benefit from an
approach that does not view it as a conpetitor to SIGNT and | M NT,
but rather as a conpl enentary discipline nmaking use of many of the
same sources of collection (see the MASINT : Measurenment and
Signatures Intelligence staff study for nore details). As noted
above, the key to future success against difficult collection
problens with shorter and shorter tinelines is to achieve greater
synergy between the collection disciplines. Werever this occurs,
the results are greater than the sumof the parts. Instead of

desi gni ng cunbersone systens "after the fact" to tip off collection
assets operating within a conpletely different conceptual and
operational franmework, these operations need to be conceptually
integrated fromthe begi nning and managed coherently. The target
environment itself is beginning to blur the lines between the

t echni cal disciplines.

The truth is that, to a certain extent, stovepipes are
unavoi dabl e; the issues are how far up they extend and whether or
not a nechani smexists to ensure interaction between them at the
operational level. Although the technical collection disciplines
share many el enments (as several interviewees told us, "it's al
about bandwi dth") and will undoubtedly become increasingly simlar
in the future, there are nevertheless distinct skills and training
requi rements associated with SIG NT, IMNT and MASI NT -- and HUM NT
collection is significantly different fromall the others.
Al t hough the study group believes that all of the technica
di sci plines would benefit from being managed in a coherent fashion
the different endeavors are not, in the foreseeable future,
i nterchangeable, and it is inportant to maintain the |evels of
expertise in each of these areas that have contributed to our
success to date. Therefore, if the technical collection
di sciplines were combined into one agency, as we reconmmrend, there
would in all likelihood be "m ni-stovepipes" withinit. This would
not necessarily be a bad thing as long as there was cross-1eveling
activity both at the operator level and at the top, where it would
all "come together” under the control of one individual. Under a
consol i dated col |l ecti on concept, technical control of the various
collection disciplines woul d be vested in the director of the
col l ection agency and del egated to designated functional nanagers
for each discipline. The director of the collection agency woul d
thus assunme the Director of the National Security Agency 's (NSA's)
responsibilities as SIA NT advisor to both the DCl and t he SECDEF,
and performsimlar functions for I MNT and MASI NT

Additionally, the best collection operations occur when
collectors and anal ysts work closely together, so it is inportant
to keep the "first-line" analysts or exploiters with the
collectors. These anal ysts provide i medi ate feedback to the
collectors, report on time-perishable information, and act as a
"bridge" to the all-source analytical conmunity, wi th whomthey
shoul d be electronically linked. Although we acknow edge that the
dividing line between first-line exploiters and second- and third-tier analysts is
not as clear-cut in the SIANT arena as it is in
the imagery world, we nevertheless believe it is possible to
di stingui sh between these levels of analysis in a systematic way
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(see the SIGANT: Signals Intelligence staff study for nore
details). It is equally inmportant to |eave first-tier HUM NT
expl oiters such as reports officers with the HUM NT col | ectors.

Al t hough the technical collection disciplines could reasonably
and effectively be conbined into one agency, it is the opinion of
the study group that HUM NT col | ection can and should renain apart,
with overt HUM NT collection continuing to be conducted by DI A and
the State Departnment, and all clandestine HUM NT col | ection
operations falling under the purview of the C andestine Service
(see the O andestine Service's staff study for nore details on this
concept). HUM NT tasking and operations are different enough that
there is little to be gained by conbining its managenent with that
of the technical collection disciplines, and, as nmentioned earlier,
its risks are such that it warrants a nore intensive |evel of
organi zati onal oversight. There are, however, numerous instances
where HUM NT supports technical collection in extrenely inportant
ways. To naintain effective cooperation in these areas, an
aggressive rotation policy is required to ensure that clandestine
operations personnel are enployed in the collection areas supported
by their efforts, and that technical personnel are enpl oyed where
they can affect the tasking of HUM NT assets. It is also inportant
to note that clandestine HUM NT col |l ection tasking and
requirements, along with all other collection operations, will be
managed by the CMS and reviewed by the National Intelligence
Eval uati ons Council (NIEC). (The NIEC is discussed in the
Intelligence Requirenents Process staff study.

The study group al so considered whether or not it was
advant ageous to conbi ne Open Source collection with the technica
collection disciplines. Although clearly areas of simlarity
exist, we deternmined there was little to be gained fromthis
proposal. Since the primary focus of Open Source collection is the
managenent of huge anounts of information that are readily
avail able rather than the attenpt to collect infornmation from
deni ed areas or that the originator does not w sh anyone to have,
it was decided to place responsibility for Open Source with the
anal ytical agencies, primarily the CA

Recomrendat i ons:

1) Create a conmunity-level requirenents and collection
managenent activity within the CM5 responsible for directing
collection tasking to the appropriate organi zati ons and
ensuring a coherent, multi-INT approach to coll ection
probl emns.

2) Create and centrally administer a comunity-w de system for
RFI managenent .

3) Create a Technical Collection Agency (TCA) that conbines
SIG NT, IMNT and MASI NT col |l ection, processing and first-tier
exploitation and analysis. The TCA should be a Type 3 Conbat
Support Agency, and its director should be either a senior
defense or intelligence civilian or a flag officer.
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VI. Production Managenent

There are three primary, sanctioned producers of all-source
intelligence products inthe IC the CIA DA the State
Departnment's Bureau of Intelligence and Research (the Departnent of
Energy's Intelligence Division is also an all-source producer of
tailored products for its departmental consuners). Although the
appropriateness of the State Departnment maintaining its own
anal ytical capability is rarely questioned, many have suggested
that the separate DIA and CIA efforts are not necessary. However,
in our view, reality dictates that the Defense comunity nust have
its owmn analysis and reporting capability. If we were to do away
with DIA, it would be recreated in another form sonewhere in DoD.
The study group al so believes that the DIA/ Cl A bal ance is of val ue
to the cotmmunity: they have largely deconflicted their analysis
and production, they have very different customer bases, and there
is inherent value to maintaining the ability within the overal
community to get a "second opinion." ClIA correctly views one of
its roles as providing an independent assessnment of the efficacy of
US nilitary operations. Although DI A has no formally constituted
charter to challenge Cl A assessnents, in those areas that nost
threaten our national security, maintaining the ability to do
conpetitive analysis is prudent, as long as it is by design and not
a result of |lack of managenent.

ClA and DIA, largely left to their own devices by the CV5
but questioned by Congress repeatedly over a period of years for
duplication of analysis and production, have nade a great deal of
progress in coordinating and deconflicting their analytical efforts
and schedul ed production. The fact that schedul ed production
represents a smaller and small er percentage of total intelligence
product in no way mnimzes this achi evenent, but al so shows that
this process is a noving target. The coordination of finished
products al so does not address the issue of the community's other
anal ytical products, which are not (theoretically) all-source --
SIA NT and | M NT reports.

El ements of the comunity have been noving i ndependently in a
positive direction in the analysis and reporting area -- this is
both the good news and the bad news. The good news is that the
community is using technology to work towards the types of products
that are nost useful to the customer: multi-source, multi-nmedia
products delivered electronically. The bad news is that this is
being done in a largely uncoordi nated way, resulting in the births
of multiple, pseudo-all-source analysis centers using many of the
sanme sources of data and producing products that look a lot like
al | -source products. What the conmunity needs is a coordinated
approach to distributed and coll aborative analysis, simlar to the
concepts being devel oped at NSA (the Analyst Driven SI A NT System
bei ng devel oped in conjunction with N DL/ Sarnoff Labs) and DI A (the
Joint Intelligence Virtual Architecture, or JIVA). The conmunity
needs to create a "virtual analytical environment" that will
maxi m ze the efficiency of an increasingly scarce and val uabl e
commodity -- the analyst. Although exploitation and first-I|eve
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anal ysis should remain with the individual collection disciplines,
many of the analysts currently doing SIG NT- and | M NT-cent ered
anal ysi s shoul d be noved, physically or, preferably,
electronically, to an all-source enclave (CIA or DIA) to provide

t he understandi ng of the source data and coll ection process
required to produce high-quality all-source anal ysis and reporting,
with appropriate feedback to the collectors/exploiters. By
consolidating these efforts, we prevent the unnecessary replication
of analytic effort by ensuring that this second- and third-tier
anal ysis feeds directly into an all-source product, rather than
resulting in an intermedi ate product that contains information from
ot her sources but is not actually or officially all-source. This
maxi m zes the productivity of the analysts and provi des the
custoner with a faster and nore conprehensive product.

The role of the CIA as the prem er analysis and production
agency shoul d be reinforced. The DDCI who nanages the Cl A should
al so have primary responsibility for coordinating the conmunity's
anal ytical efforts, to include deternm ning when and for what
conpetitive analysis is justified. Mst of the DCl's centers wll
remain in the Cl A except for those associated al nost excl usively
with the current DO, which will become part of the C andestine
Service (see the Intelligence Centers staff study for nore
details). The CTAwll also be the hone of the Nationa
Intelligence Oficers (although one or two may reside el sewhere, at
DIA or State) and will be responsible for sponsoring the production
of National Intelligence Estimtes when they are warranted. The
other role currently perfornmed by the National Intelligence
Council, that of evaluation, should be assuned by a new
organi zation, the NIEC, which is independent of the CIA and is
chartered to eval uate both anal ysi s/ production and col |l ection
agai nst requirenents. This evaluation activity needs to be |inked
directly to both the community requirenments nanagenent, collection
managenent and the program nmanagenent activities (see the
Intelligence Requirenments Process staff study for nore details),
with the results of the evaluations going directly to the DCl, the
DDCI managi ng the CIA, the DDCI for Community Managenent and the
DM .

Reconmendat i ons:

1) Move towards a "virtual analytical environnent” within the I1C
that electronically links collectors, exploiters, analysts,
and, where appropriate, custoners.

2) Move second- and third- tier exploitation and anal ysis, either
physically or electronically, to the primary all-source
anal ytical agencies, CIA and D A

3) Create a National Intelligence Evaluation Council (N EC) for
eval uating | CG-w de collection and production, working closely
with the Community Managenent Staff. The Head of the N EC
shoul d be appointed by the DCl and report directly to him

VI1. Planning, Programm ng, and Budgeting

http://www.access.gpo.gov/congress/house/intel/ic21/ic21002.html (18 of 29) [5/6/2003 9:19:37 AM]



I1. Intelligence Community Management

The vast majority of the NFIP budget is enbedded in the DoD
budget. This was done partially for security reasons, in the case
of the CIA but there are practical and historical reasons for this
as well. The DoD provides 86 percent of the personnel who conduct
intelligence activities, both mlitary and civilian. O the
statutory elenents of the NFIP, only six do not belong to DoD: the
Cvs, the CIA and the other Departnental el enents belonging to the
State Departnent, Justice Departnent (FBl), Energy Departnent and
Treasury Department. The "fungibility" of defense dollars -- i.e.
the fact that every dollar saved in intelligence can be used to
fund other defense prograns -- pronpts concerns about the
notivati on of DoD (and Congress) to adequately fund intelligence in
I ight of conpeting defense priorities. This raises the question as
to whether it mght not be better for intelligence and the nation
to separate intelligence funding from defense funding, either
conpletely or partially.

Attenpting to separate the intelligence budget fromthe
def ense budget entirely would be extraordinarily difficult, and,
phil osophically, it is difficult to argue that intelligence does
not belong in the defense account. |In the view of the study group
under no circunstances is it practical or advisable to separate the
joint and tactical intelligence programs fromthe rest of the force
structure that they support, so, at nost, it would be part or al
of the NFIP that could be npved. However, we al so believe that
moving intelligence activities out of DoD would result in increased
costs to the conmunity that are now borne as services of conmon
concern by DoD. Although the prograns would be inmune to the
occasi onal across-the-board unall ocated reductions applied to al
DoD prograns, the costs of not being part of DoD would probably far
outwei gh any savings in this regard. Another inplication of this
change woul d be that the total anmount of the intelligence budget
woul d, in all likelihood, have to be declassified. Although sound
argunments can be nmade for declassifying the top Iine of the budget,
and the SECDEF nay make the decision to do this, the study group
remai ns of the opinion that this would inevitably Iead to the
di scl osure of nore information about the I C than woul d be prudent.

If the goal of separating intelligence funding fromthe
defense budget is to "protect” the NFIP, within the Executive
Branch it is already, to all intents and purposes, protected. NFIP
dollars, once identified, are effectively fenced. Executive O der
12333 tasks the DCl to:

"(n) develop, with the advice of the program nmanagers and
departnents and agenci es concerned, the consolidated Nationa
Foreign Intelligence Program budget, and present it to the

Presi dent and Congress;

(o) Review and approve all requests for reprogranm ng Nationa
Foreign Intelligence Programfunds, in accordance wi th guidelines
established by the O fice of Managenent and Budget;

(p) Monitor National Foreign Intelligence Programinplenentation
and, as necessary, conduct program and performance audits and
evaluations.” The National Security Act of 1947, as anended,
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states that the SECDEF shall:

"(2) ensure appropriate inplenentation of the policies
and resource decisions of the Director of Centra
Intelligence by elenments of the Departnent of Defense
within the National Foreign Intelligence Program"

DoD i nternal guidance (Carlucci menorandum of April 17 1981) stated
the policy that NFIP "resources are 'fenced" and they are not to be
i ncreased, decreased, or transferred at any point in the fisca
cycl e unl ess such action has been officially coordinated with the
DCl." This policy is deemed to continue and has never been
seriously challenged. Thus, the concept of the NFIP as a fenced
programis well-established and accepted in the Executive Branch.
The greatest risk to the NFIP comes fromthe Legislative Branch
which is currently free to "trade" intelligence dollars for defense
dollars in the appropriations process.

One way to address this problemwuld be to create a separate

line in the President's budget for intelligence. A separate |line
would lead to either an Intelligence and Defense Appropriations
Bill or a conpletely separate appropriations bill (and

appropriations subcomrittee) for intelligence. However, separating
intelligence fromthe rest of DoD (and, by inference, the other
departnents) into a separate appropriations bill, as was done wth
Mlitary Construction some tinme ago, could well make the
intelligence appropriations bill nore vulnerable to political and
fiscal winds, without the "cover" of the larger DoD appropriation
In all, the study group believes that it makes the nbst sense to

| eave NFIP funding in the various departnents' budgets, but
reconmend a rul es change within the House of Representatives that
establ i shes sonme kind of a firewall between intelligence and
defense funding in the appropriations process.

Assuming the intelligence budget is to remain in the defense
budget, the question of how many mni-intelligence budgets there
shoul d be remains. There are currently three: the NFIP, the JMP,
and TI ARA Theoretically, the TIARA prograns are service-uni que
and the JM P progranms support multiple services or the theater/JTF.
It is an article of faith in DoDthat the nilitary services have
the right to an organic intelligence capability as part of their
force structure to serve their unique needs. The study group does
not dispute this. This capability is logically conposed of the
prograns grouped into the TIARA aggregati on. The JM P was
established to provide nore centralized control over intelligence
capabilities required for joint operations and that serve multiple
custonmers. These prograns are at the intersection between nationa
and tactical intelligence and require a nore intensive |evel of
managenent to ensure that the boundaries are "seanm ess." There
are, thus, logical reasons to retain both the JMP and Tl ARA budget
categories; however, their conposition is a different issue.

The JM P and Tl ARA budgets differ nostly in how they are
constructed. Both are aggregates of MFP Il prograns, but while
TIARA is nmerely the conpilation of those intelligence and
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intelligence-related progranms that the Services have elected to
fund, the JMP is constructed as a formal programand the rol e of
the Deputy SECDEF as program executive protects the program from
being "raided" by the Services. |In practice, both the JMP and

TI ARA are a hodgepodge of programs, the result of a series of

unrel ated and/or conproni se decisions rather than a coherent plan
The conposition of the NFIP, JMP and Tl ARA was one of the nine key
i ssue areas being exanmined for presentation to the Expanded Defense
Resources Board (EDRB) for the fiscal year 1997 budget subni ssion
it is to be hoped that the results of that revieww Il rationalize
the division of programs; regardl ess, the study group believes that
further guidance is required for DoD on the appropriate conposition
of the JMP and TI ARA aggregation (see the Congressional Oversight
staff study for jurisdictional inplications of these divisions).

In addition to the policy and jurisdictional issues concerning
the budget, there are serious problens with the mechanical process
as well. The Community has |long suffered froma vacuumin planning
and gui dance emanating fromthe DCl and his comunity-|evel staff.
Al 't hough DCI guidance to the various functional nmanagers is
theoretically issued for each budget cycle, it is frequently either
not done, not received in time, and/or not specific enough to
af fect the progranmm ng and budgeting of the various programs. In
addition, the requirenments systemfor the community, although nuch
improved as a result of the evolution of the Needs Process, has
never been successfully linked to the resource allocation process.
Sone of these issues are being addressed by the DCI and ExDir of
the CVM5. The NFIP budget has not previously been built in tandem
with the DoD process; until fairly recently, there were not even
agreed upon budget categories so that expenditures could be tracked
across national and tactical programs. Assuming that nost of the
intelligence budget will remain a part of the defense budget, it is
critical to apply sinmlar processes to building the intelligence
program and budget. The current ExDir's new programm ng and
budgeting process is a positive step for several reasons. First,
it rests the DoD portion of the intelligence budget on a foundation
of programmerit rather than relying on a good rel ationship between
the DCl and the SECDEF. Second, it forces the ICitself to do a
much nore rigorous budget review than it has been able or tasked to
do in the past, and to integrate its review with the non-NFl P
defense intelligence prograns, something that has never been done
in a systematic way. It also puts the IC on a better footing with
the Ofice of Managenent and Budget (OMB), which is beginning to
play a nore active role in vetting | C budget subm ssions. Although
this may or may not continue, it will always be a possibility
depending on the inclination of each particular admnistration

The di sadvantage to this new process is perceived to be
"greater DoD control" over the IC budget. However, the DCl and his
staff control the devel opment and review of issues and the
conposition of the programthat is presented to the Expanded
Def ense Resources Board. Although all capabilities are included in
the EDRB revi ew process, formal budget action for the non-DoD
prograns is reserved for the DCl and review is done by the IC
Executive Committee (EXCOM). Along with the rest of the NFIP,
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these activities are subject to OMB review. DoD has gai ned no new
powers or authorities through this new process, only nore
visibility into sonme intelligence prograns. As resources continue
to be constrai ned, having DoD "buy-in" to the intelligence budget
is not a bad thing. And, as has always been the case, in the final
anal ysis the DCl has recourse to the President if he views the
results of the process as unfair or inadequate.

A nore subtle, but nore inportant disadvantage to this process
is that it is still the "tail trying to wag the dog." Currently,
the program nmanagers subnit to the CMS a proposed budget based on
top-1line guidance fromthe DCl that has been coordinated with the
SECDEF. The CMS does a largely surface review of the subm ssions
(often by personnel on tenporary rotation fromthe agencies they
are reviewing) and nmay nmake sone ni nor changes to acconmodat e DC
priorities or sone of the nore vocal issue coordinators. Wen the
budget is finalized, it is sent to Congress as part of the
President's Budget. Wen the Congress authorizes and appropri ates
the noney, it is appropriated directly to the program nanagers.

The CMS has no control over -- indeed, no visibility into -- budget
execution. |If the DCl is to manage the Conmunity as a corporate
entity and ensure that resource trades are made to address
priorities, he and his staff need nore authority in the
intelligence budgeting process.

Al t hough I C funding should still be appropriated to the
various Departnents, the CV5 nmust have fornmal authority for
formul ati ng the NFI P budget, including the ability to nonitor
execution, withhold funds and reprogram funds within the NFIP.
Thus, the elenments of the NFIP should provide budget inputs to the
CVB, but the CMS should build the budget in the functiona
categories menti oned above and subnit the Congressional Budget
Justification Books (CBJBs) to Congress. The authority to
reprogram should be limted to not nore than five percent of the
| osi ng agency's budget over a one-year period, subject to nornmal
OMB review. The ability to withhold funds as a result of execution
revi ew shoul d be acconplished by a formal arrangenent between the
DCl and SECDEF, allowing the CMs to identify to the OSD conptroller
funds to be withheld. These reconmendations require the CM5 to be
significantly enlarged, and al though rotational personnel should
continue to provide manpower and expertise to the staff, it nust
have a robust cadre of core staff to performthese and other
functions reconmended in this staff study.

The single nost inmportant change that needs to be nmade
concerns the organi zing principle around which the budget is
constructed. Broadly speaking, the budget could be organized
around prograns, m ssions, disciplines or functions.

Not wi t hst andi ng the existing budget structural categories, the
current budget is constructed around prograns, even though each
programvaries widely in mission and conposition. Al npbst any other
solution would be an inprovenent; however the study group believes
that the npbst constructive way to build the budget is al ong
functional rather than programmatic or discipline lines, in the
broad categories of collection, processing and exploitation,
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anal ysi s and production, and infrastructure (to include R&D,

di ssem nation, etc). Building the budget this way would force the
types of trade-offs between like itenms that the |1 C has been largely
unable to achieve to date, and would elimnate the current hegenony
of the program nmanagers in the budget process. It would al so
present to Congress a nore bal anced picture of the budget and the
resource trades nmade to accommpdate changing priorities. Building
t he budget around disciplines hinders the cross-discipline trades
that need to occur, and building it around missions is difficult,
because so many capabilities serve multiple purposes. Wile
clearly any budget nust start with mssions and the required
capabilities to performthem the budget would nmore constructively
be built around those capabilities rather than the m ssions

t hensel ves.

Conplicating the achi everent of this goal is the comunity
met hod of budgeting and accounting itself. Although there are
st andard budget accounting categories for the conmunity, each
program defi nes these categories somewhat differently and has its
own uni que budgeting and accounting systemand infrastructure. In
addi tion, resource data are retrievable only under the established
budget categories, so there is no efficient way to do cross-nission
or cross-functional analyses -- for exanple, to determ ne how nuch
the cormunity as a whole is spending on conputer support. The
Conmittee has several times engaged the CMS in discussions about
how to do matri xed cost accounting so that resources could be
flexibly associated with nore than one category, but designing and
i npl ementing a systemfor the conmunity that woul d neet those needs
while allowi ng the DoD agencies to naintain necessary conpatibility
with DoDis not a trivial undertaking. |If the CVS is given both
the responsibility and the authority for building the NFIP program
and conducting execution reviews, as it should be, a new
progranm ng, budgeting and cost accounting nethodol ogy nust
acconpany these changes, which will standardize programm ng and
budgeti ng procedures across the IC.

Recomrendat i ons:

1) Retain but rationalize the NFIP, JMP, TIARA budgets. Provide
gui dance to DoD concerning the appropriate conposition of
JM P and Tl ARA

2) Provide the CM5 a program anal ysis and eval uati on (PA&E) and
alimted conptroller capability which would allow themto
take responsibility for formulating and executing the NFIP
budget .

3) Provide the DCl limted authority to reprogram funds within
the NFIP, the anmbunt not to exceed five percent of the | osing
agency's budget for a one-year period (Section 14(d) of the
Nati onal Security Act).

4) Provide the CM5 the ability to withhold funds through an
arrangement with the OSD conptroller

5) Mandat e that the budget be built along functional rather than
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programmatic |lines. Mandate and fund a new conmunity
progranmi ng, budgeting and accounting systemthat can track
resources in nultiple categories across the |IC.

VII1. Personnel Managenent

The 1 C continues to face a major personnel crisis that it has,
thus far, not addressed in a coherent way. The mandated
downsi zi ng, conducted as it has been on a voluntary basis, has left
holes in the workforce that cannot be filled because there is no
head roomto hire new people. The denographic profiles of NSA and
DIA are a disaster waiting to happen in 5-10 years unl ess sone way
is found to nmaintain a steady infusion of new blood into the
conmunity. At the same time that the number of personnel is
declining, the cost of the renaining personnel is continually
i ncreasi ng, neaning that there has been little if any real savings
associated with this painful process. As nentioned earlier, the
focus of our global interest is changing and requires a different
skill mx than the preponderance of political and mlitary anal ysts
that were the bread-and-butter of the Cold War

A related issue that cannot be ignored indefinitely is norale.
Wthout the creation of sone head room prospects for pronotion are
grim Wthout a reasonabl e denographi c spread, meani ngful career
devel oprment is virtually inpossible. Again, resolving these
problens is dependent at least in part upon the ability to reduce
the current workforce faster and nore selectively than the hitherto
voluntary, incentivized approaches. Further eroding norale is the
| ack of clear standards in sone agencies and the perception of
unfair advancenment of certain segnments of the population. A viable
performance apprai sal system across the commnity is an inportant
step to inproving this situation.

Much of the discussion about the problenms in the IC, and
particularly the CIA has revolved around the culture of the
community and how it needs to change. However, it is difficult to
change a culture by sinply noving the sane people around in an
agency. New blood and fresh perspectives are required, and they
can be attained in two basic ways: hiring new people, or
"borrow ng" people fromother agencies and sending your people to
t hose agencies so they conme back with some new ideas. The IC
overall needs to develop a "corporate culture,” and it needs to do
this primarily through personnel reformthat pronotes the concept
of a comunity of professionals rather than a | oosely connected
group of agenci es between whi ch personnel nmovenent is very
difficult, if not inpossible. This was the whole idea behind the
personnel provisions of CGol dwater-Ni chols, which was designed
(largely successfully) to break down the walls between the insular
servi ce personnel systens and pronpte a culture of "jointness."

There have been nunerous studi es done on personnel managenent
inthe IC. As is pointed out in the report of the npbst recent
Intelligence Cormunity Task Force on Personnel Reform |ed by
Chri stopher Jehn, the same recomendati ons have been nmade again and
again, but never inplenented. |In the past, the conmunity has been
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unabl e to overcone the resistance of agencies or individuals to
address personnel policy issues at the community level. However,
we understand that the DCI and the Administration are drafting a

| egislative proposal for inclusion in the fiscal year 1997

aut hori zation bill that incorporates the recomendati ons of the
Jehn report. The study group is prepared to endorse all of these
reconmendations, particularly the requirenent for an effective
performance eval uati on system and a coherently managed personne
system that would pronote rotations and | ateral novenent within the
conmuni ty.

The Jehn report states that in the course of the task force's
review of current personnel systenms in the IC, "four principal
probl ens ener ged:

1) a largely dysfunctional system of perfornance appraisal and
managenent ;

2) a lack of systematic career planning and professional
devel oprment across the |IC

3) the variety and conplexity of the various systens; and

4) inadequate pronotion of a sense of conmunity anong the agenci es,
including a lack of tools and incentives for nmanagers to pronote
diversity and nmake full use of the intellectual and cul tural
diversity in the ICs workforce."

The task force's recomendati ons to counteract these problens
wer e:

1) create an effective perfornmance managenent system encouragi ng
the adoption of common performance criteria and standards across
agenci es;

2) enpl oy broadbandi ng for conpensati on and position managenent to
give nore flexibility to | ocal nanagers and i nmedi ate supervi sors;

3) adopt a systemof systematic initial appointnment and separation
managenent ;

4) standardize recruiting practices, nuch of career training and
el enents of the perfornmance managenent system across agencies, to

i nclude a career devel opnent programthat includes joint training,
rotational assignments, and dual tracks for substantive experts and
nmanagers.

It is inportant to enphasize that a perfornmance managenent
system woul d not be identical for each agency or skill area.
However, community-w de standards for perfornance appraisals,
conpati bl e pay bandi ng systens, centrally-mnaged personne
security and a career devel opnent program are essential elenents
for reducing duplication and facilitating lateral novenent wthin
the community, thus pronoting jointness and inproving norale. At
a mninmm the SES system shoul d be standardized at the comunity
| evel, and a rotational assignment should be a prerequisite for
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achi eving SES rank except in rare circunstances. Dual tracks
shoul d be avail able for those personnel who do not aspire to high
| evel s of managenent but would rather remain in specialized areas
such as cl andestine operations or cryptomathematics. In addition
we believe the DClI should be able to detail personnel within the
conmmunity as required to neet short-term surge requirenments (see
Intelligence Community Surge Capability staff study). However,
this authority should be linmted to no nore than 180 days wit hout
the concurrence of the parent agency.

The issue of how to reduce further the nunbers of personnel is
a conmplicated one and no single solution will effect the required
change. Many of the reconmendations in the Jehn report would, over
time, inprove the community's ability to identify and term nate
poor perforners, particularly if the DCl's ternination authority
were expanded to the entire community. The problemis howto
address the critical time period of the next 2-5 years before these
recomrendations, if inplenmented, could begin to have an effect.

The agencies of the |IC already have certai n expanded
authorities beyond those accorded to other governnent agencies.
They have termination authorities (although only the CIA has a
truly unanmbi guous term nation authority), but they have no speci al
RIF authorities or exenptions fromthe rules governing R Fs of
civil service personnel. The term nation authorities are not
currently used for fear of lawsuits, a not unreasonable fear in the
absence of a performance appraisal systemthat coul d produce a
docunmentary record and justification for action. Limted
| egislative authorities, such as the two percent waiver and
directed retirenents of annuity-eligible personnel, could provide
sone relief but could be extrenely difficult to get through
Congress because of jurisdiction, fiscal and | egal challenges.
These prograns need to be approached as pilot projects with the
full cooperation of OMB in order to have some chance of being
instituted, and even then cannot be guaranteed. However, it is the
belief of the study group that the inportance of this issue nakes
these efforts worth making and we reconmend | egi sl ation for the
Fiscal Year 1997 Intelligence Authorization Act establishing pilot
prograns for the two percent waiver and directed retirenent of
annui ty-eligible personnel. Proposals for one-tine dispensations
to either reduce personnel or tenporarily exceed mnandated
downsi zing goals in order to allow hiring of essential new
personnel were rejected because, although they may be effective in
the short term they do not provide the DCI with tools to prevent
a recurrence of the current situation and to enable to ICto
continually restructure its workforce in response to changi ng
priorities and targets.

Recomrendat i ons:

1) Inplement reconmendations of the Intelligence Conmunity Task
Force on Personnel Reform

2) Standardi ze SES system across the community and nake a
rotational assignment a prerequisite for SES rank
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3) Authorize pilot programs to further reduce nunbers of
intelligence personnel, to include the waiver of the two percent
retirenent penalty and directed retirenent of retirenent-eligible
per sonnel

4) Provide the DCl enhanced control over NFIP personnel, to
include the ability to detail as required for up to 180 days.

I X. Research, Devel opnment and Acquisition

Nunerous interviews, panels and hearings confirmed the need
for better managenent of increasingly scarce R& dollars. Reports
by an independent revi ew panel on NSA's Advanced Research and
Devel opnent Program the results of the Exploitation Technol ogy
Wirking Group's review of R& efforts in the imgery processing and
exploitation field, and a wealth of anecdotal information support
the contention that advanced R&D efforts are not adequately focused
on the highest priority technical problens facing the IC. The
i ndividual discipline staff studies identify the critical areas
requiring attention. Currently, although there is an individual on
the CV5 charged with | ooking at Advanced Technol ogi es, R&D efforts
remai n fragnented under the control of individual program
managers. The comunity coordi nator has no budgetary authority
and, thus, alinted effect on the various prograns of the
conmuni ty.

The various R& efforts in the conmunity require closer
coordination with the requirenents managenent el enment to ensure
that R&D dollars are focused on the problens that are the nost
critical, not the nost topical or the easiest. It is the study
group's belief that the community al so needs an R& fund, simlar
to the Mlitary Exploitation of Reconnai ssance and Intelligence
Technol ogy (MERIT) programrun by the NRO, to fund pronising R&
projects. Under this concept, a fund would be established and
el enments of the I1C could subnmit proposals on an annual basis for
| ow-cost, potentially high pay-off technol ogy denonstrations or
experinents. These would be evaluated by a formally constituted
review board and the avail abl e funds allocated to the projects
based on nerit. The MERI T program has been an extremely effective,
albeit limted, response to the conundrumwi thin DoD that it is
harder to get $2 mllion now for a good idea than to get a $20
mllion project into the planning cycle for two years down the
road.

Anot her issue that nust be addressed by the ICis the
cunber sone acqui sition process and the need to find a way to keep
pace with commercial technol ogy devel opnents, particularly in the
automati on area. Each agency has automation plans and
recapitalization plans of varying degrees of effectiveness. The
result is that the coormunity has a bew I dering m xture of
aut omat i on support hardware and software, al nost none of it
conpatible and little of it state of the art. An inportant
function of the 1SO nentioned earlier, would be to establish
standards and information architectures for the entire conmunity,
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building on the role played by the Intelligence Systens Board

today. The community al so needs a centralized fund for the life-cycle
repl acement and upgrade of comrunity autonation equi pnent,and a
contracting vehicle that does not require the full-blow DoD
procurement process to be foll owed.

Consi stent with the nove towards corporateness and
consol i dation where practical and efficient, the study group
bel i eves that many R&D and acquisition activities should be
consol idated for greater efficiency and coherence. Portions of the
NRO woul d formthe core of a new agency, but its scope would be
broadened to include devel opment of all reconnai ssance systens,

i ncluding airborne systens, and the sensor devel opnment and

acqui sition activities currently undertaken by the Directorate of
Sci ence and Technol ogy (DS&T) within the CIA.  This agency woul d be
call ed the Technol ogy Devel opnent O fice (TDO and woul d be funded
via the NFIP and the JMP (for programs currently within the

Def ense Ai rborne Reconnai ssance Ofice (DARO)). The inclusion of
the DARO in this concept would facilitate the devel opnent of a
truly unified air/space reconnai ssance architecture, an elusive
goal thus far. The TDO woul d have Section 8 acquisition
authorities for NFIP nonies to ensure that the NROs and CIA' s
traditional ability to conduct streamined acquisition is not |ost,
and woul d serve as the acquisition executive with nilestone
approval authority for the DARO prograns. As with nost of our |C21
proposal s, this would not necessarily require the physica

rel ocati on of these el ements, but would rely upon a unified
managenent approach to the overall reconnai ssance architecture and
sensor R&D arena.

O her areas of R&D, such as those conducted at NSA in the
si gnal processing area and specialized R& in support of
cl andesti ne HUM NT operations, would remain associated with the
agenci es they specifically support, but cone under greater
managenent review in the process of building the budget
functionally. The imagery and MASI NT processing R& currently done
at the NRO and DS&T would migrate to the TCA

Reconmendat i ons:

1) Create a Technol ogy Devel opnent O fice that combi nes R& and
procurenment functions for reconnai ssance and sensor
technol ogi es, to include elenents of the NRO,L DARO Cl A and
NSA. Maintain Section 8 authorities for NFIP funds; serve as
acqui sition executive for DARO prograns.

2) Establish a MERI T-1i ke contingency fund for the I1C to exploit
technol ogi cal targets of opportunity.

3) Establish a fund and a fundi ng nmechani smfor rapid and
conti nuous update of information systens and autonation
t echnol ogi es.

4) Enmpower the Infrastructure Support Ofice (1SO to establish
st andards and devel op architectures for the IC. Mke the |SO
responsi ble for the life-cycle managenent of community ADP
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syst ens.

FOOTNOTES

/ 1/ The | NFOSEC function, that 1is currently a non-NFl P M-P
Il program could al so be nanaged by this consolidated activity
in better cooperation with comruni cati ons and ADP; it could
remai n at physically at NSA or the TCA, as |ater discussed, to
continue to enjoy the synergy between the "nakers and the
breakers" of codes, but would respond to conmunity direction.
Fundi ng could be split between JMP and Tl ARA, and nanagenent
coordinated with the DM staff and DM .
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I11. Intelligence Requirements Process

IC21: The Intelligence Community in the
21st Century

Staff Study
Permanent Select Committee on Intelligence
House of Representatives
One Hundred Fourth Congress

lll. Intelligence Requirements Process

Executive Sunmary

Fi ndi ngs

The Intelligence Community, with all its conmponents and
di sci plines, needs an overarchi ng concept for coordinating
Community requirenents, especially when faced with declining
resources and increasingly diverse requirenents.

The Needs Process

Wth its focus on Presidential Decision Directive - 35 (PDD 35),
the National Needs Process is an inportant step towards
dealing effectively with near-term high-priority custoner
requirenents, but it may be inadequate for neeting long-term
wor |l dwi de intelligence needs, primarily because PDD- 35 has begun to
drive collection and anal ysis at the expense of |ower tier issues.

Defining Future Intelligence Needs

The Intelligence Community has, correctly, changed its focus
and targeting since the end of the Cold War, but it cannot I|ink
| ong-termresource planning to future needs until it defines what
its future intelligence needs will likely be.

The Intelligence Community cannot base its |ong-range planning
primarily on high-level policy maker-defined requirenments because
policy makers, by their very nature, tend to concentrate on
i mmedi ate problens and do not think [ong-term

Focus on Top Tier Issues--Creating Intelligence Gaps?
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We are concerned that, with declining resources, collectors
and anal ysts will continue to focus nost resources on top PDD 35
priorities and assune that "soneone else," (i.e., State Departnent,
FBI'S, etc.), has the resources to keep a mnimal |evel of coverage
on | ower tier issues.

Losing our Intelligence Base

The Intelligence Conmunity's ability to maintain an
intelligence "base" on many lower tier issues is threatened not
only because of PDD-35's unintended effect on collection and
production, but also because the Intelligence Community currently
has no mechanismto ensure that a basic |evel of coverage for al
i ssues i s maintained.

Support to Mlitary Operations (SMD)

The demand for intelligence support to mlitary operations
(SMO) threatens to consune an increasing anount of Comrunity
resources at the expense of national intelligence needs.

Level of Engagenent with Policy Mkers

In order to best nmeet its customers' requirenents, the
Intelligence Coomunity nmust work actively with policy makers to
di saggregate their intelligence needs into snmaller, actionable
parts. Policy makers, in turn, must strive to articulate policy
strategi es and objectives nore clearly to the Intelligence
Communi ty.

Anal ysts and managers at | ower |evels nust maintain informal
contacts with their custoners, because often, md-|evel policy
makers can provide in-depth know edge and further detail for a
particul ar policy need.

Budgetary Authority

Program nanagers have a di sproportionate |evel of power over
resource and progranm ng i ssues vis-a-vis |Issue Coordinators, nany
of whom have little know edge about the budget process and
coll ection resource issues. Thus, Intelligence Community budgeti ng
tends to neet systens requirenents rather than information needs.

"Cross-|I NT" Coordi nati on

The Intelligence Community does not manage all-source
collection well, leading to inefficiencies and sonetines
unnecessary duplication in neeting custoner needs. The
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establ i shnent of an enhanced Community Managenent Staff (CVS) (see
Intelligence Cormmunity Managenent staff study) with requirenents,
resource, and collection managenent authority woul d enabl e the
Intelligence Cormunity to nore efficiently nmeet Conmunity-w de
requirenments.

Requi rements Committees

There is no formal, ongoing di al ogue anong the vari ous
requirenments commttees, and as a result, no overarching, corporate
view of the Community collection process against requirenents
targets.

Recomendat i ons
Comruni ty- Wde Approach

The Director of Central Intelligence (DCl), in coordination
wth the CM5 requirenents office, should devise a strategic plan,
that could be updated yearly, if necessary, outlining nationa
security issues and gaps which the Intelligence Conmunity wl|l
likely face 10 to 15 years into the future.

Basi ¢ Wrl dwi de Cover age

The Intelligence Community should fulfill PDD 35 requirenents,
but also maintain a basic |evel of worldw de coverage. 1In order to
ascertain the Coomunity's current |evel of overall coverage, the
DCI should direct the National Intelligence Eval uati ons Counci
(NIEC) to expand the "Conprehensive Capabilities Review' to
eval uate coll ection and anal yti cal capabilities and gaps agai nst
all tier issues. The review should be updated continuously, taking
the DCl's strategic plan into account.

Based on the capabilities review process, the Intelligence
Communi ty, under the auspices of an enhanced CMS shoul d assign
specific collection and anal ytical conponents responsibility for
sonme basic | evel of coverage of lower-tier countries and issues.

Cross- | NT Coordi nati on

The establishnent of a new Technical Collection Agency (see
Intelligence Cormunity Managenent staff study) would facilitate
coordi nati on anong the various collection disciplines and inprove
efficiency in nmeeting intelligence requirenents.

Requi rements Vision for the 21st Century

The Intelligence Comunity should inplenent a "virtual
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anal ytic environnment” linking collectors, exploiters, analysts, and
custoners electronically, as appropriate, to inprove the
Community's responsi veness to custoner needs.

As a nodel for achieving electronic connectivity, the
Intelligence Coormunity should look to the mlitary's test-bed
prograns for creating a 21st century intelligence operating
environnent. This operating environnment, known as JI VA (Joint
Intelligence Virtual Architecture), focuses on creating a virtua
wor k envi ronnment that transcends organi zational and stovepi pe
boundaries. A virtual architecture will allow anal ysts and
collectors to nore efficiently work requirenents and nmaintain
conti nuous contact with policy nmakers. This will also allow the
policy and intelligence cormmunities to constantly refine
requi rements and refocus resources on those issues of paranopunt
i mportance.

Managers should function |l ess as internediaries who control
the information flow to and from policy makers and nore as
facilitators who nonitor the dial ogue between policy makers and
substanti ve experts. Managers also should ensure that intelligence
does not becone politicized as a result of the close anal yst-policy
maker wor ki ng rel ationshi p.

| NTELLI GENCE REQUI REMENTS PROCESS
Scope of Paper

Thi s paper takes a macro ook at the Intelligence Community
requi rements process, specifically, the current structure and
future applicability of the National Intelligence Needs Process.
The requirenents study exam nes the overall process of fornmulating
requi rements, rather than the specifics of how the specific
coll ection disciplines, or "INTs," should be used to neet these
requirenments in the future. This study provides guidelines to the
Intelligence Cormunity on how the requirenments process should be
structured to ensure that the Community can neet national security
needs of the 21st century.

I nt roducti on

The principal mssion of the Intelligence Community is to
supply policy makers with tinely informati on and anal ysi s that
all ows for informed, know edgeabl e decisionnmaking. |In order to
fulfill this mssion, the Intelligence Cormunity nust understand
the prioritized intelligence requirenents of policy makers. These
requi rements should not only play a central role in defining the
m ssion, functions, and structure of the Intelligence Comunity,
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they al so should drive the Community's collection, analysis, and
budget. In an ideal world, the Community would be able to fulfil
all actual and potential policy maker requirenents in a tinely,
conpr ehensi ve manner. Unfortunately, the requirenents process is
conplicated by the fact that it is often difficult for senior
policy makers to focus on long-termintelligence requirenments
because they usually are occupied with nore i medi ate, pressing

i ssues and because, in many cases, they do not know what
information they want until they actually need it. 1In addition to
the difficulty of eliciting policy maker needs, there are
political, bureaucratic, and resource realities that hinder the
Community's ability to anticipate and satisfy all intelligence
needs.

The United States has | acked a strategic vision defining its
role in the world since the end of the Cold War. The requirenents
process, in fact, has been made even nore difficult by the absence
of any current political consensus on national security issues and
their inportance. As policynakers have struggled to define core
national interests, they have turned to the Intelligence Community
for increased coverage of diverse issues. Because of the changi ng--
but not clearly defined--nature of threats and intelligence needs
since the end of the Cold War, the Intelligence Community itself
has been forced to reexamne its roles and m ssions. There is
consi der abl e di sagreenent anong experts about whether the
Intelligence Cormunity should focus primarily on supporting
national security policy makers or whether it should support other
custoners, such as | aw enforcenment agenci es, econom c/trade
officials, or environnmental agencies. Still others argue that
intelligence support to mlitary operations (SMO) should be the
primary function of intelligence. These debates over nationa
security priorities and the Comunity's m ssion, requirenents, and
cust omer base are not easily resolved. Nonetheless, the
Intelligence Cormunity's function in aiding the national security
deci si onmaki ng process nust be defined so that it can properly
target its resources against the nost inportant foreign policy
chal | enges.

| deal |y, requirenents should reflect policy makers
prioritized intelligence needs and help the Conmunity devise |ong-term
pl anni ng and investnent strategies. However, w thout a
strategic national security policy vision to guide it, the
Intelligence Cormunity often is forced to prioritize requirenents
itself. In addition, because policy nmakers often do not know what
intelligence they need or want until they actually need it, the
Intelligence Cormunity nmust try to anticipate policy maker needs.
This can only be achieved if the Community, through an ongoi ng
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requi rements di al ogue with senior policy nmakers, sets the m ninum
coll ection and anal ysis paraneters not only for the nost inportant,
i mmedi ate strategic needs, but also for |ong-term needs.

Experi enced m d-|evel analysts also should be allowed to fornul ate
requi renments based on their expertise and through constant dial ogue
with policy makers at various levels, as well as with intelligence
coll ectors and other analysts. Unfortunately, the Conmunity's
bureaucratic structure often inpedes this type of free-fl ow ng

di al ogue and interaction at the working |evel.

In addition to political and bureaucratic issues, resource
concerns al so have an effect on the Community's ability to neet
policy maker requirenents. 1In the post-Cold War era, requirenents
have becone increasingly diverse; at the sane tinme, the Comunity
has been forced to downsi ze considerably. Despite fewer resources,
the Intelligence Conmunity is expected to have at | east basic
wor | dwi de coverage of nobst countries and issues while naintaining
i n-depth know edge of high-priority issues. |In order to achieve
this level of coverage, the Intelligence Community may have to
pursue a dual requirenents strategy to deal with increasing
requirenments -- a day-to-day one with good breadth, but little
depth, to cover usual areas of interest, and a second one with
narrow focus and great depth for crises or issues of ongoing,
intense interest.

Mai nt ai ni ng an effective requirenents process has been a
conti nuous struggle for the Intelligence Conmunity. During the
Cold War, when a majority of Conmmunity resources were targeted
agai nst the Sovi et Union, having an effective requirenents process
was | ess inportant than it is now Since the end of the Cold War
the growi ng tangle of new requirenents, sone of which are of the
"hi ghest priority" for only a short time, has left the Intelligence
Communi ty w thout clear guidance on which to base its resource
all ocation and pl anni ng. Lacking a cohesive foreign policy
strategy to guide it and faced with declining resources and
i ncreasingly diverse custonmer demands, the Intelligence Comunity
needs a flexible, dynam c requirenents process to help it fulfill
its principal mssion -- to provide policy makers with tinely,
useful, objective intelligence.

Background: The Requirenents System Today -- The National Needs
Process, PDD-35 and Strategic Intelligence Reviews

The current systemfor intelligence requirenents, known as the
"Needs Process,” is derived from Presidential Decision Directive-35
(PDD-35), signed by the President in March 1995, and the "Strategic
Intelligence Reviews" (SIRs), first published by the National
Intelligence Council (NIC) in May 1994. The SIRs identify core
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near-term (12-18 nonths) intelligence issues, priorities, and gaps
for various geographic regions and transnational issues and assess
the value of current collector contributions against those issues.
The SIRs also identify "enduring"” intelligence needs (i.e., of
concern for the next three to seven years) to hel p program managers
do | ong-term budgeting. PDD 35, which outlines a tiered structure
of the President's prioritized intelligence needs, provides

coll ection and anal ysis guidance to the Intelligence Community.
After PDD-35 was signed, an interagency task force made
recomendati ons on how to align "enduring” intelligence challenges
with the PDD- 35 tier structure.

The responsibility for witing the SIRs belongs to 18 Issue
Coordi nators who neet frequently with high-level policy makers./1/
The function of |ssue Coordinators is to understand key custoner
needs, develop a prioritized statenment of those needs, evaluate the
current collection and anal ytical activities related to those
needs, assess the intelligence value of future prograns, and
facilitate conmunity responses to critical shortfalls. In the
process of witing the nost recent set of SIRs (Novenber 1995),
| ssue Coordinators nmet with over 100 hi gh-level intelligence
consuners/ 2/ in order to get an understanding of their nost inportant
needs.

Fi ndi ngs
The Needs Process

The Intelligence Community, with all its conponents and
di sci plines, needs an overarchi ng concept for coordinating
Community requirenents, especially when faced with declining
resources and increasingly diverse requirenments. Leadership from
the highest levels of the Intelligence Coomunity is necessary to
ensure that policy nakers' nobst inportant needs are being net and
that the Community is poised to cope with the intelligence
chal | enges of the 21st century. Wth its focus on PDD 35, the
Nati onal Needs Process is an inportant step towards dealing
effectively with near-term high-priority custoner requirenents,
but it may be i nadequate for neeting long-term worl dw de
intelligence needs. |In fact, if the Intelligence Community focuses
primarily on policy maker-defined requirenents, it cannot
adequately prepare for the needs of the future because policy
makers, by their very nature, tend to concentrate on i nmedi ate
probl ens and do not think [ong-term

Defining Future Intelligence Needs

The Intelligence Community has, correctly, changed its focus
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and targeting since the end of the Cold War. It cannot however,
hope to link long-termresource planning to future needs until it
has a corporate understandi ng of what future intelligence needs
will likely be and how its resources currently are used to neet
intelligence requirenents. Although there is disagreenent about
what will constitute a threat to U.S. national security in the
future, the Conmunity nust, at a mninum be capable of dealing
Wi th issues such as foreign denial and deception, proliferation of
weapons of nmass destruction, terrorism ethnic and regional
conflict, and econom c conpetitiveness. Throughout the Cold War,
the Intelligence Conmunity could design systens ained at

country-specific targets, (i.e., "denied areas"), but the nationa
security needs of the future do not allow us to | ook at resources on a
strictly nation-state basis. |Indeed, the Community nust still plan

for neeting requirenments on "enduring"” hard targets, such as North
Korea. However, the Community al so nust design, invest, and plan
its future systens and capabilities around "types" of threats, such
as proliferation, rather than around specific threats necessarily
tied to a particular country or region.

Focus on Top Tier Issues -- Creating Intelligence Gaps?

Under any systemthat prioritizes requirenents, collectors and
anal ysts will naturally put nost resources towards the highest
priority issues. Wiile PDD 35 has focused the I C on inportant
near-term high priority requirenents, it has begun to drive
intelligence collection and production at the expense of |ower tier

issues. In response to PDD-35, nany intelligence agencies and
conmponents are rushing out to fulfill PDD-35 requirenents while
ignoring other, |ess pressing requirenents, even when they are
better equipped to address the lower tier requirenents. |[|f PDD 35
continues to drive the intelligence process, the Conmunity may face
anot her Rwanda or Somalia situation -- that is, a country that had
little, if any, intelligence coverage suddenly beconmng a top tier
priority.

Al t hough PDD-35 explicitly states that it is not nmeant to be
an exhaustive requirenents |list, we are concerned that, with
declining resources, collectors and analysts wll continue to focus
nost resources on top tier issues and assune that "soneone el se,”
(i.e., State Departnent, Foreign Broadcast Intelligence Service
(FBI'S), etc.), has the resources to keep a mnimal |evel of
coverage on lower tier issues. The Intelligence Community cannot
necessarily rely on other governnent agencies to fill its own
col l ecti on gaps because the State Departnent, like the Intelligence
Community, is being downsized and seeing reductions inits
di pl omatic reporting capabilities. |In addition, in many of these
| ower-tier countries, particularly those in the Third Wrld, open
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sources are often inadequate and inaccurate sources of information
Furthernore, FBIS has not been spared from downsizing and is al so
concentrating its efforts on top tier issues.

Losing our Intelligence Base

The Intelligence Community's ability to maintain an
intelligence "base" on many lower tier issues is threatened not
only because of PDD- 35's unintended effect on collection and
production, but also because the Intelligence Community currently
has no nmechanismto ensure a basic |evel of coverage for all tiers.
In addition, the demand for SMO t hreatens to consune an increasing
anmount of intelligence resources at the expense of national
intelligence needs. Wth the erosion of our intelligence "base,"
(i.e., the ability to nonitor political, mlitary, econom c, and
soci al devel opnents around the world), cones serious consequences
for the Intelligence Cormunity's ability to "surge" and do | ong-term
anal ysis. Under the current Needs Process, there is no
corporate view of collection and producti on managenent that is
necessary to ensure that collectors nmintain databases of | ower
tier information and that enough anal ysts are available to nonitor
| ower-tier issues and potentially inportant |ong-termtrends.

Mai ntaining an intelligence base is particularly critical when, as
we have experienced several tinmes in the recent past, |lower tier
countries rapidly and unexpectedly becone top priority issues for
pol i cy makers.

Support to Mlitary Operations

In addition to fulfilling nunerous top priority requirenents,
coll ectors and anal ysts are expected to devel op and/ or update data
for lower-tier countries where U.S. forces may have to operate in
the future. SMO certainly is an extrenely inportant m ssion for
the Intelligence Conmunity. However, the effort required to obtain
detailed information sufficient to support short-notice military
operations in scores of countries would strain the Conmunity's
ability to stay abreast of nore pressing issues. |In addition, the
proposal that the mlitary define the "essential elenents of
information" it needs for potential operations in these countries
rai ses the specter of an endless list of requirenents being |evied
on the Intelligence Comunity. |In order for the Comunity to be
able to cope with SMO requirenents, the |level of detail needed for
SMOin lower-tier countries nmust be strictly defined. Furthernore,
SMO requi renments should not stand al one, apart fromthe other
intelligence requirenents. Currently, the Needs Process denmands,
in sonme cases, that the Coormunity spend nore tinme gathering
intelligence for potential SMO than for nonitoring other
devel opnents that mght help policy makers avert the need to ever
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have to deploy forces. If a country is inportant enough to have
SMO requirenments assigned to it, then national intelligence
consuners al so shoul d have enough information to assess the
country's general economc, political, and social situation.

Level of Engagenment with Policy Mkers

Under the current system nost |Issue Coordi nators have ongoing
comuni cation with high-level policy nakers about strategic policy
goal s, which are then fornul ated into overall Comunity-w de
requirements. |ssue Coordinators attend National Security Counci
(NSC) neetings frequently and typically neet wwth intelligence
custoners at the Undersecretary or Deputy Secretary |level at the
State Departnment and the command | evel in the Departnent of Defense
(DoD). Wiile high-level contact is vital to the requirenments
process, analysts and nmanagers at |ower |evels nust maintain
informal contacts with their custoners because, often, md-|evel
policy makers can provide in-depth knowl edge and further detail for
a particular policy need. This type of informal dialogue also nust
exi st between collectors and anal ysts and anbng anal ysts in
di fferent Community conponents.

Policy Detail

Just as inportant as the need for constant Intelligence
Communi ty di al ogue with custoners is the need for the Community to
understand the details of policy makers' goals. The Community mnust
work actively with policy nmakers to di saggregate their intelligence
needs into smaller, actionable parts and shoul d understand how
policy makers plan to use the intelligence they receive so it can
devi se the nost appropriate collection strategy to satisfy that
need. Wth an issue such as proliferation, for exanple, different
coll ection assets m ght be used dependi ng on whether the policy
goal is to intercept weapons shipnents, influence key foreign
| eaders to not proliferate, apply sanctions against a proliferator,
or sinply to nonitor devel opnents in a country's weapons industry.

Budgetary Authority

We are concerned that program nanagers--whose interests focus
nore on their share of the budget than on fulfilling policy maker
requi rement s--have a disproportionate | evel of power over resource
and programm ng i ssues. Many |ssue Coordinators, particularly the
NI Gs, are not know edgeabl e about the budget process and coll ection
resource issues and |lack sufficient staffs capable of handling
these issues. As a result, they have to rely on program nanagers
nore extensively to reprogramresources in surge situations and to
set future systens requirenents. This power inbal ance has resulted
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in the Community budgeting to neet systens requirenents rather than
i nformati on needs, which may adversely affect the Community's
ability to fulfill policy maker requirenents.

"Cross-|I NT" Coordi nati on

Anot her concern about the Needs Process is the issue of cross-INT
coordination. (This issue is dealt with in detail in the
Coll ection Synergy staff study, but nerits sone attention here as
wel | .) The Intelligence Conmunity does not manage all-source
collection well, leading to inefficiencies and sonetines
unnecessary duplication in neeting custoner needs. Managenent by
"stovepi pes", rather than across disciplines (i.e., corporately),
makes it difficult, if not inpossible, to evaluate collection
tradeoffs, not only within collection disciplines, but anong them
as well. Cross-INT coordination would be especially hel pful for
dealing with "hard targets,” which often require coordinated,
mul ti-disciplinary attacks.

Requi renments Committees

A related issue of concern is the |evel of comunication and
coordi nati on anong the various conmttees that handl e requirenents
for each of the collection disciplines. The requirenents
commttees neet with each other infornmally three to four tines a
year to discuss how various collectors are approaching a particul ar
intelligence need, but there is no formal, ongoing dial ogue and, as
a result, no overarching view of the Community coll ection process
agai nst requirenents targets. Further conplicating coordination
efforts is the fact that the requirements comm ttees have different
m ssions and authorities; sone conmttees have the authority to
task collectors while others only have the authority to request
reporting on various topics.

Recommendat i ons
Comuni ty- Wde Approach

The Intelligence Community nust define the nature of its
future strategic requirenents, beyond | ooking just at intelligence
gaps, in order to determ ne what platforns will be needed to neet
those requirenents. The DCl, in coordination with the CVS
requirenments office, should devise a strategic plan, that could be
updated yearly, if necessary, outlining national security issues

and gaps that the Intelligence Conmunity will likely face 10 to 15
years into the future. It should include, but not be limted to,
hard targets and transnational issues. |In addition to |ooking at

traditional adversarial threats (i.e., states and organi zations
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with the ability and will to harmU. S. interests), the Comrunity
nmust focus on how to collect against systemc threats (i.e., those
whi ch derive fromanonalies or instabilities in economc, political
or social systens) and agai nst new vul nerabilities, such as
information warfare. Based on this strategic plan, the CVB
requirements office, with input fromsenior intelligence custoners
and all-source anal ysts, should fornulate Community-w de

requi renents and devise a collection strategy to neet those needs.
By preparing a strategic plan for the future, the Intelligence
Community can assist policy nmakers in prioritizing their own needs.

Basi ¢ Wr | dw de Coverage

The Intelligence Conmmunity nmust maintain its intelligence base
and its ability to surge. W are well aware of the fact that nmany
Intelligence Cormunity conponents already are stretched to the
[imt in handling top-tier issues and that the situation wll
likely get worse in sone agencies because of restricted hiring
practices. At the sanme tinme, however, many in the policy community

still expect the Intelligence Comunity to have at |east basic
wor | dwi de coverage and the ability to surge at a nonent's notice
during crises. 1In order to ascertain the Cormunity's current |eve

of overall coverage, the DCl should direct the National
Intelligence Evaluations Council (NIEC)/3/ to expand the

" Conpr ehensi ve Capabilities Review' to evaluate collection and
anal ytical capabilities and gaps against all tier issues. The
revi ew shoul d be updated continuously, taking the DCl's strategic
plan into account. Assessing intelligence capabilities on an
ongoi ng basis will help bring policy maker expectations into |ine
with Community capabilities and will serve as a nechani smfor
facilitating cross-INT tradeoffs to ensure that the nost inportant
areas are covered by collectors and anal ysts. A dynam c
capabilities review process also would be extrenely hel pful for the
Commttee in dealing with budgetary issues and for other
congressional commttees with jurisdiction over national security
and international relations issues.

Based on the capabilities review process, the Intelligence
Communi ty, under the auspices of an enhanced CMS,/4/ shoul d assign
specific collection and anal ytical conponents responsibility for
sone basic |evel of coverage of lower-tier countries and issues.
Because open source information nay be the nost accessible, |east
expensi ve tool for obtaining worldw de coverage, the Conmunity
should work with the State Departnment to coordinate diplomatic and
open source collection. FBIS s ability to collect and anal yze
adequate information for lower-tier countries also should be
eval uated so that the Intelligence Conmunity and Congress can
det erm ne what additional resources FBIS will need in the future to
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meet this inportant mssion. A healthy FBIS is needed to rebuild
sone of the Community's |ost capabilities resulting fromthe
cutbacks in the CIA and State Departnent's overseas presence.

Cross-|I NT Coordi nati on

In order to encourage efficiency in nmeeting intelligence
requirenments, the "catwal ks" anong the coll ection disciplines nust
be strengthened. The establishnment of a new Technical Collection
Agency (TCA)/5/ would facilitate coordination anong the various
collection disciplines and i nprove the Conmunity's responsiveness
to policy maker needs. An enhanced CMS, through coordi nati on anpong
its proposed requirenents, collection managenent, and resource
managenent offices, would serve as the forumfor ensuring that
synergistic, cross-INT coordination is utilized to best neet
requirenents.

Requi rements Vision for the 21st Century

The above recommendations are inportant for effecting
i mmedi ate change in the current requirenents system However, the
Communi ty must go even further to prepare for challenges it wll
face 10 to 15 years into the future. The Community probably w |
still need a high-level body to fornulate and nonitor macro
communi ty-wi de requirenments that provide inportant guidance to
program and agency managers. However, md-|evel analysts, working
in close and continuous contact with policy makers, collectors, and
ot her anal ysts should be allowed to work detailed requirenents. In
order to enpower analysts to hel p devel op these detail ed
requi renments, analysts nmust be connected electronically at al
| evel s with both policy makers and intelligence collectors.
(Anal ysts should serve as the m ddl eman between policy nakers
and collectors; collectors and policy makers working
non-mlitary issues should not be connected electronically.)

As a nodel for achieving electronic connectivity, the
Intelligence Coormunity should |look to the mlitary's test-bed
prograns for creating a 21st century intelligence operating
environnment. This operating environnment, known as Jl VA (Joint
Intelligence Virtual Architecture), focuses on creating a virtua
wor k envi ronnent that transcends organi zati onal and stovepi pe
boundaries. A virtual architecture, that elimnates the need for
physically co-locating analysts, will allow analysts and col |l ectors
to nore efficiently work requirenents and mai ntain conti nuous
contact with policynakers. Breaking down these barriers will help
synergy in all areas -- collection, analysis, production, and
requirements fornulation and vetting. By providing nore
flexibility and | ess bureaucratic rigidity, electronic connectivity
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will allowthe policy and intelligence comunities to continually
reeval uate requirenents and refocus resources on those issues of
paranmount inportance. At the sanme tinme, by co-locating analysts
with policy makers, either virtually or physically, analysts wll
better be able to understand detail ed policy needs and anti ci pate
what kind of intelligence policy makers nay need in the future.

In such a future construct, managers will function |ess as
intermediaries who control the information flow to and from policy
makers. Instead, they will becone facilitators who nonitor the
di al ogue between policy makers and substantive experts to ensure
that Conmunity resources are appropriately allocated to priority
tasks and to help say "no" to requests when resources are not
avail able. Managers al so would performthe vital function of
ensuring that intelligence does not becone politicized as a result
of the close anal yst-policy maker working relationship. Indeed, if
the system functions correctly, analysts and collectors, with sone
gui dance from upper managenent, should be able to respond quickly
and objectively to policy maker needs and be able to anticipate
future needs that policy nmakers have not yet articul ated.

However, if the Intelligence Coomunity does not take advantage of

t echnol ogi cal devel opnents and reduce bureaucratic barriers, it

will fail to nmeet its basic m ssion of providing policy makers with
tinmely, objective, and useful intelligence.

FOOTNOTES

/ 1/ The 1 ssues Coordinators are the National Intelligence
Oficers (NNGs) fromthe NIC, the Center Chiefs (ACIS, CNC
NACI C, and CTC), and "key officers” fromthe Defense Intelligence
Agency (DIA) and the Joint Chiefs of Staff (JCS).

/ 2/ Thr oughout the paper, the terns custoner, consuner, and
policy maker are used interchangeably to refer to those U. S.
Government officials who use intelligence products in the course
of their work.

/3/See the Intelligence Conmmunity Managenent staff study.
/ 4/ See the Intelligence Community Managenent staff study.

/5/See the Intelligence Conmmunity Managenent staff study.
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V. Collection Synergy

Executive Sunmary

This study addresses how efficiently our collectors work
t oget her ("synergy"), the budgetary bal ance between collection and
"downstream activities, and ways to reduce collection costs,
primarily in the satellite area

Regardi ng col |l ection synergy, the study concludes that we are
only beginning to | ook at how different forns of technical, human
and open col |l ection could be devel oped, budgeted and operated to
wor k toget her cohesively and efficiently. |If we proceed as now
pl anned, progress wll be very slow Recommendations, therefore,
include opting for a "revolutionary" rather than evolutionary
approach. W shoul d devel op techni cal work-arounds for existing
systens, and through an independent body establish as soon as
possi bl e the common standards and protocols to provide for intra-
and cross-INT interoperability, based as nuch as possible on
commerci al standards. There should be nuch greater attention to
cross-cueing our collection through integrated collection
managenent using inproved, comon data bases. W nust al so better
manage the bal ance between crisis and | onger-termtarget
priorities.

Since the fall of the Berlin Wall and despite the exploitation
and di ssem nation probl ens reveal ed during the Gulf War,
collection, especially satellite-based collection, is taking an
i ncreasi ng share of the budget. W should be shifting nore noney
into processing, exploitation/analysis and dissenmnation. This is
possi bl e without sacrificing collection capability and even as we
nmake greater efforts to overcone denial and deception, because
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technol ogy and streanmlining offer the potential for |arge cost

savi ngs. Nunerous areas, other than synergy, where we could reduce
coll ection costs are listed, and study of the feasibility of a
"market" approach to collection budgeting is suggested.

COLLECTI ON SYNERGY
Scope

This paper is weighted toward satellite collection issues,
although it addresses the interaction between satellite, aircraft
and ot her collectors.

| ssue Sunmary

There is no doubt that U S. intelligence collection capability
far surpasses that of any other country, particularly with respect
to technical collection, and that this capability has been the envy
of both allies and enem es. Questions regarding collection have
focused on whether we could sustain and inprove collection
capability at greater efficiency and | esser cost, and whet her
exi sting trends should be nmaintained or altered in order to
preserve the US collection advantage for the future.

The foll ow ng have been identified as problem areas rel ating
to collection, and will be discussed further in subsequent sections
of this paper:

1) Col I ecti on managenent | acks the accessibility,
flexibility and dynam sm necessary for the post-Cold War
period. At present there is an inbalance in collection
managenent priorities favoring near-termcrises at the
expense of baseline capabilities and future needs. The
erosion of regional data bases is expected to accelerate
as limted assets are focused mainly on a relatively few
top Presidential Decision Directive - 35 (PDD 35)
priorities.

2) Col l ectors work i ndependently and thus at suboptina
efficiency, in separate "stovepipes."

3) There appears to be an inbal ance between coll ection and
"downstreant capabilities, especially in projections of
the future; regardless, it appears that significant
savings could be nade in satellite collection wthout
sacrificing capability.

4) The Intelligence Conmunity (1C) appears unable or
unwi | 1ing to make cross-program cross-I|NT budget
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tradeoffs. Budget priorities and cuts often are not
driven by requirenents/users. The division of resources
between the "INTs" is largely static.

5) Proponents find greater difficulty in funding relatively
i nexpensi ve col |l ectors/technol ogy than in fundi ng hi gh-cost
pr ogr ans.

6) Spacecraft and associ ated systens are becom ng ever nore
costly and consuming nore of the intelligence budget.

7) W need nore, rather than fewer, spacecraft platforns for
better gl obal coverage, nore frequent revisit and reduced
vulnerability. Demand outstrips capability. Denial and
deception problens are increasing and the planned future
architecture nakes us nore vul nerable to them

8) There are very long lag tines in getting technol ogy on
orbit. W need to adapt to comercial standards,
t echnol ogy and processes.

9) Unrealistically | ow spacecraft |ife cal cul ations
exacerbate problens of cost, fielding tinely technol ogy
and mai ntaining the industrial base.

"Synergistic" or "Fused" Collection

At present, collection platfornms normally are "stovepi ped" to
operate i ndependently from other collectors, including conpletely
di stinct processing systens, and usually unique exploitation,

di ssem nati on and receive systens as well. While in the best cases
a coherent "end to end" systemis created, usually this involves
consi derabl e inefficiencies in collection tasking, and in achieving
an "all source" intelligence picture that neets user requirenents
and that gets to the deployed mlitary user in a tinely way.

Synergistic or fused collection would nmake nore efficient use
of collection assets through tinely tipoff, cooperative
geol ocati on, avoi dance of duplication, assignnment of the nost
efficient collector for a given task, and through coordi nated
orbits or collection plans. There seens no doubt that collection
assets could work together far nore efficiently had they been
deli berately designed to do so. However, continual technol ogy
advances in key areas al so present nuch greater opportunities for
end-to-end synergy than existed previously: broadband
communi cati ons, data conpression, |arge data base net hodol ogi es and
data exploitation tools all allow broadened opportunity.

Techni cal and other collection assets could be enpl oyed
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cooperatively rather than independently, tipping off each other
wth mnimal tinme |ags. The aim should be to achi eve greater
efficiencies and higher quality product through coordinated
collection, so that the total product when collectors are worKking
together is greater than would be the sum of their output working
separately, as they do today. Such efficiencies mght also reduce
costs by allow ng depl oynent of fewer collectors to achieve given
requirenents.

It should be possible, for instance, to avoid redundant
collection and to select the nost effective and | east costly
collector. Cross-tipoff or "cross-cueing" of technical platforns
woul d all ow near-real -tine reaction to overcone deni al and
deception tactics or to capitalize on opportunities. Likew se, key
human intelligence (HUM NT) or open-source data should be
di stributed and rapidly acted upon by other collectors.

Coordi nated use of satellites and of aircraft-satellite

conmbi nations could permt greatly inproved tasking and geol ocation
wi t hout depl oying additional platforns. During crisis or war,
efficient use of collectors becones particularly inportant, because
there is great conpetition for Iimted assets.

Hi storically, very little attention has been accorded to
synergy in the collection area. This is partly because each of the
I NTs developed in its own "stovepipe,” with jeal ous protection of
bureaucratic turf. Even within agencies, there was very little
Cross-cooperati on between program managers. Rivalry anong Nationa
Reconnai ssance O fice (NRO conponents and program managers was
| egendary. Aircraft and spacecraft architectures usually were
devel oped separately, and service rivalry inpeded conprehensive
aircraft planning or division of |abor. Tasking of and reporting
fromsensitive CIA/Directorate of Qperations (DO human assets is
hi ghly conpartnented, as are the exi stence and operation of other
"bl ack™ collection prograns and many of the sources nanaged by the
Nati onal Security Agency (NSA). Open source information often was
slighted or belated, and is distributed in separate unclassified
channel s.

The habit of operating in isolation extends fromcollection
t hrough distribution, each INT or program often having devel oped
its own idiosyncratic conmunication and receive system As a
result, the systenms and their collection managers usually cannot
"tal k" to each other for rapid tipoff or cooperative target
geol ocation (especially inportant to overcone denial and deception
and in wartine). Individual users receive directly only the data
for which they have procured specific receive equipnment, if indeed
t he communi cati ons capacity is available to distribute that data.
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Just as we have had difficulty getting data collected by national
systens out to the field, often we are unable to transmt
collection fromtactical assets back to the United States, where it
could be integrated with data from other sources and eval uated by
nore anal ysts.

There have been sone initial steps to address these problens,
but nost are in their infancy. Not only is there a very |ong way
to go, but we should squarely face the choices between fragnented
and conprehensive, as well as evolutionary and revol utionary,
approaches. Mai ntenance of adequate security represents another
chal | enge.

Fused collection is particularly difficult in the signals
intelligence (SIG@NT) world, especially when it is to be utilized
for geol ocation purposes, because coll ectors operating at vast
di stances from each other nust determ ne whether they are receiving
the sanme signal at the sane precise given tinme. One of the major
i npedinents to this is synchronizing (signal) tinme of arrival to a
specific portion of a single SIG NT el ectronagnetic wave. This, in
turn, requires that each collector be synchronized to precisely the
same "clock™ in nanoseconds, to determ ne the precise receiver
| ocation -- a feat difficult in itself, but even harder when each
system was devel oped i ndependently with varying precisions,
equi pnment and mnet hodol ogi es. Ongoing R&D is addressing the timng
problem Even if it is solved, a neans of comrunicating the data
bet ween col l ectors, especially when field-deployed or nobile units
are involved, can be a form dable task. And if the comunications
lines exist, efficient operation requires that data formats be
conpati bl e, again problemati c when each of the existing systens was
devel oped in isolation.

The Defense Airborne Reconnai ssance O fice's (DARO Joint
Airborne SIA@NT Architecture (JASA) attenpts to evol ve standards,
i nterface protocols, hardware and software to devel op coordi nated
and interoperable airborne SIGNT collectors.

The apparently | arge di sconnect between the spacecraft and
aircraft architectures should be a matter of high-Ilevel concern.
The NRO and DARO have executed a nmenorandum of understandi ng whi ch
provi des for comon standards, especially in timng clocks.
However, in other areas, spacecraft and aircraft will continue to
go their separate ways unless further action is taken.

Di stribution systens, data formats and data bases wi |l not
necessarily be interoperable. Each community will develop its own
sof tware, although nuch of this probably could be shared.

Devel opnmental work on attacking the nost difficult existing and
future signals should be better integrated between spaceborne,
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ai rborne and ground systens.

I ndeed, it often appears that cooperative focus on inproving
performance in core present and future SI G NT conpetencies has
taken a back seat to one of the nore difficult and even exotic
SIA NT applications, i.e. extrenely precise target geol ocation.

The latter has been driven by the mlitary devel opnent of expensive
preci si on- gui ded weapons which often outstripped the ability of US
intelligence to provide highly accurate target positions. 1In the
process, nore basic concerns -- such as the less difficult but
potentially very productive task of rapid tipoff between collectors
and the issue of whether we will even be able to find future

signals in order to geol ocate them cooperatively -- appear to have
been given less priority for collaborative effort. It is also
uncl ear whether the NROw Il, in practice, accord increased synergy

the priority it has received historically.

SI G NT has captured nost of the attention regarding
synergi stic collection, and the reason for this is unclear.
I magery requires |less precision and overall, is easier to "fuse."
Further, while the NRO likes to advertise its goal of creating a
"system of systems,"” cross-INT collection synergy does not seemto
be receiving nmuch attention

As ot her studies have pointed out, at present there is no
structured, consistent Community-w de set of requirenents for the
col l ection, processing, exploitation and di ssem nati on of
information. Processing includes storage, translation, scanning,
formatting, structuring, indexing, catal oging, categorizing and
extracting; there are no Coonmunity standards in any of these steps.
Therefore, tasking systenms al so nmust be "stovepi ped" according to
the platformor the "INT." Archived material nust be retrieved
t hrough varying procedures, and in sone cases, archive retrieva
nonet hel ess has been extrenely inefficient. |If we could achieve a
single workstation for exploitation of all INTs, we could nmuch nore
easily serve the user, address gaps in the data bases and
requi rements, evaluate information sources and task coll ectors.

In theory, there seens no reason why this cannot happen. Wth
the nove to digitization, "bits are bits," and data consists only
of ones and zeros. Wth coordi nated and accepted standards and
protocols, conpatible autonmated systens could be built which would
be able to exchange data. |If these standards and protocols were
made as cl ose as possible to comercial standards, various users
not only would enjoy independence and flexibility in selection of
vendors, but al so woul d experi ence consi derabl e cost savings both
at the outset and for upgrades.
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Exanpl es such as the cabl e conpani es’ expansion into various
forms of data transm ssion should be an inspiration for the IC and
a partial basis for judging its efforts. Cable conpanies now are
creating systens to accommbdate video (IMNT), tel ephone and fax
(COM NT) and conputer exchanges. But the revolutions witnessed in
the comercial world have been slow transferring to US
Intelligence, which will increasingly lag unless it opts
i mredi ately for a much nore vigorous, anbitious and holistic
approach. Further, the probl ens experienced recently with Joint
Depl oyabl e Intelligence Support System (JDI SS) indicate that
serious followup enforcenent nust be part of the plan.

Col | ecti on Managenent

It has been argued above that collection platforns should be
built and operated to function in conplenmentary and coordi nat ed
ways, to inprove efficiency. Many of the barriers to this goal are
cultural, political and institutional rather than technical. At
present, each service or "stovepipe" controls its own collectors,
subject to the direction of standing requirenments comrttees or, in
crisis and war, to the overriding authority of the Joint Task Force
Commander or his designee.

The Persian Gulf War illustrated the difficulty of achieving
centralized control even when one has the putative authority.
Theater collection managers found it hard to ascertain what assets
were in theater, much less to control themintelligently. Wth the
eventual availability of over 150 types of platfornms of varying
capability, it was extrenmely difficult to find anyone with the
requi site know edge to orchestrate themeffectively.

Mlitary service specialties do not include intelligence
col l ecti on managenent, and rel atively few anal ysts take the tinme to
| earn the arcane technol ogy and requirenents processes. Wen
overwhel med with duties, one of the first tasks they elimnate is
col l ection managenent; and if they are assigned to a low priority
area, this increasingly is a practical decision, since their
submtted requirenents often are unlikely to be filled anyway.
There are not established |ists of people with such conpetency, so
reliance is placed upon a word-of-nmouth "old boy" network to find
and reassign known experts. As a result of these deficiencies,
national collection nmanagenent experts had to be seconded to the
theater, departing at a tinme when their skills al so were nost
needed at hone.

The Gulf War allowed a six-nonth buil dup, which was fortunate,
because fromthe intelligence collection viewoint, the tine
cushi on was desperately needed. Less than 50 intelligence experts
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initially were allowed in theater. Wapons al so were given
priority over intelligence collection platforns, in the view that
this would best deter the Iraqis fromhostile action. Even when
intelligence platforns could be inported, those controlling them
sonmeti mes were uncooperative, the classic case being Air Force
policy regarding the devel opnental Joint Surveillance Target

Acqui sition Radar System (JSTARS) aircraft. Jointness and
cooperation were enforced by placing intelligence experts from

di fferent venues side-by-side with each other and with operators,
to overcone historical barriers to cooperation. Deconfliction of
requi renments becane a delicate assignnment, for instance sorting out
the Arnmy and Marine desire to focus JSTARS on noving targets across
their lines and the Air Force demand for focus on deep strike
targets for the air canpaign

Wth requirenents far exceeding capabilities, collection
managers sought to utilize non-traditional sensors, which sonetines
coul d be useful for tactical reconnai ssance. They had great
difficulty finding out about these sensor capabilities and then in
finding out where these systens were deployed on the battlefield.
Even five years later, an inventory of such supplenental sensor
capabilities apparently has not been nade.

At the national l|level, collection mnagenent has becone
i ncreasingly contentious, even before the nunber of satellites on
orbit is slashed within the future architecture.

Wth requirenents always far exceeding collection
capabilities, some argue that program managers are largely free to
pi ck and choose which targets they will pursue. These targets, it
is said, often are those that will make their own INT' s perfornance
| ook good and give themvisibility in the crisis of the day. They
are not necessarily those that are the nost difficult "enduring
chal | enges” or those nost uni quely accessible by their particul ar
"I NT" or collection system it is argued, and indeed, they nay not
know what others are collecting, especially in the case of highly
conpartnented HUM NT or technical programs. The current systemis
criticized because the stovepi pes essentially control their own
budget size and allocations within that budget, although in reality
they have little idea how their requirenents and capabilities
shoul d be prioritized conpared to others. And finally, the program
managers wite their own "report card", with little oversight or
revi ew by others.

A persuasive argunment can be nade that the best potentia
requi rements and col |l ecti on managers are not the program nanagers
or I NT-based requirenments commttees, but rather all-source
anal ysts with expertise in the specific mssion areas who have
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access to all associated collection conpartnents and data. Sone
argue that not only should such anal ysts be responsi bl e for day-to-day
coll ecti on managenent, but al so that they should have nore say

in allocating funds for new collection platforns. Taking this |ast
poi nt further, sonme believe it would be useful to give such issue
managers discretionary funds to develop relatively inexpensive
collection techniques to fill gaps in their respective areas. On
the col |l ecti on managenent side, the Counterproliferation Center
(CPC) has negotiated agreenments whereby sonme of the |INTs have
passed nuch tasking responsibility to the CPC, the result is said
to be inproved collection and a reduced need for duplicative

anal ytic capability wthin the INTs, plus a freeing of the program
managers fromthis onus, so they can concentrate on ot her

responsi bilities.

A contrary view recently was presented by the Intelligence
Capabilities Task Force, however, which found a high degree of
agreenent between anal ysts and col |l ectors that sonehow system
program nmanagers left to their own devices have nmanaged to build
the right systemand collect the right material. The Task Force
does concede that there exist many "enduring chal |l enges" or gaps,
as well as a grow ng denial and deception probl em which has not
been acknow edged by nost anal ysts.

Just as there is often little control over disparate theater
operations unless a Commander-in-Chief (CINC) effectively exercises
his options during crisis, at the national |evel there is no
centralized coll ecti on nanagenent | ooking across all the INTs and
deci di ng which can nost effectively pursue a given target. This
deficit arguably has becone nore problematic since the end of the
Cold War. The Soviet targets on which nost of our collection
previously was focused were largely predictable and sl ow to change.
Most US intelligence players had a fairly set role, and relatively
i nfrequent differences at the nmargins were adjudi cated at a high
| evel rather than on a daily working basis. Now, however, targets
are di spersed worldwi de and far | ess predictable, and the strain on
resources is greater. Yet we tend still to concentrate on
managenent of static target decks, even as the need grows for far
nore flexible, ad hoc, rapid reaction to changi ng circunstances and
opportunities -- for support of the mlitary bal anced agai nst
enduring requirenments, for overcom ng denial and deception, and for
effecting synergy through rapid response to tipoff.

The new strain on collection nmanagenent is especially
exenplified by the dilemmas arising fromthe recent devel opnent of
simultaneous military involvenents in various areas of the gl obe.
Partly because US political culture has evolved to intol erance for
even a |low | evel of casualties, mlitary and political |eaders are
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inclined to throw all available intelligence resources agai nst
these sensitive situations, even though their marginal contribution
there may be far less than if they were collecting in a non-crisis
area. Hence the foundation of the w despread conpl ai nt anong top
civilian anal ysts that collection has been excessively skewed to
support for current mlitary operations, to the fundanenta
detrinent of maintaining an intelligence base on non-crisis areas
and i ssues nore fundanental to long-termU. S. security.

VWil e support for mlitary operations (SMJ) is seen as the
cul prit, however, inreality this is not a "national versus
mlitary" dichotony, but rather a near-termor crisis focus at the
expense of medium to long-termrequirenents, the latter including
SMO. This is true for two reasons: first, the top "national”
| eadership and users are clanoring for crisis coverage as nmuch as
is the mlitary |eadership, since mlitary invol venment and set backs
in such spots have considerable political as well as mlitary
i nplications. Second, those areas from which collection has been
drawn off are also extrenely inportant to the mlitary. Indeed,
since mlitary interventions have been occurring in unpredicted
areas of the Third World, failure to maintain an adequate base
probably will affect nost severely our future capability to support
mlitary operations.

When requirenents outstrip capability, prioritization
obvi ously is needed. However, PDD 35, which established a "tier"
systemfor US. Intelligence, in sone ways appears to have worsened
the problem Analysts believe the tier systemis being inposed too
rigidly. As a result, the top five or six requirenents receive the
great mpjority of the resources so that we do them exceedi ngly
wel I, but those bel ow, especially those beneath the top tier |evel,
| angui sh with [ eftovers at best.

While this would not become a nmajor issue if intensive
intelligence support for interventions or crises |lasted only for a
few nont hs, prol onged invol vements have becone increasingly common
and have intensified collection managenent conflicts. Critics of
such diversions argue that decisions such as these often have
reflected a | ack of appreciation for bal ancing requirenments, for
| onger-term US priorities and needs, and for the fact that piling
on additional collection nmay bring only marginal val ue added, but
at consi derabl e opportunity cost.

Such acrinony can only be expected to increase dramatically in
the future, if we inplenent plans to reduce greatly the nunber of
satellite collectors. And the accunul ation of diverse capabilities
on huge satellites neans that whatever such a satellite's
t heoretical collection capabilities, in reality, severe tasking
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conflicts often will develop; pursuit of one task may have to be
acconpl i shed by excludi ng use of another capability, or the attenpt
to execute both over a given area and tinme nmay cause

i nefficiencies.

VWhat Share for Collection ?

During the 1980s, critics argued that US intelligence had a
| argely peacetine orientation toward arns control and ot her
"national" issues, and that it was not designed to serve the
warfighter well. Wth an orientation on collection and a focus on
di stribution to national users |located primarily within the
Washi ngton beltway, it did not denonstrate the agility, rapid data
fusion or dissemnation to far-flung areas which was needed to
support field operations efficiently. Although the Gulf war was a
far | ess stressing scenario than we m ght one day face, and
al though US intelligence perforned well overall, the |egitinmcy of
these critiques largely was confirned in 1990-1991.

The need for nore investnment in processing and exploitation
has deepened as col |l ectors are being designed to amass far | arger
vol unes of dat a.

Critics also long have contended that expensive satellites are
not being used efficiently, especially during the early depl oynent
phase of new and upgraded systens, because requisite processing and
expl oitation capability on the ground are given short shrift and
devel oped only bel atedly and sonetinmes hal f heartedly. As a
result, billions of dollars routinely are spent on collection
systens that have for |ong periods of tine been used suboptinmally.

The data avail able to date have indicated that the tendency to
favor collection has grown stronger rather than weaker. Since
1992, the budgetary priority and dom nance of collection apparently
has increased rather than decreased. As the intelligence budget
has declined, collection has taken fewer cuts within both Tactica
Intelligence and Rel ated Activities (TIARA) and National Foreign
Intelligence Program (NFIP) budgets, and hence consunes a | arger
share of avail abl e resources than previously.

The NFIP collection budget is dom nated by the National
Reconnai ssance O fice, whose budget has clinbed fairly steadily and
is projected to continue doing so. The requested Nationa
Reconnai ssance Program (NRP) share of the NFIP, therefore should
continue to rise within a static or declining overall NFIP budget.
Satellites and associated ground facilities also were taking nore
of the reduced collection portion of NFIP funds. Nonetheless, the
overal |l collection budget has been faring better than other
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portions of the NFIP. The Tl ARA budget is weighted | ess toward
col l ection, probably in part because nany intelligence

di ssem nati on systens nust be financed within the services.
Conpari son of 1989-91 figures with 1995-97 projections also show
that collection has fared well w thin TIARA

Wth respect to TIARA it should also be noted that unmanned
aerial vehicles currently devel oped as prototypes under Advanced
Concept Technol ogy Denonstration (ACTD) prograns are not funded
for production, and collection budget increnents for this purpose
m ght be necessary beginning in FY 1998-2000. Likew se, there is
a potentially |arge unfunded processing, exploitation and

di ssem nation bill for these systens; attention and funding to date
usual Iy has concentrated on the collection portion, despite
hi storical neglect and inadequacies in other areas. Overall, TIARA

investnent in imagery collection has been increasing, but inmgery
processing and dissem nation admttedly are not funded adequately
under current TIARA projections.

Many in both the Executive Branch and Congress, including this
Comm ttee, increasingly have objected to the traditional budgetary
dom nance of collection and believe we could achieve nore val ue for
the marginal dollar by shifting funds to processing, exploitation
anal ysis and di ssem nation. This consensus has grown since DESERT
SHI ELD/ DESERT STORM hi ghl i ght ed defici encies in "downstreant
activities, notably dissem nation. The aforenentioned Intelligence
Capabilities Task Force al so has provided a dissenting note on this
i ssue, however, finding that collection and production/anal ytical
capabilities have been pretty well bal anced, and that if anything
a slightly greater enphasis on collection my be needed. It should
be noted, however, that at present we often collect significantly
| ess than our capability, since platforns are built with capacity
excess to projected normal operating requirenents to allow for
surge capacity.

Regar dl ess whet her collection and downstream capabilities
ot her than di ssem nation were well balanced in the past, nmany woul d
argue that there will be a future inbalance favoring collection if
action is not taken. They fear that it wll be difficult to nmake
efficient use of |arge prospective increases in data, to be
coll ected by technical platforns now planned or under devel opnent
as well as by "open source" nethods. |ndeed, sone top anal ysts
believe the community already fails to exploit adequately the
i magery and signals data currently being collected and processed.
VWiile inevitably we will always collect significantly nore data
t han we use, sone wonder whether we can continue to explain or
rationalize the collection of |arge excesses, especially since only
a very small part of what is collected is actionable. Prom nent
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experts have voiced to the Commttee worries that in the future it
w || beconme nore difficult to separate the wheat fromthe chaff,
and that we coul d beconme overwhel ned with data and unable to reduce
it tothe information we really need. Sone have wondered whet her
we will need a new class of data sorters, to cull information to
forward to data users.

On the other hand, however, users -- and builders --
soneti mes have been | oathe to reduce collection platform
requi rements, which mght in turn reduce costs. Sone also note
t hat argunents over intelligence assessnents usually are resol ved
definitively only by acquiring nore data, not by nore anal ysis.

The Chairman of the House Permanent Sel ect Committee on
Intelligence (HPSClI) has adopted a position that fundanmentally
transcends this argument about whether there is an inbal ance
bet ween col |l ection and downstream activities. It is his viewthat
satellite collection and ground systens, which as noted above
account for approximately half the NFIP collection budget, probably
coul d be acconplished for far |ess noney, thus freeing up |arge
sunms of noney for nore innovative collection schenes, for greater
i nvestnent in downstream activities, and/or for reductions to the
intelligence budget. This reduces us to the proposition that we
can do it smarter, that technology allows the future NRP to coll ect
as much as or nore than now pl anned, for nuch | ess expenditure.

The aim should be to reduce substantially the cost of sone or nost
"basel i ne" NRO systens in order to free up noney for other

pur poses. Moreover, we should attenpt sinultaneously to decrease
satellite systemvulnerability and increase our capability to
counter denial and decepti on.

In its FY 96 authorization bill, the Commttee advocated
i mredi ate and aggressive devel opnent of prototype small spacecraft
i magery alternatives, including associated rapid acquisition
practi ces and perhaps conpl etely nodernized ground facilities. The
aut hori zati on conference referred this proposal to an i ndependent
panel established by the Director of Central Intelligence, which is
to report back this spring.

Potenti al savings could contribute greatly to contai nnment of
collection costs, with the added benefit of providing nore
pl atforms, thus decreased vulnerability and greater coverage or
revisit. Wile small satellite applications have to date
concentrated on inmagery platforns, their potential for SIG NT and
comuni cati ons applications al so should be accorded high priority.
Regar dl ess whet her the panel decides to proceed with devel opnent
now, we believe that smaller and cheaper satellites are the
t echnol ogi cal wave of the future, and that the I1C also wll adopt
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them eventually, if belatedly. Secondly, the Commttee initiative
al ready has spurred the adm ssion that far |ighter and | ess
expensive "nmediumsatellites" could be built, confirmng our view
t hat consi derabl e reductions could be made to the NRP spacecraft
budget. To date, there has been | ess study and novenent regarding
ground systens.

Thus far, the NRO s reaction to rising costs has been the
opposite of what we have recommended. Acknow edgi ng that space
system costs were becom ng prohibitively expensive, the NRO
accepted the reconmendati ons of a 1992 panel to reduce the nunber
of spacecraft on orbit by nearly half, conpensating for this by
| oading up still nore investnent and capabilities on the remaining
upgraded platforns. The theory behind this was that after initia
i nvestnments, constellation costs would cone down. Instead,
however, it appears that, at best, expenditures would | evel out at
hi gher levels that previously. 1In effect, we have roughly doubl ed
our costs per spacecraft, as well as increasing our vulnerability
to denial and deception and to accident or attack.

Technol ogy Allows Mdre Capability at Less Cost

Two Committee | C21 hearings on technol ogy trends reinforce our
conclusion that commerci al technol ogy and practices hold the key to
relatively painless reductions in collection costs. Wtnesses
agreed that commercial technology is nuch cheaper, is wdely
avail abl e, | eads governnent R&D in many areas, and is characterized
by rapid (six to 24 nonth) generational turnover. The chall enge
for governnent, they said, will be to concentrate governnent R&D in
key niche areas with little commercial use or interest, and to
change radically our acquisition philosophy and processes. Success
will be dictated by our ability to concentrate on swift application
and fielding of coomercial standards and the | atest comercia
technol ogy, allowing us to naintain a qualitative and cost
advant age over adversaries. This will also permt a nore robust,
conpetitive and easily nmaintained industrial base.

O all the technol ogy advances, perhaps the nost inportant is
in processing and mcroelectronics, or "information technol ogy."
Rapi d generational advances in this area, with turnover every six
to 18 nont hs, have inportant applications throughout the
intelligence spectrum from "upstreant collection through
"downst reant processing, exploitation and disseni nation.

These continuing revolutions in processing capability, for
instance, help permt fielding of spacecraft that are not only
lighter and cheaper but also smarter, allow ng greater on-board
processing of information. The latter, in turn, could permt
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direct dissemnation to the field and comuni cati on between
satellites. For sone applications, eventually "mcro-satellites"
depl oyed in "clouds"” and communi cating with each other and possibly
with a larger nother satellite mght feature distributed collection
and di vision of labor, thus allow ng i nexpensive reconstitution or
sel ective parts replacenent.

Rat her than enbraci ng the advanci ng technol ogy, however, the
NRO opted to continue naking very large satellites, which are very
costly in thensel ves and al so are extrenely expensive to | aunch.
Partly, these decisions traced to an assunption that we could not
get all intelligence assets off the TITAN IV, and if we could not
do so, we might as well put a |Iot of NRO spacecraft on TITAN IV in
order to avoid increasing the already enornous costs per | aunch.

Therefore, for exanple, despite major advances in conposites
and |ightweight materials, spacecraft bus often remain very heavy.
Simlarly, electronics often are nuch heavier than current
technol ogy allows. Exanples of major technol ogy advances which
could be incorporated to reduce spacecraft size and cost while
retaining capability include: ginballed or phased array antennae;
hi gh efficiency solar arrays and high density batteries; high
performance conputers and digital comrercial DRAMs; and nore
advanced attitude control systens such as Inertial Measurenent
Units (I MJs), Star Trackers and d obal Positioning System (GPS)
receivers. Even where the NRO has pioneered new technol ogy, its
basel i ne prograns have not always noved to put it on orbit quickly.

I n processing, too, better adaptation to commerci al standards
and rapi d technol ogy advances shoul d revol utioni ze the way the NRO
and others do business. In the NRO ground processing policy often
has mrrored the approach to associated satellites. Usually we
have resorted to very expensive upgrades of custombuilt, vendor-
specific, old and inefficient technology. This is one reason why
ground processi ng now can represent two-thirds of space system
costs. Wth dramatically inproved processing power and software
based as nmuch as possi ble on comrercial standards, trenmendous
efficiencies and cost savings are possible. This is why sone of
the small satellite proposals advocate redesigning processing
systens with "a clean sheet of paper" approach. Because i ndividua
satellite prograns currently use different contractors with system
and proprietary-uni que processing, this nmust be changed before we
can fully acquire cross-platform cross-INT collection synergy.
This also reinforces the need to integrate ground facilities based
on common standards and protocols and on commercial technol ogy to
the fullest extent possible.

Smal l er satellites could potentially feature life cycle costs
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| ess than half those of some current satellites, freeing up
billions of dollars. Oten, snmaller satellites also offer

i nportant advantages other than financial savings; one major point
is that we could put nore platforms on orbit, allow ng better
revisit time, nore flexible worldw de coverage, decreased
vulnerability and nore a efficient industrial base.

Advanced technol ogi es such as those all ow ng increased
processi ng aboard even |ighter weight spacecraft now render it
possible to dissem nate selected data direct fromthe satellite to
sinplified, distributed ground stations. This mght gratify users
by sending sone data directly to the field, and it could al so
reduce our vulnerabilities due to chokepoints in these systens.
And, once again, it is comrercial technology which has | ed the way
i n devel opi ng concepts for direct dissem nation to individual
users.

There has devel oped a belief that "direct” or "gl obal"
broadcast is a better option than direct downl oad, since it allows
processing and fusion of material in the US and distribution of
culled information to mlitary units that m ght otherw se be
overwhel med. However, it appears that gl obal broadcast and direct
downlink (DDL) fromcollection platfornms should be considered
conpl ementary rather than conpeting alternatives, so long as DDL is
executed in a cost effective manner. Field ground units could
collect fromtactical assets and broadcast processed information up
to satellites for transm ssion back to the US. They could task and
collect fromsatellites via direct downlink only the nost inportant
data for their purposes, and would have only thenselves to blane if
they got too nuch to handle. DDL would ensure their tinely receipt
of the nost inportant data, the ability to view high priority "raw'
product fully, protection agai nst possible comunications
interruptions or priority problens, and provision of a m ni mum
backup agai nst satellite systemvulnerabilities.

In general, this study argues that the NRO shoul d eschew a
policy of extrenely expensive, evolutionary upgrades and instead
seek revolutionary | eapfrog technol ogy based nostly on commerci al
t echnol ogy wherever feasible and prudent. However, affordability

also will require a change in acquisition philosophy simlar to
what ot hers have urged for Departnent of Defense (DoD) prograns.
Systens will have to be produced quickly, conpetitively, and in

| arger quantities, in order to control costs and get technol ogy on
orbit pronptly. DoD directives to mnimze mlitary specifications
on existing and planned systens will have to be taken seriously.
Managenent superstructure should be mninmzed, and personnel
reduced to the mninmum needed. This is contrary to current trends.
Further, NRO "base" or support costs constitute fully one-third of
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the NRP, and have not been delineated well for outside or
Congressi onal scrutiny.

Stream i ned acqui sition phil osophy al so focuses on
requi rements rather than contract specifications, allow ng the
contractor to determ ne how to neet those requirenents. Fixed
price contracts should replace cost plus contracts wherever
feasible. In the past, NRO contractors were incentivized primarily
to extend satellite life, with profits increasing accordingly.
Hence, intelligence satellites have becone very long-lived. This
phi | osophy, too, probably should be reconsidered, because as
t echnol ogy advances ever nore rapidly, it has conplicated efforts
to get new technol ogy on orbit.

Despite these advances in longevity, the NRO continues to
resist altering artificially low "nmean m ssion duration” (MVD)
estimates, according to which acquisition schedul es are pl anned.
The result has been inefficient procurenent stretch-outs, belated
cancel |l ations, high satellite storage and team nai nt enance costs,
constant disruption to an incorrectly sized industrial base, and
attendant hi gh overhead costs which are passed along to the

governnment. In addition to these inefficiencies, stubborn
adherence to artificially | ow MVDs has driven us to numerous
policies that otherwi se would be considered illogical, if not

downright silly.
Apportioning the Collection Budget

Regardl ess how they are operationally used, there is
wi despread agreenent that there is little logic in the process for
deci di ng which collection capabilities we nost need and shoul d
acquire in the first place. Not only are there few neans for
trading off the value of one potential platform agai nst another,
but there is little nmechanismfor trading off collection against
other priorities.

It is striking, for instance, that the division of resources
anong the INTs has remained |argely static over the years,
especially within the NFIP, which is less volatile as a whol e than
is TIARA/Joint Mlitary Intelligence Program (JMP). This static
-- or stagnant -- status persists despite vast changes in world
politics, targets, and technol ogy.

Measurenment and signatures intelligence (MASINT) al so presents
a perplexing case history. Difficult to understand and often
wi t hout an established constituency, under the current budget
all ocation system it will have a hard tine comng to its own due
to declining budgets. Indeed, MASINT budgets have shrunk we rushed
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to shut down traditional radar collectors on the theory that they
no | onger were needed for the post-Cold-War period. Yet many
bel i eve that MASINT collection could becone the nost exciting
future intelligence technology if properly managed, and if these
and other potential newinitiatives were not considered primarily
as threats to the financial viability of expensive existing

pr ogr ans.

Non-techni cal collection capabilities considered relatively
cost effective sonetines also have had difficulty maintaining and
i ncreasi ng budget share. HUM NT, for exanple, sonetinmes has been
cited as potentially far | ess expensive than technical platforns as
a nmeans of collecting the nost highly focused and sought-after
intelligence requirenents, e.g., on eneny |eadership and
intentions. This could be particularly true if civilian and
mlitary HUM NT col |l ectors undergo the cultural change of realizing
that their future is brightest if they whol eheartedly marry HUM NT
operatives to technical collection, somethi ng now made possi bl e by
t he advance of technology and m niaturization.

Open source intelligence traditionally also has had a
difficult time increasing market share conmensurate with its
potential. The growth of open source material should allow a
further refinenment of collection strategies and an ability to
concentrate the limted nunber of technical collectors on the truly

"hard targets." However, the burgeoning availability of open
sources has conplicated the IC s ability to manage the anmounts of
data now available. In addition, there is a bias anbng sonme in the

intelligence and policy conmunities against open sources, stemm ng
fromthe erroneous belief that no information that is valuable is
likely to be easily accessible or unclassified. This prejudice
severely undercuts the utility of open sources and can only be
overcome through positive action. Mreover, the under-utilization
of open sources -- and HUM NT -- may be due partly to a |lack of
under st andi ng anong users about their potential and how to use
them The I C has been addressing these problens for the past
several years and should devote nore resources to them given the
savings this may create in terns of overall collection costs.

Such col | ection budget allocation problens apparently derive
partly fromthe observation above that each stovepi pe or program
determ nes its own budget and wites its own report card. There is
l[ittle mechanismat the top |level for judging between them and
sonme argue that it would be virtually inpossible to maintain in one
deci si on-maker or centralized | ocation the detail ed know edge of
all the diverse intelligence prograns and capabilities that woul d be
needed to informcentralized managenent over a sustai ned peri od.

http://www.access.gpo.gov/congress/house/intel/ic21/ic21004.html (18 of 27) [5/6/2003 9:19:45 AM]



V. Collection Synergy

The only current institutional nmechanismfor effecting such
trades within NFIP has been the Comunity Managenent Staff (CWVS),
whi ch sonetinmes has been directed not to interfere with program
managers. Moreover, programelenment nonitors within CMS are
detailed fromelsewhere in the Conmunity and eventual |y nust return
to their old positions, so are in a poor position to issue
j udgnents which m ght be unpopular with their parent organizations.

Sone argue that both collection managenent and program trades
at the margi ns can best be effected by the all-source anal ysts
| ocated in centers, by task forces or by issue managenent teans.
These persons are read into nost or all relevant collection
prograns, know their capabilities, access and current operations,
and can judge past perfornmance and cooperation conpared to ot her
col |l ectors.

One suggestion is that these groups be given sone "seed noney"
of their own, so they can pursue | ow cost collection prograns which
now | angui sh as | arge, expensive progranms receive the attention and
noney. It can be confirned that on Capitol H Il as well,
all ocations of a fewmllion dollars often are scrutinized far nore
carefully than | arge prograns, although their suns amount to | ess
than the rounding errors of the latter.

These seemingly intractable problens regarding allocation of
the coll ecti on budget m ght be approached in a novel way by
consi deri ng devel opnent of a "market" approach to apportioning
coll ection nonies, rather than the current system The market
approach woul d seek to avoid the problens of the "comand econony”
alternative nost often considered; for objective, long-term
expertise in these many and conpl ex progranms probably is at best
fleetingly achievable in an all-powerful DC or collection "czar"
or centralized staff. A market system m ght al so present numerous
ot her advant ages, although inplenmentation could be difficult, at
| east initially. The follow ng exenplifies the outlines of such a
system which requires further thought and devel opnent of detail.

One way in which a market system m ght be inplenented woul d be
to apportion anong intelligence users noney or nonetary "chits" for
the com ng and out years, which they could divide and allocate
anong potential collection systens that appear able to neet their
future requirenents nost cost-effectively. Those nbst successfu
in allocating their noney wi sely would not be puni shed by taking
away savi ngs, but rather would be free to use those savings for
addi tional collection benefiting thensel ves.

Under this exanple, a nethod would have to be devised for
fairly apportioning noney or nonetary "chits," representing non-
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basel i ne doll ars, anong users/consuners, with flexibility for
changes in perceptions of need/fairness and in national security
priorities over the years. On the mlitary side, for instance,
consuners could include the Defense Intelligence Agency (Dl A)

all -source anal ysts, CINCs, services, joint staff and the Director of
Mlitary Intelligence; on the civilian side, they m ght include the
DCl, departments and agencies, the National Security Council (NSC)
and Cl A all-source analysts and centers. |f necessary, a neans
could be found to weight a portion of these votes towards "enduring
chal | enges” or |ong-termgaps and for collection to overcone deni al
and deception, e.g., by requiring individual users suffering from
such gaps to expend a percentage of their chits in this area or by
setting aside a bloc of DCI and DM chits for this purpose.

Core or "baseline" capabilities would be determ ned and
mai nt ai ned for programstability, but would be thoroughly and
critically reviewed both initially and yearly thereafter for cost
ef fecti veness and operational responsiveness to consuners. Any
guestions or discontent surfaced by either an independent staff
permanently assigned to a CM5-style organi zati on or by Congress and
consunmers woul d be aired thoroughly and periodically reviewed by
t he consuners, with budgetary adjustnments made accordingly.

An accunul ation of enough "chits" could either finance a fully
desi gned and costed system as presented to users or, in planning
and requirenents stages, represent the cost and requirenents/users
for which a system shoul d be designed. Program managers woul d have
to nmarket their proposed product anong potenti al
users/ payers/voters. A truly independent CMS (not using agency
detail ees) could serve not as the DCl's resource to grade and
prioritize progranms, but as a "truth in marketing" organization for
technol ogy risk and cost estimates, to which users could refer (cf.
Intelligence Cormunity Managenent staff study). |If high-cost but
necessary systens could not achieve funding "critical nmass," a
"runof f" system m ght have to be devel oped.

Such a "nmarket" system woul d appear to have the advantages of:
naturally elimnating unnecessary redundancy; favoring | ower cost
systens; forcing users to prioritize their requirenents nore
carefully, since users would have only a |limted anmount of nobney to
spend for their particular needs and would be truly paying the
bill; forcing a debate over requirenents priorities, both when
di stributing and when expending chits; and presenting incentives
for cross-service, cross-TIARAN JIJM P/ NFI P i nvestnments, depending
upon whi ch option would neet needs at | owest cost, since the user
woul d be able to retain savings for other purposes. Program
managers woul d be incentivized to mnimze conpartnentation and
program costs, and both they and users would be notivated to form
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groups of nultiple users who mght share the bill. Once the system
was operational, collection managenent woul d be geared to satisfy

t hose who had paid the bills, in order to sustain their support for
the existing systemand mai ntain consunmer trust for future budget
deci sions; utilization for other unforeseen custoners could be
directed by the DCl or his collection deputy. As in a true market
system the DCl and ot her users would be free to trade informally
some of their own chits/votes, as they saw fit.

The system woul d becone nore free-wheeling, and aspects of it
m ght seem undesirable to sone. Consuners would have to becone far
nore educated on the range of collection systens and opportunities
t han nost are now, and inevitably woul d make sone errors.
Political infighting and wheel er-deali ng woul d continue to
flourish, especially over consunmer "chit" allocations. Expert
mar keti ng or sal esmanshi p coul d beconme a program comodity as
val ued as substantive expertise. However, consuners primarily
voting their own self-interest ultimately shoul d produce a nore
rational, efficient, fair and flexi ble systemthan we have now or
t han coul d be achi eved and nai ntai ned under "commuand econom es”
overseen by the DCI/CMs, DM and individual services.

Recommendat i ons
Col l ection Synergy and Col | ecti on Managenent

1) Interoperability should be effected through a high-priority
revol utionary approach rather than through the evolutionary nethods
now contenpl ated; the latter would del ay achi evenent of extensive
synergy for a generation. This revolutionary approach woul d accept
nore short-termrisk and disruption in exchange for nmuch | arger and
qui cker pay-off.

- For the near term universal translators should be
devel oped and fielded to put headers on data com ng from
"l egacy" collectors using diverse protocols and
standards, thus providing a conversion factor for al
pul se descri ption words.

- Over the next five years or so, conprehensive
standards and protocols (for timng, ephenerus,
frequency, geodesy, etc.) should be devel oped and
enforced for new systens, simlar to the nulti-Ilayered
standards set for the conputer science industry by an
I nternational standards organization

- Synergy thus should be nmaxi m zed fromcoll ection
t hrough processing, exploitation and di ssem nation. The

http://www.access.gpo.gov/congress/house/intel/ic21/ic21004.html (21 of 27) [5/6/2003 9:19:45 AM]



V. Collection Synergy

nunber of uni que systens and conponents shoul d be

m nim zed, and use of commercial off the shelf conponents
maxi m zed. Wth digitization and proper standards, we
shoul d eventually be able to disseninate, exchange and
exploit all data within a common transm ssion/receive
system just as the commercial world nowis |eading the
way in routing voice, video, conputer and fax over the
sane |ines.

2) An i ndependent DCl/ Secretary of Defense (SECDEF) |evel
board shoul d be established which sets and enforces all necessary
standards, protocols, etc., for intra- and cross-INT
interoperability fromcollection through dissem nation and
exploitation, basing themas nuch as possi ble on commerci al
standards. (cf. Intelligence Community Managenent staff study and
its discussion of the Infrastructure Support Ofice (1SO).

3) Wil e we should be effecting a shift fromsingle system
geol ocation to col | aborative geol ocati on, too nuch of the initial
focus of fused collection has been on what m ght be the nost
demandi ng of fusion problens, i.e., the achievenent of extrenely
preci se geol ocati ons. Much greater effort should be devoted now
to cross-cueing and integrated collection managenent, w th high
priority on cross-INT aspects.

4) Al'l -source anal ysts extensively trained in collection
managenent and with access to data fromall collectors relevant to
their mssion area should select and task the collectors nost
suited to their problenms. (cf. Intelligence Conmunity Managenent
staff study on CMS coll ecti on managenent and el ectroni c connections
with anal ysts and collectors.) A concerted effort nust be nmade to
devel op and sustain this expertise at both the national and
tactical |evels, through inproved, centralized cross-INT collection
managenent training and utilization prograns.

5) It seens necessary to centralize collection nanagenent in
order to: reduce duplication; effect cross-INT trades and use the
nost efficient collectors; achieve desired collection synergy and
count er-deni al and deception (D&D) capability; and provide inproved
collection dexterity and responsiveness suited to the post-cold war
world. (cf. Intelligence Community Managenent staff study.)

- Wth inproved comuni cati ons and conputer progranmm ng
and graphics, and wth a transformation to "bits are
bits" synergism nultiple centers could exist with

I ndependent capability and full interoperability. For

i nstance, there could be a national collection managenent
center as well as tactical conmand and
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control/information centers in each major regional
command, plus ad hoc hoc teans for |ocal crises or
oper ati ons.

- Conmputer prograns could depict all avail abl e assets
and their tracks, and automatically conpute the nost
accessi ble and cost-effective collection solutions.

I nt eroperabl e di ssem nation could bring all requested
data fromany source down to a single point -- with
digitization, "bits are bits."

6) | mproved, common data bases with easy retrieval by those
at renote |l ocations are essential for synergismin both tasking and
exploitation. (cf. Intelligence Conmmunity Managenent staff study.)

7) The Intelligence Conmunity nust find a better way to
manage and bal ance near- and longer-termpriorities, which recently
have beconme too wei ghted toward support for current crises and
i nterventions.

Col | ecti on- Downstr eam Bal ance

8) The NFI P/ TI ARA budget shoul d be broken out within the
five cross-program categories of collection, processing,
expl oi tati on/anal ysi s, communi cati ons/ di ssem nati on and
infrastructure. The purpose of these groupings would be to focus
policy and budgetary attention on the relationships and trends
between the five conponents. At mninmum overall figures with
acconpanyi ng tabl es of conponent |line itens should be presented in
overvi ew books/ portions of the Congressional Budget Justification
Books (CBJBs)/ Congressional Justification Books (CIJBs) for FY 98
and beyond. This approach could be conpatible with and
conpl enentary to m ssion-based budgeting. |If detailed m ssion
based budgeti ng does not prove practicable, these five divisions
could formthe basis for building the budget and for organization
of all CJIBs/CBJBs, and could be a vehicle for forcing conpetition
for decreasing funds within and between the five divisions.
Cat egori zing the budget in this way should also incentivize
prograns to reduce costs (see bel ow).

- The collection category should include the platform
command and control portion of the ground infrastructure,
but there should be further study of whether any initia
ground processing should be included within the
col l ection category, and, if so, to what |evel.

- TIARA, JMP and NFIP activities should be budgeted and
oper at ed cohesively, since the distinctions between them
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are decreasing or di sappearing.

- Congressional budgetary oversi ght woul d best be
organi zed al ong these five budget categories as well.

9) The DCI and Secretary of Defense should determ ne
percent age al |l ocati on goals anong these five conponents, which
woul d redistribute resources over a defined period of years to a
nore rational and | ess collection-heavy budget.

- Exploitation/analysis should receive highest priority
for inprovenents, especially automated exploitation/data
screening; an attenpt should be nmade to quantify the
extent to which automated exploitation inprovenents are
needed to cope with increased data flow and to quantify
how i ncreases in collected and processed data and

I mprovenents in autonmated exploitation should affect

anal yti ¢ manpower levels. Dissemnation also is a very
high priority, but nore rational, cross-INTI, conmon

di ssem nation of digitized informati on m ght eventually
reduce funding requirenents in this area. 1In the
processing area, SIG NT requirenents could becone so
financially and technically demandi ng that we shoul d now
reapprai se the long-termcost-effectiveness and viability
of current approaches. Processing should be sized and
financed to ensure efficient use of new or upgraded
collection systens fromlnitial Operating Capability
(10C) through Final Operating Capability (FOC), including
in these calculations the use of likely "residual" or
partially operational systens.

10) Overcom ng denial and deception which we have experienced
or to which we have known vul nerabilities should be a najor factor
in establishing requirenents and budgetary priorities, for both
coll ection and downstream activities.

- The collection community should be shifting a
significant portion of its resources toward

unwar ned/ unexpected col l ection, and downstream i nvest nent
and anal ytical resources should be specifically devoted
to nmeans of overcom ng denial and deception

Reduci ng Col | ection Costs

11) The following is considered a finding rather than a
reconmendat i on, which should be further studied for feasibility and
i npl ementation details. W should try to devise a system whereby
all types of collection, including TIARAJMP as well as NFIP
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human and open-source as well as technical, are forced to conpete
for noney froma comon, reduced pot of collection noney. A

"mar ket " approach, rather than the current systemor the
alternative "command econony" approach, should be devel oped, in
whi ch intelligence users/consuners individually and collectively
deci de which collection systens m ght best neet their needs.

12) Costs should be delineated as thoroughly for "baseline"
coll ection and other prograns as for non-baseline progranms. The
NFI P practice of maintaining an undelineated intelligence "base"
shoul d be bani shed, both to pronpte needed transparency for users
and Congress, and as a logical fall-out of dividing the
intelligence budget into five parts with separate Iines for each,
i ncluding infrastructure.

13) Congressional Budget Justification Books (CJBs, CBJBs)
should be witten to elucidate clearly the costs, limtations and
m ssi on applications of existing or proposed coll ection systens.
If the above "market" system of budget allocations were
i mpl ement ed, these books woul d serve as the basic reference
docunments for users as well as for Capitol Hill in assessing
i ndi vi dual prograns.

14) Pl anned NRO funding | evels should be reduced, and there
shoul d be an i mMmediate shift in direction toward rapi d depl oynent
of nmore, smaller and cheaper satellites wherever this is
practicable, with appropriate neasures to maintain large satellites
in these respective areas so |long as reasonably necessary to hedge
t echnol ogy and devel opnent ri sk.

15) W should nove to supplenent broad area and nul tispectra
collection with commercial satellite sources, maintaining a mninmm
core capability but relying heavily on commercial adjuncts and
surge capability. Modernized ground stations should be made
conpati ble with commerci al standards and capabilities.

16) Especially if the NRO does not nove toward a far nore
di stributed, robust architecture than now is planned, the military
shoul d consi der devel opi ng i nexpensive and possibly reusable
"tactical satellites" to supplenent national collection over denied
areas during crises.

17) NRO ground systens shoul d be noderni zed as required,
using a "clean sheet of paper"” approach and enpl oying commercially
based, interoperable technology to the greatest extent practicabl e,
except for necessary specialized applications. This should all ow
neani ngf ul and continued contractor conpetition, drastically cut
both initial and upgrade costs, and be designed to nmaxi m ze synergy
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bet ween col | ecti on systens and associ ated ground stations. A
systens integrator should be hired to study the best way to effect
t hese goals, and we should consider the possibility of maintaining
updat ed, cohesive ground stations by contracting out to a systens
integrator (cf. Intelligence Community Managenent staff study).

18) On-board processing and partial data transfer through
di rect downlink should be pursued as a neans of better serving
custoners, reducing satellite systemvulnerability and potentially
reduci ng costs. Systemvulnerability and chokepoints should be
addressed as a matter of intense concern, especially if the
prospect of information warfare is taken seriously.

19) The current nmethod of gearing acquisition strategy to an
artificially low cal cul ati on of expected satellite |life should be
altered to refl ect actual experience and nore realistic
expectations. Spacecraft program managers shoul d consi der
elimnation of a specified nean m ssion duration in contract
requirements and contract incentive rewards, allowing this to
remain as a "bonus" factor in evaluating contract conpetition.

20) Platforns and sensors built for purposes other than
intelligence collection should be used routinely for intelligence
pur poses when this is possible, needed or cost effective. Sensors
built for other purposes, but which m ght provide data useful for
intelligence purposes, should be surveyed, inventoried and
utilized, for both strategic and tactical collection purposes.

21) Especially in the space area, the focus should be on
technol ogy leaps with maximumutilization of commercia
devel opnents, rather than on nunerous expensive bl ock changes and
syst em upgr ades.

22) The NRO s industrial base policy should be closely
scrutinized. Expenditures for this purpose should be mnimzed in
coordination with the drive to nmaxi m ze use of conmmerci al
technol ogy. Policies for selection, especially non-conpetitive
sel ection, of those conpanies which will survive, becone "centers
of excellence,” or receive all future NRO business, should be
reveal ed and externally exam ned for both fairness and | ong-term
financial sense. The industrial base problens associated with
bui | di ng and upgradi ng few conplex satellites with | ong design
lifes should be exam ned. This approach should be wei ghed agai nst
t he advant ages and di sadvant ages of buil di ng many nore and cheaper
satellites quickly and in larger nunbers, with conpetitive
procurenent of |eapfrog technol ogy for space and ground segnents,
rat her than relying on expensive bl ock changes and partial upgrades
to old technol ogy.
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23) A nmuch cheaper system of reliable spacecraft |aunch
shoul d be devel oped (cf. Collection: Launch staff study.)

24) Program managers building intelligence platfornmns,
especi ally spacecraft, should i medi ately enbrace the Secretary of
Def ense's directive to adopt commercial standards for existing and
new contracts, mnimzing use of mlitary specifications and
st andar ds.

25) Acquisition tinelines, personnel and paperwork nust be
reduced considerably, to get avail abl e new technol ogy on |ine
rapidly and to reduce costs.

26) There should be a concerted effort to educate users on
the utility of |ower cost open source and HUM NT i nformation, and
this material (with proper safeguards for sensitive clandestine
HUM NT material) should be rapidly conmuni cabl e over the sane
di ssem nati on system used by other collectors.

27) The burgeoning availability of open source materi al
presents both problens and opportunities. |In order to take full
advant age of open sources, the IC nust continue to devel op i nproved
nmeans of collecting, exploiting and processi ng open source
i nformati on.
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V. SIGINT: Signals Intelligence

Executive Summary

The SIA NT staff study relied heavily on the foundation of the
Committee's oversight and eval uation of both the National Security
Agency (NSA) and the United States SI G NT System (USSS) for the
past several years, to include recent hearings dedicated to SIG NT
program nmanagenment and the G obal Network Initiative. This was
augnmented with two panels, one conposed of the D vision Chiefs
wWithin NSA's Directorate of Operations (DO, and one of the Chiefs
of the Service Cryptologic Elenents (SCEs); a variety of focused
interviews; and a series of questions for the record.

The study states at the outset that NSA is an extrenely
successful organization and that the recomrendati ons contained in
the study are intended to inprove an agency and a functional system
that have provided inval uabl e support to the nation's policy
makers. Al though the study group does not believe that the
cradl e-to-grave approach to a discipline is necessarily the nost
constructive approach for the future, it has served the nation well
in the past and certain elenents of the NSA nodel are worthy of
ermul ation by the rest of the technical intelligence comunity.

The success of the SIA NT system has been in large part due to
NSA's formally established technical control over the discipline,
whi ch has resulted in the devel opnent of a coherent architecture
for collection, processing, exploitation, analysis and reporting.
However, this very strength has becone al so a weakness, as the
resources required to maintain the Consolidated Cryptol ogi c Program
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(CCP) infrastructure are now conpeting with investnent in the core
m ssions of NSA. Because of the way the Intelligence Community is
structured and "managed, " SI A NT requirenents conpete only with
other SIG@NT requirements within an artificial top line dictated in
| arge part by last year's appropriated anmount. |ncreasing
personnel costs, for exanple, thus result in reduced research and
devel opnent expenditures, one of the few "discretionary" funding
categories within the CCP

In the broadest sense, SIGNT is a "bridge" between imagery's
ability to observe activity and HUM NT's ability to gauge
intentions. Wth its current global reach and nultiple sources of
coll ection, SIG NT provides a hedge agai nst strategi c deception and
can be extrenely useful for the tipping of other collection assets.
As the Information Age continues to evolve, the task of nmintaining
the SIA NT system s global reach is becomng nore difficult;
however, the trend towards increasingly interconnected
t el ecomuni cati ons networks using various transm ssion nmedia, in
conjunction with the nore fluid geopolitical environment of the
post-Cold War worl d, nakes gl obal access nore critical than ever
before. Access, however, is only one piece of the puzzle. The
nost inportant challenges of the future may lie in the quantity and
quality of what is being transmtted rather than the neans of
transm ssion. The ability to filter through the huge vol unes of
data and to extract the information fromthe |layers of formatting,
mul ti pl exi ng, conpression, and transm ssion protocols applied to

each nmessage is the biggest challenge of the future. |ncreasing
anounts and sophistication of encryption add another | ayer of
conpl exity.

Signals Intelligence today is at a crossroads. The gl obal
revol ution in conmuni cations technol ogy demands new techni ques, new
procedures, and a new corporate mndset. The technical chall enges
currently facing the SIA@ NT community are daunting, but the outl ook
of those involved is cautiously optimstic. As with past and
future SIG@ NT targets, the very technol ogy that creates the
difficulties can be the nost effective tool to overcone them This
assumes, however, a sufficient |level of investnent to enable SIG NT
to stay cl ose behind technology. A commtnent to preserve the
techni cal capability to access and exploit all major comunications
medi a worl dwi de requires a level of investnent that is not now
pl anned for the SI G NT system over the Future Years Defense Program
(FYDP). And yet, SIG@NT is already the nost expensive of the
intelligence disciplines. How to balance the required |evel of
investment in technology with the nmaintenance of existing core
capabilities is perhaps the true challenge for SIG@NT as it noves
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toward the 21st century.

I n keeping with our recomendations in the Intelligence
Communi ty Managenent staff study, we believe that the rest of the
technical collection comunity would benefit fromthe application
of a variant of the DIRNSA's (Director of NSA) technical control
over SIANT. W also believe that the Intelligence Community (IC)
and the nation would benefit from progranm ng and budgeti ng
deci sions that were based on a cross-discipline analysis of
col l ection, production and infrastructure requirenments and
capabilities, rather than artificial trade-offs wthin progranms or
specific disciplines. Qur proposals for inproved community
managenent of R&D investnent and, in particular, consolidation and
ref orm of personnel managenent should al so prove of significant
benefit to the SIA NT community. This study highlights the need
for inproved nmanagenent and focus of SIG NT R& to ensure that
critical areas are adequately funded and the need to reshape the
wor kf orce for the 21st century.

In a nore centralized structure, the SIA NT "stovepi pe" woul d
still exist, although ideally with much greater perneability at all
| evels, to capitalize on the professionalismand expertise of the
cryptol ogi ¢ workforce. However, we believe that much of the
anal ysis that is conducted at NSA today is nore properly done under
the auspices of an all-source collection agency such as Defense
Intelligence Agency (DIA) and Central Intelligence Agency (ClA),
al t hough this resubordination could be done el ectronically rather
than physically. W also believe that there are specific areas of
the SIGA@ NT systemthat require inprovenent or nore nanagenent
attention; these are detailed in the classified study.
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VLIMINT: Imagery Intelligence

Executive Sumrary

I magery Intelligence (IMNT) will be a nmainstay of the
Intelligence Community (1C in the 21st century. The I M NT
comunity (I MC) today is nade up of a diverse set of users
including mlitary, national, and civilian. W anticipate that the
nunbers and types of inmagery users will continue to grow
dramatically in the future, perhaps into other areas not yet
i magi ned. Thus, it is extrenely inportant that our inmagery system
be flexible to support these changi ng needs.

Exploitation will be the chokepoint for the imgery comunity.
G ven present trends, the nunber of images collected will continue
to outpace our ability to analyze them Collection costs continue
to rise at the expense of processing and exploitation. |nagery
anal ysts are working with archaic tools and the current acquisition
process does not facilitate the tinely infusion of new technol ogy.
This is due in part to the fragnentation of the imgery comrunity,
with infrastructure and research and devel opnent bei ng pursued by

numer ous organi zations with little to no coordi nation. Commer ci al
i magery needs to be considered as an adjunct to national systens
and plans nust be put in place to facilitate its use. The IC

continues to nove to a dichotony in imgery requirenments: users
want inmages in near-real-tinme yet also want detail ed anal ysis.
The imagery community has not yet reconciled howto satisfy these
conflicting requirenents concurrently. | magery di ssemi nation to
the mlitary below the Joint Task Force level still remains an
issue and, finally, foreign denial and deception activities
continue to be a problem and nust be taken into account in future
pl anni ng.
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IMNT will see a great transformation in the next century.
Conmerci al systens will allow everyone, including our foes, to have
access to high resolution inmagery. At the sane tineg,

classification of national imgery nust provide the required access
to allies while continuing to protect collection/processing
capabilities. Mre cost effective collection systens are required
to free up funding to support the "downstreant activities of
processi ng and exploitation. The explosion of avail able inagery
requires that new technol ogi es and expl oitation/production tools
such as autonat ed/ assisted target recognition algorithns and
digital softcopy search tools nust be aggressively devel oped to
hel p stream ine the exploitation process. The 1 C nust nove to
all-digital exploitation of imagery, with access to cross-INT

dat abases, while progressing to a "virtual" analytic environnent,
and fundi ng nust be increased to accel erate the procurenent of
softcopy (digital) workstations for imgery analysts. Support for
t he National Technol ogy Alliance should be increased to provide
nore flexibility in rapidly fielding new technol ogi es and
exploiting conmrercially avail able technologies. Finally, increased
enphasi s shoul d be placed on spectroradi onetric collection,
processi ng and expl oitati on.

Thus, there is nmuch in store for the IMC, however, it wll not
cone for free. Funding nust be increased to set up the centra
infrastructure needed to support the diversity of analysts, to
bring those analysts the tools they need to help alleviate the
expl oi tati on chokepoint, and to increase and focus the R& efforts
to bring new technology to bear in a nore rapid nanner. Collection
costs nust be reduced so next generation systens and expl oitation
advances can occur. |If these things do not occur, the IMCw Il not
be able to satisfy 21st century requirenents.

I MNT: Imagery Intelligence
Overvi ew

I magery Intelligence (IMNT) will be a mainstay of the
Intelligence Community (1 C) in the 21st century. The I M NT
community (I MC) today is nmade up of a diverse set of users
including mlitary, national, and civilian. W anticipate that the
nunbers and types of imagery users will continue to grow
dramatically in the future, perhaps into other areas not yet
i mgi ned. Thus, it is extrenmely inportant that our inmgery system
be flexible to support these changi ng needs.

The needs of the mlitary will continue to expand, as their
m ssi on spreads into new, uncharted areas. Across all levels
(strategic, theater, and tactical) we will see this new scope, in
areas such as coalition operations; highly nobile, detached
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operations; enhanced C41 (Command, Control, Commrunications,
Computers and Intelligence); and peacekeepi ng and hunanitari an
operations, along with further "operations other than war." These
i ncreased areas of responsibility bring with them a greater need
for imagery support. Advanced, precision guided munitions wll

al so demand a new | evel of sustained, highly accurate, inagery

pr oducts.

Cvilian and national inagery requirenments will also continue
to grow. W have already seen the use of national inmagery spread
into environmental nonitoring and evaluation and aid in disaster
relief, both national and international. Nevertheless, this
particular intelligence source will be of primary inportance for
support to law enforcenent, counternarcotics and counterterrorism
nmonitoring treaties and weapons proliferation, and strategic and
econom c intelligence. Again, though, there nay be areas of
intense, future civilian use that go unseen today, because the
future availability of commercial imgery and the recent push to
downgrade national inmagery will potentially bring out new and
di fferent users who did not previously have access to this type of
dat a. Consequently, our future systens nust be easily adaptable
in order to neet these vastly different requirenents.

FINDING |IMNT will continue to be an inportant
collection discipline for a wide variety of issues:

i ndi cati ons and warni ng; support to the mlitary; and
nonitoring arns control agreenents, refugee flows,
narcotics cultivation and ecol ogi cal problens.

The | MC faces several chall enges and nust adapt in order to
mai ntain the | evel of support provided to, and expected by, today's
custoners in a future, changing environnent. These chall enges
arise in alnost every functional area: organization, requirements
managenent, collection, tasking, processing, exploitation, and
di ssem nation. Oher issues include classification |evels, denial
and deception, and interaction with commercial systens. Each of

these areas will be addressed separately in this study.

IMNT will see a great transformation in the next century.
Commercial systenms will allow everyone, including our foes, to have
access to high resolution inmagery. At the sane tineg,

classification of national imgery nust provide the required access
to allies while continuing to protect collection/processing

capabilities. The nunber of users and requirenments will grow.
Exploitation will be the chokepoint in the inmagery process. The
expl osion of available imgery will overwhel mthe imagery anal yst

unl ess aut omat ed/ assi sted target recognition algorithnms or other
expl oi tation/ production tools can be devel oped. Spectroradionetric
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collection wll beconme nore inportant, with major inpacts on the
col l ection, processing, dissem nation and exploitation arenas.

Thus, there is nmuch in store for the I MC, however, it wll not
come for free. Funding nust be increased to set up the centra
i nfrastructure needed to support the diversity of analysts, to
bring those analysts the tools they need to help alleviate the
expl oi tati on chokepoint, and to increase and focus the R& efforts
to bring new technology to bear in a nore rapid nmanner. Collection
costs nust be reduced so next generation systens and exploitation
advances can occur. |If these things do not occur, the IMCw Il not
be able to satisfy 21st century requirenents.

Organi zati on

Much attention has been paid to the | MC s organi zation in
recent nonths. However, great care nust be taken not to break
those parts that work well in an attenpt to fix other perceived
probl ens. It is obvious that the current Central Inmagery Ofice
(C1 O does not have the authority it needs to oversee a diverse
i mgery community. Yet, before we rush into a new organi zati ona
structure, we nust ensure that this new organization, while solving
i mredi ate problens, will be flexible enough to cope with the next
century's "virtual" intelligence environment.

FINDING Cl O does not have the required authority to
oversee and effectively manage the i magery comunity.

We are nost concerned about a lack of CIOs authority to
oversee an inagery strategic plan. Current inmgery organi zations
are not tied together nor beholden to such a strategic plan. This
results in disparate, uncoordi nated allocation of funds and
resources in collection, R&D, and exploitation and di ssem nation
i nfrastructure. D ssemi nation within theater is another area that
needs drastic inprovenent. Those areas that work well, though, are
mainly within the exploitation community. Exploitation support to
the policynakers is excellent. Support to the mlitary is also
very good in the areas of strategic indications and warning, and
contingency planning. However, providing adequate inagery support
to on-going operations is still a challenge, and will only be nore
difficult in the future. Thus, it is inportant for any new
organi zation to ook at this picture and show how deficiencies wll
be i nmproved while maintaining the strengths of the previous
organi zations; at the same tine, this new organi zati on nust be
considered within the wi der context of the IC

FINDING The inmagery community is badly fragnmented.
Infrastructure and R&D are bei ng pursued by nunerous
organi zations with little or no coordination. However,
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any restructuring should be considered only within the
wi der context of all other intelligence functions and
activities.

Sonme have suggested that a new organi zati on be fashi oned after
the Signals Intelligence (SIGNT) nodel. Though it appears to be
a conveni ent organi zati onal structure, we do not believe this wll
solve the MC s probl ens because the anal ogy of the Nationa
Security Agency (NSA) is not directly applicable to imagery due to
maj or technol ogi cal and operational differences in the two
di sci plines. We are al so concerned that a major nonolithic agency
wi |l be LESS responsive rather than nore responsive to the
custonmer. Finally, the risk that future imagery systenms will be
driven solely by technol ogy rather than users' needs increases
under these proposals (though this danger does exist with today's
organi zations). Sone also claimthat another major raison d etre
for this new organization is to solve the dissem nation probl ens of
DESERT STORM W overwhel mi ngly agree that dissemnation is a
probl em however, it is hard to conprehend how an organi zati on that
has no control over theater/Joint Task Force (JTF)/Joint
Intelligence Center (JIC) level forces and | ower echelons will be
able to solve this problem Thus, we nust again gravitate to the
real problenms within the | MC and focus on an organi zation that w ||
be able to provide solutions to these probl ens.

The main problem areas we see with the current structure are
i magery program managenent/ pl anning, research and devel opnent
(R&D), collection, processing, dissem nation, and standards. A
single, strong policy armis needed for coherent end-to-end
pl anni ng. Several key functions should be centralized: standards,
protocol s, and comuni cations interfaces. A strong R&D oversi ght
structure nust be included to ensure that new technol ogi es are
responsive to custoner requirenents and that R&D funds are spent
efficiently, according to an overall plan instead of each
organi zation funding bits and pieces as is done today. The |IC21
Intelligence Community Managenent staff study presents an |IC that
wi |l solve these deficiencies through the needed centralization of
certain functions while preserving those areas that work well.

We believe the exploitation community is one of those areas.
This is an area where IMNT differs greatly fromSIA@NT. 1In the
SIGA NT arena, a signal is collected and anal yzed by NSA, producing
information which is then distributed to a variety of custoners and
agencies. |IMNT, on the other hand, produces an inmage which is
then sent to a variety of organizations and exploited in many
di verse ways within those organi zations. Hence, imagery exploiters
are, in many ways, discrete custoners/users of the inagery in and
of thenselves and, thus, the SIA@ NT analogy is really not
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applicable in this case.

Keepi ng i magery anal ysts close to their custonmers will becone
increasingly inportant but too great a dispersion of capabilities
may |l ead to an erosion of inmgery analysis expertise. Thus, a
bal ance nust be struck between decentralization and centralization
of imagery analysis capability. Anot her bal ance that nust be
struck is the level of segregation between mlitary anal ysts,
anal ysts who support national and civilian custoners, and
cartographers. Recent recommendati ons have been to conbi ne these
forces into one exploitation cadre. Again, we go back to our
argunent that the different exploitation elenments should be treated
as discrete custoners. There is danger in too nuch centralization
because of the diverse sets of skills these analysts bring to the
table. W fear that conbining these personnel into one honbgenous
unit will dilute these skills into one set of "accepted"” skills,
which will not conpletely satisfy any custoner's requirenents. In
order to preserve the diverse set of analytical skills we have
t oday, we recommend keeping the disparate inagery analysts with
their originating parent organizations, while centralizing the
infrastructure that supports them however, we also reconmend
better integration of the imgery analysts into those organizations
for better support to the "all-source" anal ysts.

RECOMVENDATI ON: As noted in the Intelligence Comunity
Managenent staff study, second and third-tier analysts
fromall INTs should be co-located with true "all-source”
analysts in the CIA and DI A

We nust | ook to the future, not the past, for a new

organi zati onal nodel. Legacy stovepi pe organi zati ons are a product
of the past and will not provide the needed flexibility required to
support a "virtual" intelligence community in the future. Qur

nodel of IMNT in the 21st century is based on centralization of
vital functions (end-to-end pl anni ng/ managenent, R&D, coll ection,
processing, archiving, and infrastructure) while sustaining a

di verse custoner/exploitation base. Needs of the users nust drive
the organi zation and those users' needs are net mainly by inmagery
derived information and products prepared by professional inagery
anal ysts, not the raw i nage. These decentralized production
strengths equate to increased responsiveness to | ocal
needs/ m ssions and the ability to tailor and/or focus efforts

qui ckly to respond to changing priorities. This flexibility in
expl oitation, conmbined with consolidation of programmuatic and
taski ng oversight, and a standards based infrastructure, wll truly
allow the IMC to be responsive in the 21st century.

Requi renent s
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Requi renments on a grander scale and collection synergy are
di scussed in separate |1 C21 studies. However, in the context of
i mgery, requirenents and col |l ecti on managenent nust be di scussed.
The new Requi renents Managenent System (RMS) for inmagery is due to
reach initial operating capability (10C) in June 1996 (eighteen

nont hs behi nd schedul e). It is unclear at this tinme whether RMS
will be able to performconparably to its predecessor, CAMS
(COM REX Aut omat ed Managenent System). 1In all fairness, the RVS

goal was admrable: to allow the user to follow his inmagery
request and know exactly where it was in the requirenents process.
However, it is a possibility that RVM5S will never be able to
achieve full operating capability. This is a great exanple of
spendi ng | arge suns of nobney on a stovepi pe system O course, it
was expected that this system would be up and running by now, and
that we woul d be on our way to designing the collection nmanagenent
tool of the future. Since this is not to be, in the near-term we
nmust ensure that RVS will provide equival ent capability before we
all ow CAMS to be shut down. (Both systens cannot run
simul taneously.) In the event RVS cannot neet expected perfornmance
| evel s, CAMSB nust be retained until the next generation systemis
avai | abl e.

For that next generation system we envision an integrated
requi rements process where all types of intelligence collection are
tasked (e.g., SIGNT, IMNT, MASINT, etc.) ldeally, this
transl ates into one requirenents tasking system The mlitary's
Joint Collection Managenent Tool, which was supposed to interface
with RM5, is a small step in the right direction and provides only
one interface to the process. However, this is not absolutely
necessary. Wiat is required, though, is consolidated resource

pl anni ng. W nust be able to do cross-platform cross-sensor
tasking, with dynam c and flexible planning, scheduling, and
managenent . Managi ng whi ch users get to steer which collection
assets will be difficult. Rapid exploitation feedback will allow

nore optim zed planning and scheduling. This all-source
requi renents system nust be conpatible with theater/tactical assets
and should |l ook to neet the goals set out by RVM5, mainly that the

customer woul d know the status of his request, for all -INTS,
t hroughout the entire process. This is discussed in nuch further
detail in the other staff studies nentioned above.

Val i dation of inmagery requirenents al so needs an over haul
The current Community | nmagery Needs Forecast (Cl NF) does not

currently include all requirenments. It also appears that
requi renents are based upon what collection systens are/will be
avai l abl e instead of what information is required. It appears that

the "Seal of Approval" process does not address cost effectiveness
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or ability to fulfill requirenents.

FINDING the CINF is inconplete and appears to reflect
only what can be collected versus what needs to be
col | ect ed.

We need a requirenents systemthat is immune to specia
interests. W propose a central requirenments organization that
woul d | ook across all -INTs to determ ne the nost cost-effective
and capable way to collect the required information. W need an
organi zation that | ooks to the future to determ ne which
technol ogi es require increased investnents today. W would like to
see the IC study and react instead of study and report. There nust
be thorough understandi ng of the problem before the IC junps to
solutions. But this should take nonths, not years.

RECOMVENDATI ON: As noted in the Intelligence Comunity
Managenent staff study, a Community Managenent Staff with
| C-wide authority over requirenents, resources and
collection would inprove the role of all collection
disciplines. This would also abet a nore integrated
requi renments and tasking systemfor |IMNT, which has yet
to be attained.

Col | ecti on

FINDING Collection costs continue to rise at the
expense of processing and exploitation.

Only one solution has been offered so far that shows nmj or
prom se in reducing costs while maintaining capabilities: snal
satellites (snmallsats) acquired through streamined acquisition
practi ces. A distributed architecture made of smaller, single
function satellites, will provide the flexibility and
responsi veness required for the custonmers of the next century.
Technol ogy is now avail able that would allowthe ICto shrink its
satellite size, thus reducing costs, both for the satellite and the
| aunch vehicle, but also froman organization infrastructure point
of view. Al so, by using streamined acquisition, this approach
al l ows new technol ogy to get on-orbit nore quickly. Mul tispectral
sensing satellites can be added to supplenent this architecture.
Best commercial practices nmust be incorporated.

RECOMVENDATI ON: Move to an architecture of smal
satellites (smallsats) to increase capability,
flexibility and revisit while reducing costs.

Smal | sats have al so been proposed for point targets that need
hi gh resolution collection. These Narrow Field of View (NFOV)
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satellites, while nore conplex than the Wde Field of View (WQV),
of fer an exciting opportunity to maintain capability but at nuch
reduced cost. Unfortunately, because nany people believe smallsats
are only capable of fulfilling narrow, niche mssions, these types
of satellites will never be considered seriously until this

technol ogy is proven on-orbit. (It appears that it is nore wdely
accepted that the WFOV mi ssion can be done than the NFOV m ssion).
Therefore, we nmust build and fly a NFOV snmall imager to convince
the skeptics that we do not need to spend billions per satellite to
have equival ent capability. Thus, we nust act now. As stated
earlier, smallsats will not be considered as a viable alternative
unl ess there is an on-orbit denonstration showing their worth. It
is inmperative that the small NFOV satellite be built as quickly as
possible in order for this technology to be a serious contender.

RECOMVENDATI ON: Proceed quickly with a small satellite
denonstration in order to ensure this option is
considered as a viable alternative for the next
generation of imagery satellites.

Anot her idea that should be reviewed, especially if the cost
per satellite can be contained, is to reverse the trend of
i ncreasi ng Mean M ssion Duration (MVD) and build satellites that
will last only three to four years. Costs would be further
reduced, both per |aunch vehicle and satellite, because |arger
bl ock buys of both systens would all ow a cheaper unit price.
Limting the lifetinme of satellites would al so all ow advanced
technol ogy to be incorporated nore quickly and m ssions to be
altered to adapt to new situations because satellites would be
replaced at a relatively fast pace. |Industrial base concerns would
be alleviated and | aunch crews woul d al ways be current on their
procedures. The recent push to increase MVD seens to be a survival
tactic to counter the large growth in satellite cost; because the
IC s satellites have grown so expensive, we can buy only a few,
spaced out over several years. Thus, these satellites nust | ast
| onger so the I1C can stretch out its costly acquisitions. Thi s
approach shoul d be given closer scrutiny.

FINDING "Denial and deception" activities by foreign
governnents are a current problem As U. S. imgery
capabilities becone nore widely known, this problemw |
likely grow.

Al ong these lines, the exploiters should be viewed as
custoners and as such should have input in deliberating the val ue
of new systens because they are the ones who nust use the product.
They shoul d have direct involvenent in utility studies of new types
of systens, which is not the currently the case. Today, the
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Nati onal Exploitation Lab (NEL) is only involved in these types of
studi es when asked to participate. They, along with all other
primary users, should have the authority to demand invol venent with
t he eval uation of any new i magery system

The sane "cl ean sheet" argunment can be nade for the command
and control and ground processing segnents for imgery. New
commercial satellite architectures will be required to control on
the order of hundreds of satellites. Can we |everage off of the
wor k they are doing? New processing advancenents are being made in
the commercial sector that should be incorporated quickly. This
appears to be only one of many exanpl es where contractors have
conveni ently made t hensel ves i ndi spensabl e, at the expense of the
gover nnent .

FINDING The current imagery ground architecture is very
conpl i cated and expensi ve.

Commerci al conpani es are devel opi ng ground stations at rmuch
| ess cost. It gets back to the principle of deleting unnecessary
| ayers and overl apping influences, w ping the slate clean and
starting over. The |IMC should |Iook at using the "clean sheet”

approach for its ground functions. It is especially inportant that
this method be inplenented now while the "l essons | earned”
expertise still resides within the NRO  Thus, they woul d have the

advant age of quickly infusing new technol ogy and sinplifying
operations while ensuring that m stakes of the past are not
r epeat ed.

RECOMVENDATI ON: Redesi gn the ground architecture froma
cl ean sheet of paper in order to take better advantage of
comerci al capabilities and reduce ground station

vul nerabilities.

The NRO needs to return to streanmined programoffices with
smart people doing the work, thus reducing the need to rely on
nurer ous SETA and support contractors. This, too, will reduce the
costs required to procure satellites.

On the airborne side, Unmanned Aerial Vehicles (UAV) and
ai rborne collection will continue to be inportant assets to support
the theater and tactical commander. However, their collection
capability is limted to only those areas where they can fly with
impunity. However, for all airborne collection that remains, the
i mgery nust be collected digitally in order to ensure its
conpatibility with future i nmagery databases and exploitation
wor kst ations. The tasking of these systens should be integrated
with the tasking of overhead systens in order to nmaxinze
efficiency and delete duplication of collection.
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Expl oitation/ I nformation Processing

Exploitation will be the chokepoint in the inmagery process of
the future. The anount of inagery collected will be increased
greatly at a tinme when the nunber of inmagery analysts will have

been reduced. How to interpret new types of imagery |ike

mul ti spectral collection will have to be learned at a tine when it
will be inpossible to pull analysts off-line, unless the hiring
trend for analysts is reversed. Softcopy workstations are a
critical need and purchases for all imgery analysts should be
accel erated. These workstations should be conpatible or able to be
upgraded to work with all types of intelligence and their
associ at ed databases. R&D for a softcopy search tool should be a
nunber one priority. Ei ther the nunber of analysts nust be
greatly increased or technol ogy nust be devel oped to rmake both the
anal yst workforce nore efficient and to take away sone of the
expl oi tation preparation workl oad. We woul d venture that both
must occur: the nunber of analysts nust be increased and the
technol ogy nust be devel oped, both in the fornms of better

wor kst ations and better tools. R&D dollars nust be consolidated in
order to better serve the inmmgery conmunity; however, each

organi zati on nust have control over some amount of funding in order
to preserve specialized tools.

FINDING G ven present trends, the nunber of inmages
collected will continue to outpace our ability to analyze
t hem

FINDING Imagery analysts are working with archaic
tools; the current acquisition process does not
facilitate the tinely infusion of new technol ogy.

The nunber of anal ysts needs to increase now. Also, we are
facing a severe deficit down the road because of a reduction in the
nunber of i1imagery analysts. The longer we wait to begin rehiring,
the greater the danger we will face a gap in know edgeabl e i magery
expl oi tation. Fifty percent of DIA's inmagery workforce will be
eligible toretire within the next five years. This is a problem
t hat cannot be ignored because it takes several years to train an
i mgery analyst to be self-sufficient.

Anot her probl em that has occurred because of downsizing is
the "in-box" nmentality. This is not just a problemw thin the I M
but is occurring everywhere within the IC. Analysts are too busy
dealing with the crises of today to have the tinme to think
creatively and look long range. DI A in the past, apportioned part
of their personnel to |look at |long-termissues but they no | onger
have this capability. Hi story shows that there will be problens
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that may take interdisciplinary teans years to solve. Wth the
current enphasis on imediate information, there is a danger that
refined, thoroughly analyzed intelligence will becone a thing of
the past. W nust balance real-tine information needs while
protecting | ong-termresearch.

Anot her issue is the availability of analysts for the testing
of new tools, products, etc. It is currently very difficult to
pul | analysts off-line for this purpose because there is no margin
left in the nunber of analysts doing the day-to-day work. All of
t hese probl ens hinge on the nunber of avail able anal ysts. Hence,
we nust act quickly to increase the nunber of inmagery anal ysts,
both national and mlitary. The optinum nunber of analysts wll
depend greatly on the exact mssion the IMCis asked to perform and
on how well we apply technology to streamining the exploitation
process for those anal ysts. Regardless, the nunber we have today
i s inadequate and, due to the long tinelines of training, hiring of
new i magery anal ysts shoul d comence at once.

Future imagery analysts will face even harder tasks. They
will be required to | ook at and eval uate diverse types of inagery
and use nore sophisticated tools. They will also work daily with
a paradox: produci ng thoroughly anal yzed, contextually based

products while neeting demandi ng tineliness requirenents of |ess
than 24 hours (in sonme cases, 12 hours). This is an inpossible
task in today's environnment, yet will becone increasingly nore
inportant in the future as other countries gain access to simlar
imgery. Strategic advantage will becone a nmatter of whose
collection, exploitation and dissem nation tinelines are the
shortest. Intelligence nmust be there swiftly so as to be rel evant
t o decreasing planning and execution tinelines, and packaged in
such a way that can be consuned by the user. The | ower echel ons of
the mlitary present the real crux of the problem extrenely short
tinmelines nust be nmet yet great detail is still required. This
woul d appear to be a push toward automated exploitation; this
however, inplies that the tine-donm nant reporting will not have
anal yst derived information and will nerely report what, where and
when, not who, fromwhere and why. |In sone instances, this may be
all that is required but it is our belief that a human will al ways
be needed, at l|least during the timefrane dictated for this study,
to provide the cognitive processes of exploitation. Nevert hel ess,
R&D shoul d be increased and focused on providing these anal ysts the
new tools and efficient processing capability required to help them
cone closer to neeting these demandi ng tinelines.

FINDING The imagery community is not currently able to
satisfy the requirenents for both i medi ate and detail ed
anal ysi s.
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These new tools will enconpass a broad range of capabilities.
In the interim the enphasis should be on providing tools that wll
greatly speed up the analysts' ability to access and integrate
i nformation. Anal ysts need softcopy workstations that allow for
timely retrieval of current and archived imagery with no
degradation in quality. Softcopy exploitation will result in

significant efficiencies. 1t will streanline the dissem nation,
storage and retrieval of inmagery and will enhance the ability of
anal ysts to exploit the full range of available data. It wll

facilitate the integration of classified, comrercial and theater
i mgery, and will allow analysts to quickly acquire the "best"

i mges of a target (assum ng required selection algorithns are
devel oped). The ability to perform nensuration frominagery
obtained frommnultiple sensors at a single workstation will be a
signi fi cant enhancenent.

RECOMVENDATI O\ The |1 C shoul d nove aggressively to

i nfuse new technologies into the I MC, such as automatic
target recognition capabilities, in order to help
stream i ne the exploitation process.

Softcopy search of large |land areas is a critical necessity
yet this tool remains extrenmely difficult to inplenent. Hence,
currently, it nust still be done on a light table. Sof t copy
search tools nust be devel oped to enable efficient search of |arge
amounts of data. Sufficient funding in R& in this area nust be
accommodat ed.

For the future, the best know edge-based tools should be nade
avai l able: on-line access to integrated databases fromthe
anal ysts' desktops; nunmerous data sources avail able on-1line (nmaps
and intell reporting) at different security levels; sinplified
product lines in a limted nunber of formats; and the ability to
recei ve requests on-line and distribute responses that way. A
maj or investnent is required to allow analysts to query, browse and
exploit fromlarge, digital image product |ibraries which use
superconmputi ng and nassive data storage technology. Providing this
ki nd of access could greatly increase the anount of tine an anal yst
spends on analysis. Direct interface of imgery with gl oba
geospatial information based on a standard coordi nate systemis
requi red. Automated inage exam nation technol ogy nust be pursued.
Sof t copy exploitation will be the norm yet softcopy search wll
requi re high-speed conputing, data storage and nanagenent
capabilities in the gigaflop range of speed. Tools are needed to
acconplish tonal dynam c range mani pul ati on and shar peni ng,
geonetric processing for warping or inmagery perspective
mani pul ati on, and registering images to maps. Data conpression,
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managenent and di splay technol ogi es are needed si nul taneously.
Adapti ve i mage conpression schenes will be needed to allow imagery
anal ysts to quickly assimlate information without waiting for the
full-resolution inmage. G eater screen brightness and hi gher

resol ution are needed for search. Flat screens with great
resolution are needed for tactical situations. Three-dinensiona

technology will be inportant (e.g., autostereoscopic, hol ographic,
and lenticular) but screen displays will be needed that do not
require special view ng goggles. As i magery anal ysts search,

| ocate, I D and anal yze pertinent imagery, the results will be
docunented in real-time upon a registered, geographic, information-
based, vectored | ayer. Anal ytic and presentation aids such as nap
overlays, terrain displays and 3-D perspectives will be routine.

We nust capitalize on conmonalities anong digital inmagery and
mappi ng technol ogi es. Superinposition techni ques on up-to-date
basel i ne i mages, maps, and graphics will be able to show changes in
force and target dispositions. Such synbolic information overlaid
on baseline displays could provide tactical users readily
accessible information in a format required for his command and
control function. Hardcopy to softcopy conversion nust also be a
priority due to the vast quantities of historical docunents
containing text, graphics and pictures that are stored in paper and
filmform Conversion technol ogi es are needed that provide basic

i ndices automatically, preserve formats, and permt full text

sear ches.

One area that renmmins quite controversial is autonmated target
recognition (ATR) systens. There are nany anal ysts who vi ew ATR
systens as direct conpetition with their jobs. Then, there are

ot hers who doubt whether these systens will ever be able to repl ace
the i magery analyst. W have taken a noderate approach to ATR As
stated earlier, we believe that a human wll be required in the

| oop, at least for the next 10-15 years. At that tine, it may be
possi bl e that technology will have advanced far enough to all ow
cognitive aspects (i.e., assessing neaning, separating significant
fromirrelevant data, integrating all available data to form

anal ytical context, making sense of imgery-derived data in the
current situation, and judging the significance of the findings) of
the exploitation process to be perforned by conputers. 1In the
interim we need technology to help analysts be nore efficient, not
to replace them Thus, because ATR and artificial intelligence
(Al') are a long way from perform ng these cognitive functions, we
recomrend i ncreased attention to assisted target recognition (ASTR)
systenms while continuing | ow | evel exploration of ATR systens. R&D
nmust be focused and pursued diligently in these areas for both

i magi ng and spectroradi onetric sensing, as ASTR/ ATR offer the only
maj or advancenent in inmagery analysis productivity on the horizon
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ASTR/ ATR have the potential to help resolve one of the IMCs
bi ggest problens. 1In recent years, inmagery analysts have been
forced to be selective in the imagery they exploit. Wth the
amount of inmagery collected increasingly greatly in the near
future, this priority-based exploitation will be the norm The

remai nder of the inmagery will be "binned" into libraries for ready
access, if needed at a | ater date. If no one |ooks at this
imgery at all, nothing will be found. Thus, if assisted "alerting

mechani snms" can be devel oped with | ow enough false alarmrates to
search this excess imagery, then the efficiency of our human

anal ysts is greatly enhanced. There are algorithnms of significant
val ue avail abl e today that could be used as alert mechani sns. For
the future, reliable, totally automated aids to help filter large
vol unes of data and accurately cue imagery analysts to |ikely
points of intelligence interest will be essential. W should | ook
to architect a systemwhere tasks are efficiently divided between
peopl e and nmachi nes, parceling out to each the jobs that they do
best. Sone tasks for conmputers m ght be to screen non-litera

i mgery so an i magery anal yst does not have to ook at it (as

nmenti oned above). Total automation will depend on what kind of
false alarmrate can be tolerated. This will depend on the m ssion
to be supported. Hence, algorithnms need to be very specific to the
job. W should take the ATR problem and break it up into bins,
depending on the problemwe are trying to solve. Then we should
consol idate the bins and ask oursel ves what the value is of doing
this automatically. An assessnment of that value should be traded
agai nst the cost. Conputers are persistent but not very cognitive.
They can be very good at search, can find bright spots, can | ook at
certain parts of the spectrum etc. On the other hand, because
conputers are nmuch better at certain jobs than are people, in the
near-term we should concentrate on those areas where conputers

out per f orm hurmans and perhaps aimfor 50-70 percent automation over
t he next 10 years. For other processes, we should proceed at a
much slower rate and aimfor 10-20 percent automati on. Early
success in automated aids are nore likely to occur in filtering

| arge volunes of inmagery data to the analysts. High performance

i mage screening and sem -autonmati c i nage regi on cuei ng al so show
prom se. For the future, ATR needs to nobve to context-based
recognition, not just for single objects for single vehicles, but
for units in the field and activity types within fixed facilities.
We also need to | ook at automating exploitation of noving target

i ndicator imagery. |If ATR algorithnms can be devel oped that provide
a very high |evel of confidence, then perhaps this processing can
be transferred to the collector to allow screening before the data
i s downlinked. Sone enabling technol ogi es that should be

i nvestigated include domain nmediators (which will help to quickly
nodi fy ATR algorithnms to different but simlar targets) and

know edge engi neering tools (automating identification cues,
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cont ext cues).

RECOMVENDATI ON: Aggressi vely pursue ASTR/ ATR al gorithm
devel opnent, concentrating in the near-termon those
areas where conputers outperform humans.

Technol ogy integration for exploitation has not progressed
further or nore rapidly in the IMC primarily because there exists
no single focal point within the inmagery community with sufficient
i nfluence to foster change. Funding constraints have forced the
IMC to focus on procuring only a small part of the full array of
needed technol ogies. No exploitation R& roadmap exi sts and
different progranms seek different technol ogical solutions to
simlar needs in dissem nation, exploitation databases and
softcopy. Establishing a funding line specifically for
expl oi tati on system devel opnent and supporting R& woul d assi st
greatly in addressing exploitation shortfalls. Requiring that such
a funding line be tied to each new coll ection system woul d ensure
adequat e "downstreani resources are addressed. Required criti cal
technol ogi es that surfaced during interviews include softcopy
expl oitation, automated or assisted exploitation, spectral
phenonenol ogy, inmagery training, nmultimedia reporting and
information infrastructure, surge retrieval visualization and
synt hesi s school s, aut omated downgradi ng decl assification, and
har dcopy-t o- sof t copy conver si on. Expl oi tati on systenms nust evol ve
to acquisition tinelines of nonths not years to keep pace with
technol ogy changes. For acquisition, we have to accept a 90 or 95
percent solution and not hold out for 100 percent if a commerci al
capability is available. Recapitalization is another area of
concern. What is the optimumrecapitalization tinmeline when what
you take off the shelf is obsolete in a year? QO her areas that
need to be pursued include efficient neans of data entry (like
transferring reports to I NTELINK) and the capability to precisely
align or "fuse" two or nore inmages of the sanme target but which
have been collected fromdifferent attitudes, sensors and/or

pl at f or ns. Newer imagery types (such as multispectral sensing)
are harder in terns of their type and the tasks that have to be
done for exploitation. A | arge anount of technology is being
pursued pieceneal in this area but there has been no real high
priority given to go performmssions in these areas. |In the R&
community, we spend an inordinate amount of funds and tine
constructing databases for testing al gorithns. W need a

Conmuni ty, common, controlled test data set and Comunity standards
on netrics so new al gorithnms can be neasured agai nst each ot her
froma comon basel i ne. This would allow for a quick and snooth
transition to the analysts' work environment.

The anal ysts' workstations nust be flexible and user friendly.
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Connectivity via email, at a mninmum with the ability to work on
a conmon white board via personal videotel econferencing at the

i ndi vi dual workstations as a goal, nust be inplenented anong al

i magery anal ysts, both national and mlitary. The |IMC should
define the standards for inmagery exploitation, yet allow
decentral i zed execution. Thus, while the all-source inagery

anal yst of the future will need nore inherent analytic capability
than is required today, perhaps the tactical inmagery analysts wll
not if they can correspond real-tine with other analysts in a
coherent manner. In essence, we nust strive toward the "virtual"
i mgery community. (W would also venture that all anal ysts, not
just imagery anal ysts, have access to this connectivity, thereby
creating a "virtual" IC.) Accordi ngly, analysts nust have user-
sel ectable and filterable theater/national SI QA NT-IM NT-HUM NT
cross-dat abase query, cueing, and collection request capabilities
to facilitate the targeting process and other near-real-tinme (NRT)
requi renents. Froman | M NT perspective, central digital inmagery
libraries will be needed and an inventory of avail able theater

i mgery should al so be accessible on-line. A network of
accessi bl e distributed databases integrated with the existing

nati onal dat abase should be created. This conprehensive database
shoul d have capabilities beyond the current target-oriented systens
and all ow both imagery anal ysts and custoners to access different

| evel s of information to neet specific needs. In the battlefield
of the future, fulfilling those NRT collection, exploitation, and
di ssem nation needs will be critical. Ensuring our tinelines are

faster than those of our adversaries, especially when those
adversaries will thensel ves have access to mlitary grade inmagery,
will require inplenentation of all of these recommendations. These
i ssues nust be addressed within the immedi ate future in order for
the i magery workforce to be adequate in the next century. Though
some conpetitive analysis is healthy, the majority of today's

i sol ated and/ or redundant inagery production occurs because we are
unabl e to share data, analysis and products between sites.
Security measures that guard agai nst unauthorized accesses, both
intentional and inadvertent, without stifling system perfornmance,
are al so required.

RECOMVENDATI O\ The 1 C nust nove to all-digital
exploitation of imagery, with access to cross-INT

dat abases. Mwve to a "virtual" analytic environnent,
i.e., one in which anal ysts are connected el ectronically.
I ncrease funding to accel erate the procurenent of
softcopy (digital) workstations for imagery anal ysts.

The product of the future will be one of nerged data from
every -INT. They will beconme |ess and | ess textual and nore
graphical. Geospatially referenced graphical reporting with
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standardi zed synbol ogy will becone the norm This will also
provi de an acceptable nmethod to hel p protect sources and
capabilities. However, the custonmer nust work with these anal ysts
closely before tines of crises so that the custoner will trust that
the synbols are accurate. 1In this way, perhaps, we can reduce the
nunber of customers who feel they need the raw i mage, when in fact,
all they really need is the imagery-derived data.

This issue, though, may becone a noot point, if the "virtual"”
connectivity discussed above becones reality. |If the new I MC
infrastructure is done correctly, users will be able to pull the
raw i mage if he needs it or pull the imagery derived information,
all the while retaining enail/videotel econferencing connectivity
with analysts within the community. Qur perception of C1Os
archival plan is that it does not include the raw imagery. This is
a mstake. Al information should be accessible. |If this occurs,
t he biggest issue will be ensuring that the user who pulls the raw
i mge al so takes advantage of the inmagery derived data. A conmmon
m sconception is that the significant intelligence contained in an
image is readily apparent to the average observer. Wile it is
true that a consuner, using an identification key, could find on
el ectro-optical imgery an SA-2 site because of its distinctive
pattern, the user would not be able to tell if the site were real,
dummy, or decoy. Imagery analysis has cone a |long way fromthe
days of photointerpretation. A conprehensive, analytical,
mul ti source approach to imagery exploitation is now the standard
wi thin the National Photographic Interpretation Center (NPIC) and
the Defense Intelligence Agency (DI A, though generally not at the
force application levels of the mlitary. The IMC nust be able to
serve both types of customers (force planners and force application

end users) and provide support in both types of situations -- where
the i mMmedi ate transm ssion of raw i magery is enough and where
i mgery derived information is essential. The "virtual"

connectivity nentioned earlier will erase the need to limt the
nunber of raw i mages required by the user, rendering this
contentious issue irrel evant.

Procurenent of information processing equipnent is, and wll
continue to be, an incredible challenge for an acquisition system
built for the Industrial Age. Trillions of dollars are being spent
by industry on information technol ogies. New products are com ng
out every six nonths with new generations of products being
produced every 18 nonths. Qur information processing needs cannot
survive an acquisition systemthat takes five to 10 years to field
new systens (6.1, 6.2, 6.3 type funding is unacceptable for

i nformati on processing systens -- it nandates a | ong devel opnent
cycle). We need to nodernize our procedures to take advant age of
current technology. Qur adversaries certainly will. Along these
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lines, we need to take advantage of commerci al advancenents and

det ermi ne whether a comercial product that fulfills 90 percent of
our requirements is adequate conpared to the cost to custom ze that
product for the extra 10 percent. W need to nmake maxi mum use of
comercial off-the-shelf (COTS) products which requires sonmeone to
i nform encourage, influence and pay vendors to enconpass our

speci alized needs in their technol ogy advancenent efforts.
Standards are also required so the "guy in the foxhole" can receive
i magery data, but governnment standards need to follow comercia
standards if we are to truly benefit from COTS products.

A governnent -conmercial bridge is required, and luckily, one
al ready exists. The National Technology Alliance (NTA) with the
Nat i onal Information Display Laboratory and the National Media
Laboratory is that bridge and shoul d be encouraged and expanded.
The NTA attenpts (and succeeds) in influencing comrercial
capabilities to enconpass governnent requirenents. It provides one
set of governnment requirenents that commercial conpani es can dea
with and provi des the conmercial standards back to the governnent

to i nfluence governnent decisions. We must practice ways to
i nfluence COTS systens before they conme to the narketplace so they
will be useful to the governnent. The NTA has been instrunmenta

in saving several government prograns while sinmultaneously

i nfluencing comercial standards to better support government
requi renents. They should be a mandatory participant in any new
acquisition of information processing equi pnent. They shoul d be
given the legislative and budgetary freedomto field ACTD-type
experinments until commercial conpanies can pick up the support.
The Departnent of Defense (DoD) m ght benefit in non-intelligence
matters froma simlar alliance to help accelerate the fielding of
commerci al systens.

RECOMVENDATI ON: Expand the purvi ew of the Nati onal
Technol ogy Alliance (NTA), increasing its resources and
flexibility to provide nore rapid fielding of new
technol ogies, and to exploit comrercially avail able

t echnol ogy.

One approach to setting up the inmgery processing (data
storage, retrieval, etc.) and conmunications infrastructure, which
nmerits closer scrutiny, is to hire a systens integrator to run this
process. Systens integrators (SI) can cut across organizationa
boundari es (when given that authority) and have the flexibility to
recapitalize quickly in areas where technol ogy turns over
frequently. These Sls are comrercial conpanies that provide this
type of service for a broad array of users. Their ability to
consol i date, delete duplication, quickly upgrade capability and
reduce costs provides a nodel the IMC community should strive to
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achi eve.
Cl assification

One of the biggest controversies today is the sharing of
imagery with our allies in the Bal kans. |Intelligence data sharing
will continue to domnate foreign relations issues for many years.
Every day we hear about a new request in ever nore divergent areas:
environnental, |aw enforcenent, disaster relief, etc. Questions
arise: How do we provide the sane |evel of battlefield know edge
to our allies and coalition partners, how do we provide information
on di sasters, how do we provide data to support U S. policy
decision, all while continuing to protect sources and net hods?
During the majority of our panels, the custoner reiterated that in

nost cases, he does not require the raw i mage, only the imagery-derived

i nformation. These consuners can be served w th graphical
overl ays which provide the imagery derived information w thout
gi ving away technical capability. This has worked very well in the
support NPIC gives to FEMA (Federal Energency Managenment Agency).
FEMA provi des the LANDSAT or SPOT inmage and the NPIC anal ysts
overlay those images with a graphical representation using
standardi zed synbology. It is a very efficient process. However,
again, in order for the customer to trust the information provided
in these graphical overlays, he nust train with them

O course, in the 21st century, anyone will be able to buy
either mlitary grade inagery (one neter) comrercially or the
actual satellite itself as a turn-key system Yet, again, we
shoul d | ook to graphical overlays and imagery derived information
as the mediumwe use to share data. W should protect the billions
of dollars we invest in these capabilities for as |ong as we can;
once the capability is known, adversaries wll undertake
countermeasures to defeat/degrade its collection capabilities. In
the interim graphical overlays will have to suffice.

We shoul d al so nove to protect any future technol ogy

br eakt hroughs. Are we no | onger concerned with maintaining a U S.-only

capability and protecting our investnents? W need to put

back into the psyche of the community that secrecy is a

requi renent, not an option, especially before we invest dollars in
next generation systens. W nust nove to new collection that is
not understood by our adversaries. Along these lines, we should
nove to devel op di ssem nation systens that can handle nultiple

| evel s of classification. Asynchronous Transfer Mde (ATM

technol ogy will allow nunerous |levels of classification to be
passed over the sane comrunications |ines. W need to devel op the
capability to have nultiple levels of information accessible from
t he same workstation
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Di ssem nati on

Di ssem nation of intelligence information was touted as the
bi ggest failure of the IC during DESERT STORM Though it renains
a chall enge today, nuch has been done at the national level to
define interfaces and standards. Comunications will be discussed
in another |1 C21 study, but the bottomline for today is that
i mgery data can be dissem nated to the theater in a tinmely nmanner.
Bel ow theater is where the problens Iie and no nati onal
organi zation is going to be able to fix it. DoD nmust take the
chal | enge and nandate that each theater's unique m x of national,
commercial, and theater inmagery needs and systenms conformto conmon
di ssem nation standards and interfaces.

FINDING |Inmagery dissemination to the mlitary bel ow the
Joint Task Force |evel remains a problem

ClOs A3l (Accelerated Architecture Acquisition Initiative) is
the right vision: virtual inagery archives accessible at every
| evel . However, here is a programthat woul d benefit trenmendously
froma Systens Integrator (SI). As stated earlier, these are
comercial Sls who have streamlined and reduced overhead for
numer ous commerci al and governnent ventures, providing
"infrastructure" type functions for an overall cost savings. A3l
nmust establish a virtual imagery archive for all digital inmagery
and i magery products that is easy for users to access. Users wl|
"pul I whatever imgery and products they require. It isin
essence, the inmgery conponent of total battle space information to
the warrior as envisioned in the C41 concept. Yet, it is really
just data storage, archiving and retrieval, and the future we
envision wll have virtual databases for data fromall of the -INTs.
Thus, instead of setting up another stovepiped system we
must ensure that A3l will be conmpatible in the future with a
virtual multi-INT data retrieval and archival system W are not
convinced that this is what is occurring and, in fact, A3l has been
downgr aded because of inadequate funding resources. Al so, the
mlitary has been very skeptical of A3l because it does not address
i nprovenents to the comuni cati ons network bel ow the CINC | evel
Though this is not the imgery community's responsibility, an Sl
m ght be better equipped to cross organi zational |ines to inplenent
the infrastructure to support everyone's requirenents. |In the near
term though, A3l should not be criticized for things out of its
purview. An SI mght be able to ensure that the communi cations
community is looking at A3l to provide the necessary bandw dth and
that, with the advent of gl obal broadcast and direct broadcast
service, connectivity via these systens will be easily and quickly
i ncor por at ed.
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Deni al and Decepti on

RECOMVENDATI O\ The 1 C nmust continue to examine and to
field neans by which to overcone "denial and deception”
activities.

Commerci al Systens

Commerci al systens should be viewed as an adjunct to our
national collectors. There are sone who believe that the smal
satellite initiatives and declassification of national inmagery wll
put the comrercial conpani es out of business. However, the
comerci al inmagery conpani es devel oped their systens with the
aircraft imgery market as their main consuner, not just for the US
government (USG . Qur prediction is that conmercial imgery will be
just as inportant to the USG tonorrow as it is today. It will be
a val uabl e augnenter of the national/tactical systens and the
mul ti spectral sensing will provide unique data. One area that
shoul d be pursued is whether the comrercial systens can provide a
"surge" capability that would allow nore real tine
collection/receipt of inmagery during a crisis (simlar to US Air
Force's current ownership of a SPOT collection termnal within the
Bal kan theater). One sorely needed inprovenent is a new process
for USG users to procure commercial data. The current process
takes nonths, using the Defense Mappi ng Agency (DVA) as the
m ddl eman, and the customer forced to bring his own noney. W
envi sion, as part of our imagery organization concept, a centra
poi nt which woul d procure comercial inagery as required froma
central pot of funding, authorized and appropriated for this
pur pose. These purchases woul d be made on behal f of the USG so
t hat anyone within the USG could use the imgery. This inmagery
woul d be archived within the nmain national imagery library where
any user could access it. The inagery organization would nmaintain
t he i ndex of what inmagery had been procured. O course, the
di sadvantage to this is that the inagery organi zation could becone
the bottl eneck for these purchases, pushing the custoners to go out
and make their own agreenents with the conmercial conpanies. This
shoul d be allowed as |ong as the inmagery purchased gets
incorporated into the national, not just the regional, library,
that a consolidated |ist of inagery purchased is passed to the
central repository for indexing, and if a common USG |icense is
issued. This allows flexibility across the board.

FINDING The I C can use commercial inmagery nore
effectively to neet sone requirenents.

There are sone proposals being considered within the IC that
woul d encourage and allow our allies to buy a nmediumresol ution
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version of our imagery satellite system These systens would be
exenpt fromthe current "shutter control"” mandated by Presidentia
Deci sion Directive (PDD-23). The rationale for this proposal stens
froma concern about the US being able to maintain its lead in this
t echnol ogy area because of reduced USG fundi ng. Through these

sal es, we woul d have nore funding available to invest in future
systens while getting increased coverage fromthese additiona
systens. This proposal seens to contradict itself; on the one hand,
pronoti ng comrercial systens is a priority while on the other hand,
it advocates building a USG system for foreign military sales (FMS)
that would directly conpete with those sane comercial systenms. W
are al so concerned about giving away our technol ogi cal advantage in

this area. We believe that the shutter control policy is a
necessity today. However, we nust assune that eventually systens
will be proliferated with no such encunbrances and should | ook to

reassess the policy at that tine. W also believe that our WOV
smal| satellite programw |l not conpete with conmmrercial prograns
or give any nore unfair advantage to one program over another. The
four licensed prograns have all nade the decision to go ahead and
devel op these systens w thout governnment funding. Further, the
commerci al systenms woul d be conplenentary. By applying adequate
col | ecti on managenent, offloading requirenents to the commercia
systens is a smart nove on our part. This would free up our
systens to collect other priorities. The biggest difference

bet ween our WFOV and the one discussed earlier is that ours would
not be nade avail able for governnent-to-governnment sales. W would
encour age sal es of avail able comercial systens.

RECOMVENDATI ON: The I C nmust inprove its acquisition and
use of commercially available inmagery. Such imagery can
be used in lieu of nore costly national assets. As
dermands to share inmagery with non-allies during

mul til ateral operations increases, the use of comrercia
imagery is especially inportant to obviate security
concerns.

RECOMVENDATI ON: Set up an account for the easy purchase
of commercial imgery, done under the comon U. S.
governnent |icenses. A central repository and indexing
system shoul d be created for easy access by all users.
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Executive Summary

As part of the Intelligence Community of the 21st Century
study (1C21), the Commttee reviewed the Measurenent and Signatures
Intelligence (MASINT) discipline for its relevance in the
Intelligence Community's (1C future. The results of the study
reaffirmed some | ong held beliefs about the relatively
unpredi ctable future -- especially in ternms of specific
technol ogi es the Conmunity will have to face. One truismthat
seens to hold is that the sophistication of the technol ogi es
enployed in the future weapon system (threats that the IC wll be
tasked against) wll be radically inproved, and perhaps even nore
radically different than those we attenpt to understand today. The
resulting need for a nore sophisticated IC collection capability is
clear. Cear also, is the need to unanbi guously identify these
speci fic weapons or capabilities -- often before they are ever
used. Less clear, but undoubtedly true, is the vital role
conventional technical intelligence disciplines (IMNT, SIG NT
etc.) will continue to play in the identification and | ocation of
the nore dynanmic targets. However, as the sophistication of these
targets increases, or as countries (or transnational players)
enpl oy effective denial and deception techniques, we will need to
enpl oy new capabilities to ensure we can continue to answer the
consuners' questions. One such capability is MASINT. This study
concludes that MASINT will take on a nore inportant role than it
does today in providing critical information on these future
threats. Accordingly, this discipline nmust be focused and wel | - ranaged
to ensure the Cormunity can provide the necessary information to its
various users.
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The study's mgjor findings include:

- MASI NT can provide specific weapon system
identifications, chem cal conpositions and materia
content and a potential adversary's ability to
enpl oy these weapons.

- The Central MASINT Ofice (CMO) has the requisite
| egal authorities to carry out its
responsibilities. However, it is not staffed
comensurate with those responsibilities, and a
fractured organi zational structure limts its
overall managenent abilities.

- MASI NT, as a specific and uni que discipline, is not
wel | understood by both the I C and user
communities. Therefore, the potential of its
future contributions may be limted.

- MASI NT is both a true, unique collection/analysis
di scipline and a highly refined anal ytica
techni que of the traditional disciplines.

- MASI NT straddl es strict disciplinary definitions. It
may use coll ection techniques of, but does not fit
neatly into any one or all of the nore recognized
"traditional" disciplines of IMNI, SIA@ NI, HUMNT, etc

- MASI NT is the | east understood of the disciplines and is
perceived as a "strategic" capability with limted
"tactical" support capabilities. However, MASINT has a
potential ability to provide real-tine situation
awar eness and targeting not necessarily available from
the nore cl assic disciplines.

- MASI NT is a science-intensive discipline that needs
peopl e/ scientists well versed in the broad range of
physical and electrical sciences. Such scientists can
not typically be professionally developed with the IC
They must come from academ a fresh with scientific
knowl edge from experinentation and research. Nor can
they continue to be "proficient” in their areas of
expertise if they remain in governnent enploy for an
entire career.

The study's maj or recomrendati ons incl ude:

- The MASI NT techni cal managenment function shoul d be
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contained within the construct of a multi-intelligence
di sci plined technical collection agency whi ch oversees
t he coordi nated enpl oynent of all technical collection
syst ens.

- The I C should create a "U. S. MASI NT Systent anal ogous to
USSS and USI S.

- The MASI NT manager should be a General Oficer or SES/ SIS
and a permanent menber of the M B, NFIB, and other senior
DCl and DoD boards/panels. Hi s/Her authorities to nanage
the MASI NT community should be equal to those of the
SIGA NT and | M NT nmanagers.

- The I C needs to increase enphasis on informng the |IC and
user conmunities about MASI NT capabilities and products.
Additionally, the 1C needs to make MASINT a formal course
of professional education for all |1C school houses.

- MASI NT should remain a specific collection and processing
di scipline. However, MASINT exploitation is becom ng
nore critical as threat technol ogies inprove. Therefore,
the 1C needs to place increased enphasis on NMASI NT
exploitation within the traditional technica
di sci pli nes.

- MASI NT pl anning and system devel opnent nust focus on not
only technical analysis that is necessary for long term
si gnature devel opnent, but nust also plan, at the outset
of any capability devel opnment/use, the need to satisfy
i mredi ate "tactical" information requirenents.

- The IC nust be able to tap into any/all U S. resources,
i ncludi ng those not specifically within the IC, that have
the ability to input into intelligence data bases. This
i ncl udes having better access to, and gui dance of,
national | aboratories.

- The | C needs a budgeting nmechani smthat is equival ent of
"ready cash." This would provide the ability to readily
fund fleeting or prom sing technol ogies, R& efforts
(without penalty for those technol ogies/or scientific
br eakt hr oughs that do not bear fruit), or unplanned
operational opportunities. This authority needs to be
anal ogous to a venture capitalist.

- The I C needs to examne the feasibility of pursuing trial
per sonnel managenent prograns that provide incentives to
recruit and maintain the necessary scientific experts.
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MASI NT:  MEASUREMENT AND SI GNATURES | NTELLI GENCE
St udy Pur pose

One can argue that the requirenents levied on the Intelligence
Community (1C) in the twenty-first century will not be radically
different than those levied on it today. The basic informtion
needs of "who, what, where, when and why" will |ikely not change.
However, nost can easily agree that the sophistication of the
technol ogi es enployed in the future weapon systens (threats) that
the ICwill be tasked against will be radically inproved, and
per haps even nore radically different than those we attenpt to
understand today. |Increasingly, even unsophisticated countries are
gai ning access to relatively inexpensive, but high technol ogy
weapons. Weapons that can be "l aunched and forgotten," weapons of
mass destruction -- including nuclear, chem cal and biol ogical, or
weapons that are difficult to detect or are stealthy. The
resulting need for a nore sophisticated IC collection capability is
clear. Cdear also, is the need to unanbi guously identify these
speci fic weapons or capabilities -- often before they are ever
used. The IC s ability to specifically locate, identify,
characterize, and determine the intentions of such weapons or

threats is, and will beconme even nore, critical. Conventiona
technical intelligence disciplines -- Inmagery Intelligence (IMNT),
Signals Intelligence (SIA@NT), etc. -- have played, and w |

continue to play, a vital role in the identification and |ocation
of such targets. However, as the sohpistication of these targets
i ncreases, or as countries (or transnational players) enploy
effective denial and deception techniques, we will need to enpl oy
new capabilities to ensure we can continue to answer the consuners
guestions. One such capability is Measurenent and Signature
Intelligence, or MASINT. MASINT is a very scientific and
techni cal | y- based di scipline that can provide uni que contributions
tothe ICin ternms of specific weapon identifications, chemca
conpositions, material content, etc. Such unique identifications
will be a major factor in answering the future questions of "who,
what where, when and why." |In fact, sonme believe MASINT will be
the nost inportant "technical INT of the future.”

Despite the clear criticality, both present and future, of the
MASI NT discipline, it is the |east well known of the technica
col l ection/anal ysis disciplines. Many have questioned the nature
of the discipline: is it atrue collection discipline or is it a
uni que product based on specialized anal ysis? Few who have had the
opportunity to review MASI NT products, however, can dispute their
utility, or the current and growi ng need for these products. The
pur pose of this study, therefore, was to determ ne several specific
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issues relative to MASINT. First, was to identify the viability
and need for MASI NT-uni que col |l ection and processing in the 21st
Century. Second, was to determne the IC s strengths and
weaknesses in providing such necessary MASI NT support. This was to
i ncl ude maki ng any reconmendati ons for necessary changes to
systens, architectures, managenent, technol ogies requiring
enphasis, etc. to ensure the discipline's viability. Finally, we
wanted to address the budget inplications of attenpting to achieve
t hese goal s.

St udy Approach

It should be first noted that this is not a scientific study,
but rather an assessnment based on comunity expert inputs. To get
substantive input for the study, the staff team sponsored severa
round-tabl e panel discussions, numerous individual interviews, and
formal presentations with MASINT Conm ttee nenbers, the Services,
the Defense Intelligence Agency (DA, Arnms Control professionals
and former community officials. The effort was designed to "think
out of the Future Years' Devel opnent Program (FYDP) box." That is,
there was no attenpt to indict the past, present, or programred
organi zation and efforts, but rather to | ook "beyond" into the
future. The team devel oped an outline and series of questions to
pronpt inputs/discussion fromeach of the invited participants.

The approach viewed MASINT as a distinct collection discipline even
t hough the discipline is not well bounded by specific (and unique)
coll ection and exploitation definitions. Qur effort focused on
identifying the current capabilities and systens trying to
determ ne their individual contributions and where each
shoul d/ coul d be best enployed in the future. However, the sciences
and rapidly evol ving technol ogi es invol ved eventual ly focused us
nore toward a revi ew of MASI NT managenent, including the abilities
to coordi nate and program for new sensors/technol ogies, to task
sensors, and to use and di ssem nate MASI NT i nformati on.
Reconmendati ons from participants were noted and, to the extent
possible, identified in this report.

Secondly, it also needs to be noted that the recommendati ons
of fered bel ow were originally focused on a MASI NT nanagenent and
operational structure that was generally maintained within the
current | C organi zation. And, although these reconmendati ons were
made before the conpletion of the Intelligence Conmunity Managenent
staff study, they work well within the construct of that study's
nore consol i dated conmunity organi zation. Specifically within the
context of that study, all references to the "Central MASINT O fice
(CMO)" are assumed to be describing a division (or office) within
t he Technical Collection Agency (TCA) under the Deputy Director of
Central Intelligence for Community Managenent (DDCI/CM. |If the

http://www.access.gpo.gov/congress/house/intel/ic21/ic21007.html (5 of 33) [5/6/2003 9:20:01 AM]



VII. MASINT: Measurement and Signatures Intelligence

TCA construct is not adopted, the CMO references describe the
Conmmuni ty's MASI NT managenent organi zation assunmed to be within the
Dl A

Finally, in addition to the panel discussions and interviews,
the team revi ewed and used the foll ow ng supporting documnents
during the study:

A MASI NT Handbook for the Warfighter, prepared by the | NCA
Project Ofice, Novenber 1994

B. CMO Bi ol ogi cal and Chemical Warfare Intelligence
Coll ection Strategy Briefing, R Paul Schaudies,
Ph. D., Novenber 1994

C. CMO | nvest nent Process Briefing, M. Dale Hel ner, August 94
D. CMO MASI NT Master Plan, January 1994

E. MASI NT 2010 Study, Cctober 1995

F. Director of Central Intelligence Directive 2/11-1,

Decenber 1992
G DoD I nstruction 5105.58, February 1993
DoD Instruction 5105.21, My 1977
Backgr ound

A general understanding of the genesis of MASINT and its
official definition is appropriate prior to a study regarding the
future of the discipline.

Recogni zing the need to ensure proper exploitation of conplex,
techni cal ly-derived data, the I1C classified MASINT as a form
intelligence discipline in 1986. At that time, the IC Staff MASI NT
Committee was forned to oversee all MASINT activities. To further
consol i date MASI NT managenent, the Central MASINT office (CMO) was
established in 1993 by the Director, DIA wth specific
responsibilities detailed by the Director of Central Intelligence
(DCl') and Departnent of Defense (DoD) Directives. The CMOis a
joint 1C and DoD activity within DIA, that directs and inpl enents
nati onal and DoD policies and procedures on MASINT matters. Wth
t hat qui ck background, it is useful to identify the IC s current
official definition of MASINT:

Measurenment and Signature Intelligence (MASINT) is
technically derived intelligence (excluding
traditional imagery and signal intelligence) which
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when col | ected, processed, and anal yzed, results in
intelligence that detects, tracks, identifies, or
descri bes the signatures (distinctive
characteristics) of fixed or dynam c target
sources. MASINT includes the advanced processing
and exploitation of data derived fromI|M NT and
SIA NT coll ection sources. MASINT sensors include,
but are not limted to, radar, optical, infrared,
acoustic, nuclear, radiation detection,

spetroradi onetric, and seismc systens as well as
gas, liquid, and solid nmaterial sanpling systens.

Despite this definition, many in the 1C (and policy
comunity) are confused as to what MASINT really is. Al though
MASI NT can be described as the highly technical exploitation of
traditional disciplines, the MASINT collection techni ques cover
areas not addressed by other disciplines. 1In many respects,
there is a clear distinction between MASINT and the other
di sci plines. MASINT can be consi dered anal ogous to the
i ndi vidual who relies on all senses to gain information about his
or her environment. Were SIANT is akin to sound, and IMNT to
sight, MASINT is akin to touch, taste and snell. The areas where
MASI NT expands on the traditional disciplines (IMNT and SI G NT)
can be thought of as providing aids to inprove upon or add
di mrensi ons and capabilities to the sight and sound senses that
woul d not otherwi se be possible. |Is MASINT a true collection
discipline, or is it actually specialized processing of other
collection disciplines? Is it a separate field of
speci alization, or nore appropriately classified as additiona
processi ng and anal ysis of existing data? These questions were
a fundanmental basis for the study that went into this report.
Specifically, we tried to determne howto correct this "identity
crisis,” while ensuring the community will be served by the truly
uni que product MASI NT can provide.

Gener al Concl usi ons

Based on the various inputs, the group identified six
general conclusions that appear to sumup the general issues
relative to MASINT. Each of the general conclusions are |ater
br oken down into specific conclusions and reconmrendati ons.

A MASINT is difficult to bound by strict
definitions. |In fact, MASINT collections
can, in part, legitimately be | abel ed as
SIG@NT, Infrared Intelligence (IRINT),

I M NT, HUMNT, etc. However, MASINT does
not fit neatly into any one or all of these
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recogni zed "traditional"” intelligence
disciplines. MASINT is both a true, unique,
col l ection/anal ysis discipline and highly
refined anal ytical techniques of those
traditional disciplines. Despite these gray
| ines of demarcation, MASINT nay be the
“intelligence discipline of the future" --
that is, MASINT is a discipline that is
becom ng nore inportant in identifying and
characterizing new and energing threats,
particul arly as weapon system technol ogi es
beconme nore conpl ex and capable. Wthout a
robust and focused capability, MASINT' s
support to future needs, such as "brilliant"
weapons and national information
requirenents (e.g., weapons proliferation,
arnms control, force nodernization, strategic
prograns, scientific and technical needs,
envi ronment al and humani tarian concerns, and
counter-narcotics/terrorism, may be

i nadequat e.

B. MASI NT is perceived as a "strategic"
discipline with limted "tactical" support
capabilities. But, by application of
real -tine analysis and di ssem nation, MASI NT
has a potential ability to provide real-tine
situation awareness and targeting not
necessarily available to the nore classic
di sciplines. Because of these perceptions,
MASI NT does not get the attention of the
tactical consuners, and has |ess
constituency support than the nore
traditional intelligence disciplines.
Lacki ng proper constituency, MASINT sensors
and analysis will likely not be properly
supported or maintained. Results wll
include a lack of targeting tenplates for
smart weapons.

C. MASI NT, as a specific and uni que discipline,
is not well understood by the IC as a whol e.
Therefore, although it provides significant
intelligence products, its contributions, or
the potential of its contributions may have

been and will likely be Iimted. The ful
extent if its future application to nationa
and operational intelligence will not be
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realized.

D. Fundi ng |l evels for the current MASI NT
systens, and those projected into the future
are not reflective of the inportance of this
discipline to the Nation's general
intelligence/ dom nant know edge efforts.
This is primarily because users do not have
direct tasking over, and therefore
under st andi ng of, MASI NT sensors.

E. The roadmap for specific MASINT technol ogi es
appears to be fairly well thought out and
necessary for the 21st century. However,
there may be insufficient funding
flexibility for reacting to, or pursuing
new, energing, or fleeting technol ogi es.
Additionally, there is a need to ensure a
bal ance between the requirenents and
technol ogi es that support military
battl efield requirenents, and the often nore
exacting requirenents and technol ogi es that
are needed for IC national nonitoring and
detection of weapon or agent devel opnents.

F. Al t hough the CMO has the necessary | ega
authorities, it is not properly staffed
commensurate with its responsibilities.
Addi tionally, a fractured organi zati ona
structure provides little to no focused
MASI NT managenent, budgeting oversi ght,
tasking control, or coordination of effort.
This may potentially cause inefficient
expendi tures of resources and duplicative
devel opnent s.

Speci fi c Concl usi ons/ Fi ndi ngs

A. "MASINT is difficult to bound by strict definitions. In
fact, MASINT collections can, in part, legitimately be | abel ed
as SIGNT, IRINT, IMNT, HUMNT, etc. However, MASINT does not
fit neatly into any one or all of these recognized
"traditional" intelligence disciplines. MASINT is both a true,
uni que, collection/analysis discipline and highly refined

anal ytical techniques of those traditional disciplines.

Despite these gray lines of demarcation, MASINT may be the
"intelligence discipline of the future" -- that is, MASINT is

a discipline that is becomng nore inportant in identifying and
characterizing new and energing threats, particularly as weapon
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system t echnol ogi es becone nore conpl ex and capable. Wthout
a robust and focused capability, MASINT's support to future
needs, such as "brilliant" weapons and national infornmation
requirenents (e.g., weapons proliferation, arnms control, force
noderni zati on, strategic progranms, scientific and technica
needs, environnental and hurmanitarian concerns, and
counter-narcotics/terrorism, may be inadequate.”

1) One discussion point focused on whether to nmaintain
MASI NT as a separate discipline or to break it up into the
separate disciplines (i.e. Radar Intelligence (RADI NT),
SIGANT, IMNT, etc.). This discussion focused on whether or
not to nake MASI NT professionals organic to the traditiona
intelligence disciplines or keep them separated within the
di stinct discipline. Sone believe that doing away with the
uni que professional MASINT discipline that cuts across the
ot her disciplines' collection spectra would be

count erproductive. They believe better coordi nated MASI NT
products are possible when viewed across the various
collection disciplines. Their argument for maintaining a
separate MASINT discipline states that such "cross cutting”
is providing positive results in terns of all-source

anal ysis. Upon close inspection this is apparently true.
However, there is a counter-argunment that includes the issue
of refined "technical" exploitation of the "traditiona
intelligence disciplines" (explained below). This
counter-argunent focuses on the need to "proliferate" the
MASI NT exploitation potential to other disciplines.
Regar dl ess of the whether MASINT renmai ns a distinct

di scipline or not, there is a need to redouble efforts to
get people of different "intelligence stovepi pe" expertises
together doing true all-source (including non-intelligence
sourced information) anal ysis.

2) As touched on above, a counter-argunent is that MASINT,
as a termand as a separate discipline, may not be what is
needed for the 21st century. A specific case can be nade
that MASINT is sinply nore refined, nore scientific and nore
technically chall enging anal ysis of existing collection/1/
(al though much MASINT collection is done outside the real ns
of other existing collection disciplines). However, one
respondent (favoring maintaining a separate discipline)
stated, "Frankly, the MASINT odds and ends (e.g., phase

hi story data) that could belong to other intelligence

di sci pli nes woul d probably not exist today if the MASI NT
phenonenol ogi sts had not pursued them™"™ This may be true,
but the question still exists which asks "Is MASINT a
separate collection discipline or is it IMNT, SIGNT
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HUM NT, I RINT, or other disciplines in their various fornms?"
Further, if the answer to the latter is "yes," then one has
to ask whether MASINT is then the nore detail ed exploitation
of those available collections. This argunment becomes |ess
clear, and the apparent answer to the first question becones
"no" when one studies the clearly MASINT-uni que collection
systens, entities and m ssions such as seisnonetry, nucl ear
and soil sanpling.

The argunent for subsum ng the MASI NT discipline
assunes that the MASINT product is not-so-sinply the result
of nore in-depth analysis of the "traditional" intelligence
di sci plines. For exanple, although COBRA BALL is clearly a
MASI NT platform its collection nmedia are nmultidisciplined,
and include IMNT (visible and non-visible spectra). The
product distinction is nore in the resulting anal ysis and
use of the data collected via these disciplines' neans. The
product then, rather than being used for the traditiona
intelligence support functions of counting tanks, |ocating
battalions, and targeting ATACMS missiles, is used for
scientific/technical refinenment to do signature and
capability analysis. The basic sciences (between MASI NT and
the other disciplines) are not altered or different, but the
state of refinenent is. Another exanple is effluent
anal ysi s based on hyper-spectral collection. The collection
is, arguably, IMNT in its various (non-inmagi ng) spectra,
but the product is fundanmentally different analysis of the
ef fl uent content -- not just the detection (or imging) of
presence. This argunent woul d question whet her MASI NT
taski ng, anal ysis and expertise need to be better devel oped
within the existing "traditional™ intelligence disciplines.

3) Another argunent for naintaining MASINT as a distinct
discipline is captured in the follow ng. Specifically,

MASI NT seeks to collect netric data and signatures. Metric
data are derived fromthe direct nmeasurenment of the

ki nematics performance of targets of interest. Metric data
provide informati on on the dynam c capabilities of targets
and/or the tactics for their use. Signature data typically
are -- or are derived from-- "high-fidelity neasurenents of
targets of interest, in the context of their application,
use or production, to allow the current or future unique

identification of such targets.” SIGANT, as its nane
inplies, is based on the desire to intercept or collect
signals -- the transm ssion of information fromone place to
another. Intercepted signals could contain information on

a wde variety of topics that overlap information collected
by I M NT or MASINT neans; but the collection is still

http://www.access.gpo.gov/congress/house/intel/ic21/ic21007.html (11 of 33) [5/6/2003 9:20:01 AM]



VII. MASINT: Measurement and Signatures Intelligence

SIG@NT. |IMNT endeavors to provide pictoria
representations of targets and areas of interest -- not the
spectral analysis of nmaterial content. All three technica
col l ection disciplines enploy electro-optical (EQ - and
radio frequency (RF) -- based systens to provide unique

MASI NT, SIGA NT, and I M NT collection capabilities. However,
and additionally, MASINT al so nakes use of a w de range of
ot her neasurenent techni ques such as seismc, acoustics,
magneti c, and nuclear, to provide capabilities against
targets that cannot be prosecuted using EO or RF-based
systens. In summary, intelligence disciplines are
differentiated on the basis of the type of information being
col l ected and extracted through processing and exploitation
-- not on the physical basis of the collection system

enpl oyed or the intelligence problem being addressed. This
argunment attenpts to justify the need to maintain MASINT as
a separate discipline. This is a good argunment and
position, but perhaps one that is bound by the "current

t hi nk" box.

Fi ndi ngs/ Reconmendati ons (There are several, possibly
conflicting reconmendati ons which need to be
di scussed/ debat ed)

4) There are several possibilities for ensuring the MASI NT
capability into the future. The first would be to delete
the term MASINT fromthe IC s vernacular. This option would
pl ace MASI NT col | ection and exploitation functions within

t he auspices of the other collection disciplines. This
woul d require replacing the termw th a deeper

under st andi ng, and, noreover, appreciation for the fact that
nore exploitable information is available (much within the
current discipline collections) than what is being used
today by the "traditional exploiters" (those unique
collections traditionally identified as "MASI NT" not

wi thstanding). This understanding will require the

enpl oynent of scientific and technical people (the current
"MASI NTers") within the traditional intelligence

organi zations (the services, NSA, CI O etc.), and force nore
"traditional collection” in the areas of sanpling, etc.

This is to say that specific, technically-astute (MASINT)

i ndividuals need to do this; it nost |likely cannot be done
by people who are experts in the known collection and

expl oitation functions of the traditional disciplines.
However, there is a danger in deleting the term and putting
"MASI NTers" in with the nore traditional disciplines.

These people may eventually "get lost” in the traditiona

di sci plines' focused charters and the technical and
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B

scientific exploitation will be lost. This was the reason
the MASI NT di scipline was created in the first place.
Additionally, deleting the termwould force other approaches
at non-traditional collection such as seismc, thermal, etc.

5) The second possibility is to maintain the status quo
and retain MASINT as a specific discipline. This does not
i nprove the problens we see today with the identity of
MASI NT.

6) The third is a "hybrid" of the two options above. That
is, MASINT should remain a specific collection and
processing discipline with its core of professionals and
managenent staff. However, the nore traditional technica

di sciplines of IMNT and SI G NT shoul d specifically address,
in their charters, the recognition of the MASINT ability to
gl ean additional data fromtheir collections (this would be
facilitated by the TCA construct). This would require the
deeper understandi ng, and associ ated dedi cat ed peopl e
identified in the paragraph above. Additionally, MASINT
shoul d be treated just as are the other technical
disciplines in that the I1C should Create a "U. S. MASI NT
Systenmt with associated functional manager (the CMO). This
woul d still be logical within the structure of a TCA
Finally, based on the outcome of the Intelligence Community
Managenent staff study, the Commttee reconmends the MASI NT
functional manager (FM (the CMO) be subordinated to the TCA
for |ogical managenent.

7) The basic sciences (between MASINT and the ot her

di sciplines) are not altered or different. It is the state
of refinement (of the technical or scientific analysis),
often the collection source (e.g. the case of soil or

ef fluent sanpling) and nature of data being pursued that are
the differences.

8) MASINT tasking, analysis, and expertises need to be
better devel oped within the existing "traditional"
intelligence disciplines. Specifically, the nore
traditional disciplines need to have a better understandi ng
and appreciation for the facts that additional exploitable
(MASINT) information may exist within their current
collections. This requires the deeper understanding
recommended above, but al so requires a specific oversight
organi zation (the current CMJ) to ensure this refined

anal ysis and |1 C direction.

"MASINT is perceived as a "strategic" discipline with

[imted "tactical" support capabilities. But, by application
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of

real -time anal ysis and di ssem nation, MASINT has a potentia

ability to provide real-time situation awareness and targeting
not necessarily available to the nore classic disciplines.
Because of these perceptions, MASINT does not get the attention

of

the tactical consunmers, and has | ess constituency support

than the nore traditional intelligence disciplines. Lacking
proper constituency, MASINT sensors and analysis wll likely
not be properly supported or maintained. Results will include

a

| ack of targeting tenplates for smart weapons."

1) As stated previously, MASINT is, in sone cases, the
nore scientific analysis product of the nore traditiona
col l ection disciplines. Because of the highly technica
nmeans utilized, nobst MASINT systens' focus has been on the
| onger-term (i.e., not "real-tine") analysis of data to
determ ne characteristics, signatures, target tenplates,
etc. Wth the advent of nobdern processing techni ques and
capabilities, MASINT systens have an increased potential for
doing their analysis in near real- or real-time. Such
potential MASINT contributions to the requirenments of
tactical custoners is poorly known -- and in some cases not
bei ng pursued.

One exanple of MASINT contributions to real-tine
identification is the application of MASINT signature data
for non-cooperative target identification (NCTI). Today,

U S. systens have a capability to identify hostile fighter
aircraft based on MASINT techni ques. However, it is poorly
known that this analysis was done by MASI NT resources.
Because of the "unknown sources" for such capabilities,
constituency concerns can arise during budget formulations
when the partici pants have a poor or no understandi ng of
MASI NT (or other intelligence) applications. Decisions
whether to fund intelligence sensors or additional
technol ogi es -- such as NCTI -- on offensive weapons can be
skewed, based on these | ack of understandings. For exanple,
fundi ng debates that are "pro-intelligence" (versus
"operational”) may be short-lived and the original
contributing capability (e.g., a MASINT sensor) is the
loser. It nmust be continuously recognized there is a basic
di fference between the general sensor approach for
"warfighting" and the specific, often nore sophisticated,
sensors necessary for intelligence collection and

know edge-making. Intelligence sensors nmust have the
ability to measure and define fully the target threat or
signature needed. Therefore, these must have full spectra
coverage, dynamic range, etc. The resulting "battlefield
sensors" enpl oyed by users often can be nore sinply designed
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to recogni ze the presence of a threat based on the
signatures provided by intelligence. The inportance of this
t hought cannot be underesti mat ed.

2) Despite its "strategic" intelligence past, MASINT has
acritical and growing role in future real-tine "warfighter”
support. Specifically, MASINT "sensors" have unique
capabilities to detect mssile |aunch, detect and track
aircraft, ships, and vehicles, do NCTI and battle danage
assessnment, and detect and track fallout from nuclear
detonations. Oten, these contributions are the first

i ndi cators of hostile activities. The shootdown, for
exanpl e, of the two EXOCET-equi pped Mrage F-1s during the
Qulf War was attributed to a MASINT col | ection and anal ysi s.

3) MASINT, or the "MASINT applications” of SIG NT and

IMNT (etc.), will become nore inportant in providing the
future inputs for smart weapons target tenplating. That is,
MASINT is critical for providing future weapons with the
signatures (fingerprint) of the targets they are seeking (IR
signatures for exanple).

4) MASINT sensors are often the sane systens as
"warfighting systens.” The difference is often only the

| evel of sophistication of the data analysis. A specific
exanple is the use of data available from operational radars
incidental to the targeting functions for which these radars
were built. AEG S radar returns contain data that can
provide significant netric data for assessing weapons system
per f or mances.

Fi ndi ngs/ Reconmendat i ons

5) MASI NT pl anni ng nmust focus on not only the technical
anal ysis that is necessary for long termsignature

devel opnent, but nust also plan, at the outset of any
capability devel opnent/use, the need to satisfy i medi ate
information requirenents for the tactical consuner. This
nmeans that MASI NT pl anners nust coordinate with the
information users at the inception of a programto
determine, at a mninum the needs to be satisfied, the
format for display of the information required, and
addressi ng human factors issues such as anount of data,
timeliness of data, etc.

6) MASINT systens should be provided with the capability
to comuni cate with/broadcast directly to custonmers just as
do the "traditional intelligence disciplines.” This should
i nclude an assessnent of the utility of broadcast systens
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such as the Tactical Information Broadcast Service (TIBS)
and other data links. The specific inplenentation of this
recommendat i on shoul d be devel oped by the DDCI/CM s
Infrastructure Support Organi zation (see Intelligence
Conmuni ty Managenent staff study).

7) MASINT culture nust be changed to think of analysis in
terns of seconds and hours AS WELL AS its current nonths and
years. This requires school house concentration on MASINT
curriculum and an everyday appreciation with the
traditional disciplines. This also demands that users be

i nvol ved and informed relative to MASINT capabilities.

8) Specifically identified MASINT systens are not the only
sources of MASINT data. Targeting radars, for exanple, can
provide ancillary data useful to the nationa
collection/analysis efforts. CMO nust have 1) insight not
only to specifically identified MASINT systens, but also to
those of fensi ve weapons systens (radars for exanple)
capabilities that can contribute to technical and scientific
(MASI NT) information data bases; 2) when necessary, have the
wherewi thal to request/suggest/ask for tasking authority for
these systens. Additionally, CMO should have a funding
ability to provide "seed" noney to determ ne or inprove

MASI NT exploitation of existing weapon systemdata. This
will require a "rethink" that "intelligence and its sensors”
are not sonething strictly unique, but rather "intelligence
and its sensors” are the totality of information avail abl e
to the U S. government. The national defense psyche nust
not continue in the "we" (operations)/"they" (intelligence)
construct.

9) OCMO needs a better understandi ng of user needs, not

just stated requirenents. This denmands that the
intelligence and user communities (particularly the MASINT
community in this case) coordinate and talk nore. The
security barriers to effective communi cati on nust be broken
down. (They are to sone extent, but this nust be expanded.)

C. "MASINT, as a specific and unique discipline, is not wel
understood by the IC as a whole. Therefore, although it
provides significant intelligence products, its contributions,
or the potential of its contributions may have been/wi |l be
l[imted. Its future application to national and operationa
intelligence will not be maxim zed."

1) Despite the formal definition, MASINT remai ns an
intelligence discipline enigma. It is nore diverse and
uni que than the nore focused |MNT and SI A NT disciplines.
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It is characterized by sone as having sone simlar sources
and nmet hods (of the nore classic disciplines), but much nore
conplex, particularly with respect to analysis than those
others. MASINT has many of the collection characteristics
of the other technical disciplines, however, it is the

uni que exploitation and uni que techni ques that distinguish
MASI NT results. One respondent stated that MASI NT products
are the intelligence bits remaining after the expected
results of collection are renoved. Another stated that

MASI NT provides alternatives that supplenent "conventional"
collection to provide "the rest of the story."

Some would say it is the unique data retrieved from

addi tional processing -- the technical and scientific data
-- that can set the MASINT discipline apart fromthe host
intelligence discipline." However, MASINT collection and

processing are not limted to the phenonena of the

el ectro-magnetic (RF) spectrum Significant MASI NT
information is derived from sei smc sensors, acoustic
sensors, nuclear radiation sensors and material/effluent
sanpling. This identity crisis beconmes troubling when there
is a choice to be nade, particularly in funding issues.

Sone state there is no identify crisis for MASINT, that
there is, instead, a need for |IC and custoner educati on.
Thi s education need does, indeed, reflect the identity
crisis discussed above.

2) The CMO and | NCA have devel oped a guide called the
MASI NT Handbook for the Warfighter. This docunent has been
printed and distributed to "denystify the world of MASINT."
Thi s handbook is a critical start toward educating the
community and users in the art of MASINT. It needs to be
"standard issue" throughout the IC.

3) As stated briefly above, the MASINT "identity crisis"

is al so apparent when there are budget cuts to be nmade. As
one respondent noted, MASINT is the "soft underbelly,"” which
is "easily cut" during budget cut drills. Wenever there
are cuts to be made within the IC (i.e., GIP), MASINT
(particularly Research and Devel opnent (R&D) funds) are sone
of the first to be targeted.

4) There was much discussion on the need to inprove fornma
initial and continuing education within the IC/ 2/ for MASINT
prof essionals. Formal scientific/technical, mathematica

and engineering skills are critical backgrounds for MASI NT
prof essional s who do the detailed exploitation of MASINT
data. Training for these backgrounds is not typically done
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within the IC it is nore a function of academ a. To get

t he necessary professionals, the IC nust be able to recruit
"MASI NTers" from the professional (research/laboratory) and
academ ¢ worlds. Continuing education needs to be both
"in-house" and fostered within the private/professiona
sectors.

5) MASINT has no formal/viable nethod (i.e., nmetrics) for
eval uati ng MASINT contributions to the IC or user
communities. That is, there is no formal nethod for
determ ni ng whet her MASI NT anal ysis and products are
satisfying the needs of the custonmers. This was
specifically characterized by the unbal anced MASINT results
of the recent Conmunity-w de Capabilities Analysis. There
is a need to develop a netric or set of netrics to determ ne
the inpact of MASINT products toward stated know edge goal s.

Fi ndi ngs/ Recommendat i ons

6) The services and agencies need to do a better job of
educating the user and, noreover, the IC, on the
capabilities, applications, and specifics of MASINT. MASI NT
(famliarity) should becone a formal course of professiona
education for all IC school houses. Existing courses, that

i ncl ude MASI NT content, should be increased in scope and
duration. Specific tailored courses should provide a
curricula that cuts across the spectrum of general user
overviews to in-depth analytic instruction.

7) The MASINT User's Handbook shoul d be required reading
within the IC. Additionally, recomend the MASINT User's
Handbook be devel oped in both all-source and uncl assified
ver si ons.

8) Continuing |IC education shoul d enphasi ze t he uni que
col l ection and products of MASINT, and nore specifically,
the MASINT (technical and scientific) applications of

i ndividual "traditional" disciplines. That is, IC
professionals within the IMNT and SIG NT fields should be
made nore aware of the contributions MASI NT anal ysis can
make to existing IMNI/SIANT collections. They need to be
made aware that additional information may be gl eaned from
exi sting collections once the "expected information has been
stripped away. "

9) Education, particularly continuing education, of the IC
cannot be overstated. The CMO has devel oped an updated

vi deo tape that highlights MASINT contributions. This video
tape is an information sharing source that should be
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exploited to the extent possible. The IC should share this
tape with all I C conponents and users. This tape, or liKke,
shoul d be shown at the school houses and at operationa
intelligence organi zations to publicize the contributions of
MASI NT col | ection and anal ysi s.

10) CMO should pursue an adjunct training capability, with
trained instructors, like that of NSA to ensure MASI NT
training is conducted and nmaintained. This training
facility should be reviewed for both "in-house" and
exportable training efforts. CMO should be a "clearing
house" for devel opi ng such training materials, including
"for credit" courses. Funding for this should be a CMO
responsibility, with the necessary resources programed and
provi ded.

11) There is a need to develop and maintain eval uation
criteria (nmetrics) to gauge MASINT custoner needs
satisfaction. The National Intelligence Eval uati on Counci
(NIEC -- within the recommendations of the Intelligence
Communi ty Managenent staff study, the NTEC is an

organi zati on subordinate to the DCl and responsible for
eval uating the Communities satisfaction of requirenents)
shoul d devel op both evaluation criteria and a program for
nmeasuri ng MASI NT product effectiveness. This is necessary
to determne future needs and the ability to satisfy those
needs.

12) CMO needs to provide nore community enphasis on
educating the user (warfighter and policy nmakers) on the
utility of MASINT products and services. Specifically, the
service War Col | eges, for exanple, need to increase the

bl ocks that teach intelligence to all future | eaders of the
Armed Forces. MASINT nust be a formal block of instruction
in such courses. Again, wthout a basic understandi ng of
what the product can provide, the custonmer typically has no
appreciation of the need for MASINT and the associ ated
expenditures of funds. Wthout such an appreciation, the
di sci pline may be under-utilized.

D. "Funding levels for the current MASINT systens, and those
projected into the future are not reflective of the inportance
of this discipline to the Nation's general intelligence/

dom nant know edge efforts./3/ This is primarily because users
do not have direct tasking over, and therefore understandi ng
of , MASINT sensors.”

1) R&D is the lifeblood of MASINT. However, MASINT R&D
funding is one of the nost vulnerable to being cut within
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the GDIP program Low obligation rates and | ack
appreciation for R&D' s future contributions make this an
easy target which is often hit during cut drills/actions.

2) Funding |l evels are considered by the group as

relatively reflective of the current need. CMO s |ong range
technol ogy plan, with associ ated expected costs, is good,

but does not allow for the unknowns of scientific

br eakt hr oughs or unforeseen technol ogy needs. The disparate
or gani zati onal "ownership" of the funding does not allow for
coordi nated/ effective expenditure of the avail abl e funds.

3) MASINT requires, in nmany cases, single (to several)
technical collections systens, this forces paying "prototype
costs.” This is a cost intensive effort that needs to be
acknow edged up front. Pure scientific research is the
bread and butter that nmust be funded at a continuing |evel.
There is a need for level-effort-funding |ike that of the

| aboratories, that is not cut for convenience.

Addi tionally, the MASINT comunity nust do better in terns
of coordinating efforts with the national |aboratories.

Fi ndi ngs/ Reconmendat i ons

4) MASI NT resources and fundi ng needs nust be better
managed and coordi nated between the services, agencies, and
| aboratories. CMO nust be provided (or assune) better

i nsight into each of the MASINT prograns. This should

i ncl ude providing recommendations into MASI NT system POM
buil ds. However, the recommended DDClI/CM s Comunity
Managenent Staff (CMS) should construct the coordi nated
budget .

5) MASINT R&D efforts nust be better coordi nated to ensure
proper |evel of effort and m nim ze redundancy. CMO should
be given authority to have specific insight into the

nati onal | aboratory and ARPA devel opnental and research
efforts, and should have the ability to focus or request
research and experinmentation. This should include a

| evel -of -effort funding program controlled by CMOto do
required research or to assist a prom sing technology. CMO
shoul d be given the authority to directly obligate funding.
This recommendation is greatly facilitated by the TCA and
Technol ogy Devel opnment O ficer (TDO organi zations under the
DDCI / CM

6) OCMO should be given additional budget authority to

control a "to be determ ned" anount of funding to be applied
to existing intelligence and operational systens to

http://www.access.gpo.gov/congress/house/intel/ic21/ic21007.html (20 of 33) [5/6/2003 9:20:01 AM]



VII. MASINT: Measurement and Signatures Intelligence

determ ne/inprove their MASINT data collection potentials.

7) CMO nust be directed to specifically prioritize MASINT
systens (agency and service included) for funding purposes.
Such authority nust recognize that CMO does not have
jurisdiction over "multi-role" platfornms (those that can
acconplish "MASINT col l ection” as incidental to their
primry tasks).

E. "The roadmap for specific MASINT technol ogi es appears to
be fairly well thought out and necessary for the 21st century.
However, there may be insufficient funding flexibility for
reacting to, or pursuing new, enmerging, or fleeting
technologies. Additionally, there is a need to ensure a

bal ance between the requirenents and technol ogi es that support
mlitary battlefield requirenents, and the often nore exacting
requi renents and technol ogi es that are needed for |IC nationa
noni toring and detection of weapon or agent devel opnents."”

1) CMO has devel oped a technol ogy roadmap, conplete with
projected cost data. This effort appears to be |ogical and
conplete with necessary analysis. However, the roadmap does
not provide well for the unknown. That is, there are al ways
the possibilities and probabilities for future new and
ener gi ng technol ogi es or requirenents that cannot be
specifically planned for. There is a need to be able to
capitalize on these unforeseen breakthroughs. This is the
need to "plan for the unknown."

2) Relative to "intelligence versus operations,” there
appears to be a specific coordination problemw th MASI NT
versus counter-proliferation efforts agai nst weapons of mass
destruction and, nore specifically, chem cal and biol ogica
weapon (CWBW proliferation. Current efforts are not well
coordi nated and resources are scattered throughout the U S
government. For exanple, the Under Secretary of Defense for
Nucl ear Policy has significant resources available for the
def ense of or counter proliferation efforts agai nst CWBW
weapons. OCMO has little to no insight or direction into the
"intelligence-related" activities. Additionally, wthout
better insight, the CMJO s MASINT roadmap wi || pursue
duplicative efforts.

3) There is a critical difference between battlefield
support to mlitary operations (SMO MASINT requirenents,
and those requirenents for detecting, for exanple, the early
stages of a weapon or chemi cal agent devel opnent. Mich

MASI NT and, indeed, all other disciplines' enphasis is
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pl aced on SMO. However, the criticality of devel opi ng and
mai ntai ning extrenmely sensitive sensors for ensuring the
Nation's ability to nonitor, detect, characterize and

cl assify devel opnental weapons/efforts, such as bi ol ogical,
chem cal and nucl ear, cannot be overenphasi zed. There are
specific requirenment differences, for exanple, in designing
battl efield chem cal detectors that "sinply" identify the
presence of agents, and the nore sophisticated sensors
designed to provide the in-depth collection and anal ysis for
know edge of the characteristics of these agents. This
requi res a bal ance of enphasis to ensure that "non- SMO'
intelligence requirenents are net.

Fi ndi ngs/ Recommendat i ons

4) CMO should be provided with a level-of-effort budgeting
capability. That is, CMO should request, and Congress
shoul d provide (via legislation) for, a budgeting nechani sm
that is that equivalent of "ready cash" or venture capital.
This account should be used to pursue new or unexpected
technol ogi es, react to unforeseen requirenents, etc. Such
a funding nechanismis becomng increasingly critical as
technol ogy turnover tines decrease. CMO shoul d have the
specific authorized ability to direct funding against, or to
pursue such prom sing technol ogies or R& efforts (w thout
penalty for those technol ogi es/or scientific breakthroughs
that do not bear fruit). This authority needs to be

anal ogous to a capital venturer.

5) As with the "tactical" systens, CMO should have direct

i nsight and influence over Wapons of Mass Destruction (WD)
efforts -- nost specifically on the intelligence rel ated
issues. There is a great potential to nore closely
coordinate efforts and provide a nore cohesive nationa
defense. A CMO speci alist should be assigned to

or gani zati ons worki ng WVD prograns to i nprove the cross-fl ow
of information on current and pl anned
capabilities/operations. Barring this, CMO should be a
formal invitee to any/all discussions that focus on this

ar ea.

6) Bistatics (RF) need nore attention. Bistatic RF

sol utions are poorly understood/ appreciated within the
traditional disciplines. This area needs nore study and
resources put against it. Bistatic solutions provide a
uni que opportunity to provide real-time NCTI and for
reducing friendly fire | osses.

7) CMO needs a continuous, broad review of all governnent,
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and to the extent possible, comrercial devel opnents to
determ ne the nost |ogical and cost effective MASI NT
potenti al s.

8) The community mnmust nmintain proper enphasis on both SMO
and "non- SMJ' aspects of collection and analysis. The often
nore sophisticated and difficult processes of intelligence
col l ection and processing for detail ed know edge of weapons
systens, material content, nolecular conpositions, etc.,
require markedly different sensors and techni ques which the
| C nust pursue. Such collection and anal ysis capabilities

cannot be overenphasized. It is these techniques that
provi de the know edge base for devel oping the battlefield
SMO syst ens.

9) Prom sing technol ogi es which need current and future
enphasi s i ncl ude:

a. Target signature data bases. These data bases
will be the future "targeting systens” for smart/brilliant
weapons. These data bases will also provide the potentia

"count er reasures know edge" for devel opnent of future
defensi ve systens. These data bases need i nprovenent and
application (and perhaps nmi ntenance) at the "shooter"

| evel .

b. Conti nual , coordi nated sensor devel opnent (as

sci ence and technol ogy advances) in space, air ,sea, and
ground. There is a need to ensure all devel opnents --
whet her they are "intelligence" or "operations," and
despite the nediumin which they are intended to be

enpl oyed, are coordinated to determ ne their informtion
production potential s.

C. Refi ned signal processing that is applicable to

all intelligence disciplines. Technology advances t hat
are worked in one area of the IC nust be shared throughout
the community. Far too often an agency or organization
creates a collection or processing technique or capability
that has much potential for other in the IC.  There needs
to be a vehicle whereby such devel opnents can be shared.

d. Mul ti-sensor/data integration between diverse
intelligence disciplines and within disciplines. Again,
there is much to be gained fromsynergistic collection and
anal ysis. This nust becone the "business norm throughout
the IC

e. W de area surveillance technol ogi es enpl oyi ng
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target signature identification nmethods. Such
technol ogi es hold the prom se of inproving autonated
recognition algorithms for inproving analyst productivity.

f. MASINT systemdirect integration with other
intelligence collection and operational (warfighting)
sensors. Again, the concepts of nulti-discipline
intelligence analysis and the i mediate (tactical) use of
such available information will be crucial to future needs
sati sfaction.

g. Milti-spectral signatures. Current and future
generations of smart weapons; Theater Ballistic Mssile
Def ense (TBMD), including SCUD hunting, wll need inproved
specific signature identification (data bases) for target
weapon systenms. This can be done via a nunber of
signature specifics such as acoustic, seismc, thermal and
RF emanations. There is a need to integrate such

i nformati on data bases into U S. weapons systens.

h. MASI NT support to Information Warfare. Intelligence
support to Information Warfare (IW is a growing field.
The potential utilities of MASINT systens need to be
studi ed and evaluated for their |Wpotential .

F. "Although the CMO has the necessary |legal authorities, it
is not properly staffed cormmensurate with its responsibilities.
Additionally, a fractured organi zational structure provides
little to no focused MASI NT managenent, budgeti ng oversi ght,
tasking control, or coordination of effort. This may
potentially cause inefficient expenditures of resources and
duplicative devel opnents. ™

1) As stated earlier, MASINT as a discipline was created in
1986, wth attendant start up of the MASINT Committee.

Three directives provide guidance relative to the MASI NT
discipline. Specifically, the DCl Directive 2/11 gives CMO
the authorities to provide for the "conmon concern (re:

MASI NT) on behalf of the Intelligence Community." The
Depart nent of Defense (DoD) Directive 5105.21, as anended,
enpowers the Defense Intelligence Agency (DIA) with the
conduct of MASINT, and DoD Directive 5105.58 provides the
CMO with authorities for MASINT within DIA. These
directives proscribe specific responsibilities (for CMJ) and
MASI NT management duties. Sonme of these duties include:
provi ding direct and advi sory tasking; devel opi ng MASI NT
pol i cy; coordinating plans and architectures; and
progranmm ng and budgeting. However, CMO s authority does
not expressly extend to the use of CIA human intelligence
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assets for the collection and anal ysis of MASI NT.

When first created, the CMO worked (organizationally)
directly for the Director, D A as the executive agency for
MASI NT. As a result of several DI A reorganizations, CMJ s
position within DIA has noved to within the Collections
branch, organi zationally subordinate to the National
Mlitary Intelligence Collection Center (NM CC). However,
the GIP Staff, which is directly subordinate to the
Director of Mlitary Intelligence Staff and which is not
directly in the CMJ s chain of command, has a direct
i nfluence on the CMO s authorities. Specifically, the GDP
Manager, who is responsible for recommendi ng GDI P resources
for inclusion in or exclusion fromthe President's budget,
orchestrates the budget process, allocates fiscal guidance,
directs reductions and reall ocations, and approves the GDI P
budget. The GDI P Manager is assisted by three Defense
Intelligence Functional Managers (FMs) for Collection,
Processing, and Infrastructure. These FMs are charged with
the preparation, supervision, and nonitoring of GDIP
prograns and budgets within their areas of responsibility.
The Director of the NMCCis also the GDIP FM for
Collection. This puts the Collection FM and nanagenent
staff directly above the CMO in the current organizationa
structure to represent MASINT and ot her
di sci pli nes/functions. Thi s organi zati onal construct
limts CMJO s actual influence over MASINT system
devel opnent, tasking/operations, and programmtics. The
MASI NT Panel participants unani nously voi ced opinions that
the CMO is virtually powerless to direct and coordi nate the
MASI NT effort. Additionally, CMO only has direct contro
over approximately 1/4 of the total MASINT funding./4/ The
remai nder is within the service and agency accounts. (It
shoul d be noted that nuch of this remai nder pays for systens
that not strictly MASINT systens or operations - therefore,
much of this should not be the purview of the CMO)

2) The CMO has true functional nmanagenent over only those
MASI NT funds within the GDIP. Because CMO is a managenent
organi zation, nost of its funds are actually obligated by
the Services or Agencies. For exanple, 84%of the GIP

MASI NT funding is obligated by USAF (this equates to 30% of
the USAF's GDIP TOA), and USAF provi des 93% of the nmanpower./5/
These are inportant statistics in |ight of previous
recommendations. Further, sone respondents stated that

CMO s direct authority over GDIP-only funds tends to focus
CMO s efforts on GDIP issues. That is, CIAP and ot her
(TIARA) prograns do not get proper CMO attention because CMO
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does not have insight or |everage into these progranms (the
"ol den Rul e" applies - "he who owns the gold rules").
Therefore, such prograns may suffer a |ack of conmunity-w de
direction. OCMO needs insight into all "national"™ (Cl AP) and
"tactical" (TIARA) systens, m ssions and devel opnents.

3) The CMJO s Mssion Area Assessnent identifies, as a

critical need characteristic for future MASINT systens, a
centralized/ coordinated direction and oversight./6/ Under the
current construct, the Services and Agenci es have control of
over 75% of all MASINT resources./7/ CMO has no direct control
or oversight of these resources, rightfully so in sone

cases. But the fact remains, the CMJOs ability to provide
quality centralized managenent i s hanpered by organi zati ona
and budgetary barriers.

4) There is "no one in charge” of MASINT. An in-depth
review of the MASINT "chain of command” reveals that it is
difficult, if not inpossible, to find a congruent chain of
command for the MASINT "system of systens."” That is, there
IS no continuous chain of responsibility flowng fromthe
Director, DIA through Director CMOto the
Servi ces/ Agencies, to the collection systens, to the users
and back. Despite the official DCI and DoD responsibilities
and authorities assigned to the CMO, very little authority
is actually applied in reality. This can be directly
attributed to the fractured chain of command, limted CMO
manni ng, and organi zati onal construct under DIA denies CMO
from providing a real community | eadership role. CMO nust
actually assunme the authorities (with additional billets
described later) which it has been charged.

5) The Director, DIA -- not the Director, CMO -- is the
real spokesman for MASINT at the MIlitary Intelligence Board
(MB). This contrasts unfavorably with the Director, NSA
and the Director, CIO who are the (logical) spokespersons
for their technical disciplines. The panel voiced concern
that the Director, DIAis often forced to "choose" between
MASI NT i ssues and all other issues w thout having the
technical expertise in the MASINT area. As an exanple,

al t hough budget cuts are worked in a formal process, MASINT
R&D i s considered by some as the GDI P budget's "soft
underbelly," liable to be the first to take funding cuts

(before, say, operational systens or manpower billets). It
was acknow edged that sone of the R&D cuts are due to poor
execution of funds -- although execution rate determ nates

can be m sl eadi ng. Nonethel ess, CMO shoul d have the rea
voice in MASINT matters to ensure that bal anced,
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wel | - consi dered, | ogical decisions are nade.

6) Wth specific regard to the budgeting process, because
the DIA GDI P Managenent Staff has significant authority in
the current organizational structure over CMO, sone
respondents criticized that policy decisions often that do
not reflect the professional thinking within the CMO
Additionally, since DIAis not an acquisition organization,
CMO nust transfer allocated funds to the services to work
speci fic technol ogy issues. This is done through the DI A
conptroller. The process is slow and cunbersone, and does
not provide the CMO the flexibility they need to ensure

t hought ful technol ogi es and reactive operations. Finally,
because CMO s R&D budget nust use the GDI P budgeti ng
accounting process, obligation rates often |ag behind the
established "norns."” Accordingly, these funds can be easily
targeted for reduction even though their need is real.

7) Because of prior position cuts, until very recently, the
CMO has been left without the necessary | eadership (Genera
officer or SES-level) that has the real authority to

coordi nate the MASINT comunity.

8) Based on panel respondent estimtes, the CMOis
understaffed, both in real terns based on current billets
aut hori zations, and based on real need. Currently, the CMO
is authorized 30 DIA billets -- 27 of which are filled; 6
ClIA billets -- 5 of which are filled; 2 each Arnmy and Navy
billets - none of which are filled; 1 Air Force SES position
-- the individual for this position was just recently hired;
and 15 officer billets for the Consolidated MASINT Technica
Collection Ofice (CMICO -- 14 of which are filled./8/)

Al t hough a specific nunber needs refined analysis, severa
respondent s di scussed nunbers of approximately 75-100
authorized CMO billets as being nore in line with the tasked
m ssion of the office. The current limtation of people

rel egates the CMO into an organi zation that is reactive in
nature and "bound by the in-box." Additionally, CMOis not
manned or postured to do material devel opnment. This

devel opnent, in nost cases, should be, and renmins, the
purvi ew of the Services and Agencies. However, CMO shoul d
have oversi ght and coordi nation authorities for these
prograns. Additionally, partly because of size and IC
organi zational structure, CMOis not aware of al

MASI NT-rel ated prograns conducted throughout the USG  This
is particularly true of multi-, hyper- and ultra-spectra
sensi ng bei ng pursued by various agenci es.
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9) The MASINT Committee and its subcomm ttees (which

predate the CMD) exist primarily as a means of cross-fl ow ng

i nformati on bet ween agenci es and services. This commttee

is anal ogous to the SIG NT conmittee. Several participants
guesti oned whet her these conmttees (and subcommttees) are
only necessary because CMO is not properly sized/staffed to
neet its responsibilities./9/ However, a nunmber of respondents
stated these conmttees are extrenely useful and should be

mai nt ai ned.

Fi ndi ngs/ Reconmendat i ons

10) The Director, Central MASINT Ofice has the necessary

| egal authority to carry out the functions of a coordi nated
MASI NT program However, because of a | ack of personnel,
grade and organi zational structure, the Director, CMO does
not have the real authority to carry out his/her
responsibilities. To ensure conmunity-w de coordination of
efforts, CMO s charter under DCID 2/11-1 should specifically
i ncl ude the managenent oversight of all MASINT budget builds
including CIA MASINT prograns. This charter should al so
provide the Director, CMO the authority to "determ ne" the
systens are or can be a MASINT contributors. This would be
to determ ne what systens could provide MASINT coll ection,
and which could be logically managed within the MASINT
program"”™ This CMO authority concept may not be well

recei ved by the Services and Agencies, but is actually CMO s
assi gned task today.

11) The Director of CMO needs to be a Ceneral Oficer or
SES-level position, with not only the statutory or executive
order authority to be the spokesnman for, but the real
authority for MASINT, as is the Director, NSA for SIG NT.
The Director, DIA has recently hired a new SES as the
Director, CMO. As of the witing of this report, any new
titles/responsibilities/authorities to be granted this
person are unknown. However, the Director CMO, needs to be
a permanent nenber of the M B, NFIB and other senior DCl and
DoD boards/ panels as the representative for MASINT. His
authority to establish MASINT conmunity direction,

standards, etc, should be on par with those of Director, NSA
and Director, C1O (or the new NNMA). Director, CMO should
al so be a formal nenber of a senior steering commttee that
can vet MASINT issues applicable to the entire IC.  (The
Intelligence Conmunity Managenent staff study reconmmends a
construct for this to occur.)

12) A MASINT nanagenent reorgani zation will be painful, but
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iS necessary to ensure the viability of this critical future
di scipline. Such a reorgani zation should focus on joint
units, offices, and organi zations. Such an organization
should be within the TCA (see the Intelligence Comunity
Managenent staff study). Specifically, MASINT managenent
requires a "stand alone" capability |ike that of NSA -
though all would agree, not the size. This should requires
the equivalent of a U S. MASINT System (USMS) |ike the U S
SIG@ NT Systemor the U S. Inmagery System |[If there is no
consolidation of the IC structure (i.e. a TCA) the CMO may
need to be an organi zation i ndependent of the DI A structure,
but not necessarily independent of the Director, DIA  For
"care and feedi ng" purposes, the CMO can continue to exi st
within DIA but nust be an organization that reports
directly to the Director, DA not the staff elenents of

DIA. Additionally, the CMO nust have the authority to use
exi sting (DA budgeting organi zations (on an "outsourcing
basis") to facilitate their obligation and transfer of funds
as necessary. OCMO could also be organi zed outside of D A
directly responsible to the Assistant Secretary of Defense,
Command Control Communi cations and Intelligence. In either
case, CMO needs to be responsible for all USG MASINT efforts
(just like NSAis for SIG@NT), and responsible to the DCI
and SECDEF for satisfaction of MASINT information needs. In
ei ther case, the CMO nust be given the real authority to
take on the responsibilities laid out in existing charter.

13) The CMO shoul d be given the NSA-equival ent of the
"SI G NT seal of approval." (Under the TCA construct, this
beconmes a nmute issue.) That is, CMO should be given a U.S.
MASI NT System (USMS) | ead status with the ability to provide
real guidance relative to programm ng, research and

devel opnent, standards, tasking and operations. CMO should
have nore authority over service and agency devel opnents and
acqui sitions (this should be a chairnman of the board
construct). This is not to underm ne service/agency Title
10 authorities, but rather to provide a coordi nated approach
to resource expenditures. Again, this may not be well

recei ved by the services/agencies, but is actually CMO s
assigned task today. |In conjunction with, and through the
authority of the DDCI/CM s Infrastructure Support

Organi zation (1SO, the CMO shoul d establish MASI NT system
standards, with the services/agencies (the consolidated NRO
devel oping the material solutions.

14) Increase the size of the CMO. A specific nunber needs
further anal ysis, however, respondents argue that a staff of
at | east 75-100 people is needed. This nunber is based on
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an i ndependent (e.g. no TCA) organi zation. Refined nunbers
for a division within the TCAwill have to be determ ned.
However, a TBD percentage of these billets should be
mlitary, with the services providing their experts to the
organi zation. In the joint environment, the Director, CMO
needs to facilitate the "cross-pollination" of services,
organi zati ons, and agencies to ensure the |long term needs of
custoners can best be satisfied. Additionally, the CMO
shoul d have representatives assigned to the theater Cl NCs

just as does NSA, DoD HUM NT, etc.

15) The role of the MASINT Comrittee should be further

revi ewed for adequacy/need. Most study participants voiced
a good deal of support for the MASINT Comm ttee, stating
that it provides a useful forumfor the Agencies and
Services to voice their concerns, opinions and positions as
(CMO) policy decisions are devel oped. They believe this
allows for infusion of sonme nuch needed objectivity into the
MASI NT deci sion process. However, there is a question of
what the Committee's true charter is, particularly when
viewed in the light of a stronger, nore robust (al so read:

joint) CMO. There is no readily apparent savings or added

val ue to dissolving the MASINT Conmittee, but the comittee
construct as a whole should be viewed for future rel evancy.

16) CMO nust be able to state and nmaintain the necessary
managenent positions (both popul ar and unpopul ar) rel ative
to MASI NT budget/programmati c recommendati ons and deci si ons.
Such deci sion nust be further incorporated within the CV5
budget process (again, see the Intelligence Community
Managenent staff study for further discussion). Such
coordi nat ed budgeting can only happen if CMOis given and
takes nore direct control of the entire MASINT effort from
budget through policy fornul ation.

Addi tional Thoughts

A

MASI NT is a science-intensive discipline. Its one true

characteristic is the need for practitioners well-versed in the
broad range of physical and electrical sciences. These people
cannot be honed frommlitary service schools in one or two
years. These people need to cone fromacadenm a fresh with the
scientific know edge from experinentati on and research. Nor
can they continue to be "proficient” in their areas of
expertise if they are maintained in governnment enploy for an
entire career. Such scientists nust have portability. That

is, they nust be able to | eave governnent enploynent and rejoin
the ranks of academics in order to maintain their scientific
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knowl edge. The I C needs the personnel equivalent of comercia
of f-the-shelf technology (COTS). As part of the overall IC
managenment initiatives, we discussed exanmning the feasibility
of pursuing trial personnel managenent prograns that provide
incentives to recruit the necessary scientific experts for the
IC s needs. Such prograns need to be pursued with the ful
under standi ng that such experts may not spend a 20-30 year
career in governnment enploynment. The Comm ttee recognizes the
magni tude of such a proposal, and stops short of attenpting to
enact this recomendation into |law. However, the we believe

pl ans, such as |limted governnent pensions, novenment of private
pensi ons and savings plans into (and out of) the federal
retirement plans, bonuses, etc., hold the prom se of hel ping
to ensure the Cormunity can retain these experts for nationa
service. W also believe there is a need to address the issue
of being able to rehire retired mlitary experts. Although
costly, the returns in terns scientific know edge woul d be wel |
worth the investnent.

B. For intelligence collection/support systens, there is a
continuumthat runs fromthose systens that provide pure
intelligence collection and those that provide pure operationa

(i.e., SMO support. Inreality, all US. IC systens fal
within the two extrenes. There is a need to "plot" where
i ndi vi dual systens fall, determine the IC strengths, its

weaknesses (the holes) and use existing systens to cover the
hol es before setting off to build new systens or capabilities.

C. The intent of this report is not to "oversell™ MASINT,

but rather to call attention to sonme areas of concern
weakness, and, in fact, strengths. MASINT is not the nost
critical intelligence source for U. S. custoners today.
However, for any one particular incident or collection
opportunity, no discipline always is. True all-source
collection and analysis is critical. This report does try to
enphasi ze that MASINT is a critical discipline that has the
uni que potential of being nore so in the future. NMASINT
provi des information that other sources cannot. This is not
to say it is specifically a niche field, but can satisfy niche
requirenents.

D. The group identified (via various inputs) some recurring
t houghts that would identify the MASINT system s greatest
needs. These deserve reiterating:

- Educat e people on what MASINT is and is not.

- MASI NT can be used for immedi ate battl efield survival
(tactical support).
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- MASI NT information is critical for national information
needs (national survival) by providing information on the
weapons of mass destruction and chem cal and bi ol ogi cal
proliferation/use. There is a need to nore clearly tie
CMO s structure into the "national” (ClA) structure.

- Smart/brilliant weapons will, increasingly, depend on
MASI NT i nf or mati on.

- MASI NT devel opnent nust be focused on sensor to shooter
and sensor to seeker head.

- MASI NT provides the potential for unanbi guous
discrimnation for identification of friend and foe (for
preventing fratricide).

- Underground targets will be a future because of U. S.
successes in DESERT STORM This wll add to the
i nportance of MASI NT expl oitation.

- Requirenents: there is a need for a "National MASINT
Requi renents Tasking Center"” simlar to the Nationa
HUM NT Requi renents Tasking Center (NHRTC)."

- The services are justifiably concerned that any
managemnent / or gani zati onal changes nay adversely affect
warfighting capabilities. Any changes resulting from
| G 21 nmust factor those concerns, and a proper bal ance of
central i zed managenent/ coordi nati on versus operationa
needs nust be found.

- There is absolute need for tasking and pl anni ng
interactions between all players for all planning, R&D
system devel opnent, tasking, enploynent, etc.

- There needs to be a joint collection nmanager MOS/ AFSC
Wi thin the services, or, at a mninmm there needs to be
an effective training block/course for all personnel
assigned to work in collection managenent positions. How
can we develop an JCMI without it?

Concl usi on

There are a nunber of varied thoughts relative to the future
of MASINT. Whether it remamins a specifically-naned intelligence
di scipline or not is less inportant than ensuring the viability of
the technically and scientifically derived information fromthe
many col |l ection sources. User know edge and insight as to what
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t he MASI NT product can provide for the future battlefield or for
nati onal objectives is inperative. Strong |eadership is necessary
to steer this "intelligence discipline of the future"” into the
next century.

FOOTNOTES

/ 1/ MASI NT panel #3 discussions; individual responses to MASI NT
guestionnaire

[ 2/ MASI NT Panel #1, #2, and #3 di scussi ons and i ndi vi dual
i ntervi ews.

/ 3/ Panel respondents, MASINT panel # 1, 2 and 3 di scussions.
/ 4/ MASI NT Panel #2 and #3 di scussions, and with CMO
/' 5/ USAF MASI NT bri efing

/ 6/ MASI NT 2010, Planning the U S. MASINT System for the 21st
Century

/ 7/ MASI NT panel #2 and #3, discussion with acting Director, CM)
M. Ji m Fahnest ock

/ 8/ CMO fi gur es.

/ 9/ MASI NT panels 1, 2, and 3 and personal interviews.
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VIIl. Collection: Launch

Executive Sumrary

Spaceborne col | ection assets are useless if they cannot be put
into orbit. Hence, launch vehicles will remain a critical
conmponent of the US intelligence collection architecture. Ti tan
IV, the primary |launch vehicle used by the Intelligence Community
(1C, is prohibitively expensive. In order to neet the needs of
all users, the US needs to nove to sinple, reliable, affordable
| aunch vehi cl es. Though we believe the US nust ultimately devel op
a new | aunch vehicle, interimsolutions require the infusion of new
ways of doi ng business and decreasing the IC s reliance on the
Titan I'V. The followi ng recormendati ons reflect this approach.

- If technically feasible, all |IC payl oads shoul d be taken
off of the Titan IV. No Titan |IVs should be purchased by
the IC after the 1997 buy, and even that shoul d be
reconsi der ed.

- The U.S. should exam ne the viability of advanced
technol ogies to reduce the size of satellites.

- The Air Force should nodify its Evol ved Expendabl e Launch
Vehi cle (EELV) programto focus solely on the heavy |ift
problem The US governnent shoul d take advantage of the
Medi um Launch Vehicle (MV) conpetition between MDonnel
Dougl as and Lockheed Martin in order to keep M.V costs
| ow.

- Al'l 1 C payl oads should nove to the "ship and shoot"
approach (i.e., payloads arrive at the launch site ready
for launch, with no on-site assenbly, testing, etc).
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- Future | C payl oads should conformto the standard

interface of the launch vehicle. [IC MV class payl oads
shoul d be conpatible with both the Atlas Il AS/R and the
Delta 3.

CCOLLECTI ON: LAUNCH

Launch vehicles are, and will remain, a crucial conponent of
the US space architecture, especially in support of the
Intelligence Community. Numerous governnent studies have espoused
the criticality of our space transportation systemto the US s
assured access to space and have enunerated the nmany probl ens
pl agui ng the | aunch vehicle community (LVC). Yet, nothing has cone
of these studies but piles of paper. No one has been able to push
the solution forward for the real issue the LVC faces: the
requirenent for sinple, reliable, and affordable | aunch vehicl es.
Though many organi zations have tried, all previous efforts to build
a new | auncher have failed (ALS, NLS, Spacelifter, etc.) because
the US Governnent (USG tried to procure these systens doing
busi ness as usual. Costs grew substantially and prograns were
cancelled. The Intelligence Cormmunity (1C) is particularly
vul nerable to the vagaries of the LVC. Because |IC payloads are
| aunched to support national security interests, required | aunch
costs have been paid, regardl ess of how exorbitant. However, this
climate is changing, mainly due to the current austere budget
environnment. Wth many of the | C payl oads bei ng scal ed back or
downsi zed to save costs, it is tinme to take a serious |ook at the
LVC and decide if it is providing what we need to support
intelligence requirenments for the 21st century.

FI NDI NG Launch vehicles will remain a critical conponent
of the U S. intelligence collection architecture.

In recent years, the I1C has nmainly been concerned with the
Titan IV (TIV) |aunch vehicle and, in fact, the I C has been the
mai n driver behind the need for a heavy |ift capability because of
the size of its payloads. The TIV has becone the workhorse of the
Community since (and because of) the Space Shuttle Chall enger
accident. It is the only US vehicle (besides the Space Shuttle)
capabl e of providing a heavy lift capability. The TIV, along with
the rest of the United States' |aunch vehicles, is based upon
1950's I CBM technol ogy. | CBM devel opnents were not optim zed for
| ow- cost production and sinple, streamined operations. These
m ssiles were designed in the shortest tinme possible and built with
t he enphasi s on maxi m zing performance (i.e., to carry the |argest
war head possible) while mnimzing the weight of the mssile.

Thus, very little design margin was allowed to keep the wei ght of
the ICBMIlow. The Atlas |launch vehicle is a perfect exanple of
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this. The structural walls of the Atlas mssile's propellant tanks
(and consequently, those of the Atlas | aunch vehicle) cannot stand
up by thensel ves because the tanks' walls are extrenely thin to
save on weight. They nust be internally pressurized for structural
stability; otherw se, they inplode. Hence, it is no wonder that
our current stable of launch vehicles is not optim zed for cost
efficiency, robustness of design, and short operational timnelines.
Further, no matter how many tines we upgrade these systens, their
conpl ex designs will never allow for ease of operations, |ow cost
and maximumreliability. There is only so nmuch that can be done
with these | egacy systens.

FINDI NG The US needs sinple, reliable, affordable | aunch
vehicles. The Titan IV | aunch vehicle is not the best
nmeans of ensuring a viable 21st century collection
architecture. Qher options -- such as new | aunch
vehi cl es and changes in satellite design -- nust be

pur sued.

The majority of 1C payloads use the TIV. It is extrenely
expensi ve, unreliable, non-responsive, and pollutes the
environment. It is definitely NOT the |aunch vehicle of the 21st
century. The I1C has four options to solve the above problens: 1)
lighten the spacecraft so they can fly on a Medi um Launch Vehicl e
(MV); 2) perform product inprovenents to the TIV to increase
reliability, inprove responsiveness, and decrease cost; 3) hope the
Evol ved Expendabl e Launch Vehicle (EELV) programis successful at
decreasi ng costs; or 4) devel op a new | aunch vehicl e.

FINDING The Titan IV launch vehicle is prohibitively
expensi ve.

Though we believe that, ultimtely, the country nust nmake the
investnment in a new | aunch vehicle as stated in Option 4, we nust
deal with the realities of today. Also, as stated earlier, there
appears to be very little that can be done in the form of upgrades
to increase substantially reliability and to decrease costs for
t hese | egacy systens. Therefore, we reconmend a conbi nation of
Options 1 and 3. The I1C should reduce its payloads in weight and
size to be conpatible with the MLV class of boosters, at a m ni num
but should strive, using advanced technol ogies, to attain the
smal | est satellite size and wei ght possible. W believe, with
per haps the exception of one program that all current payl oads
that use the TIV can be downsized with no degradation in
performance. This will drastically reduce | aunch costs for these
pr ogr ans.

RECOMVENDATION:  If technically feasible, all 1C payl oads
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shoul d be taken off of the Titan | V.

Regardi ng EELV, we believe the Air Force should nodify its
programto focus solely on the heavy lift problem Until it is
ascertai ned whether the remaining I C program can be downsized to a
M.V cl ass booster, we must protect a heavy lift capability.

However, M.V costs are already at the cost goals of EELV and both
Lockheed Martin and McDonnel |l Dougl as have conmitted to a MV
program regardl ess of whether EELV |lives or dies. This is based
upon their forecasts for the commercial market. Hence, the USG
shoul d use this conpetition to its advantage and use both M.V
progranms, instead of locking itself into one contractor team as
EELV proposes. \Were is the incentive for the contractor to be | ow
cost when it has a nonopoly on the USG market? Allowing this MV
conpetition to continue would allow | ower prices to be obtained and
woul d provi de a responsive backup capability if enough foresight
went into the redesign of the new IC satellites. The new EELV
program shoul d mandate that the heavy |ift vehicle be a derivative
of the M.V prograns so that econony of scale will be preserved
(especially if the ICis left with only one programrequiring heavy
lift). Several EELV contractors are already designing their
progranms in this way. There are sonme who predict that eventually
there will be a commercial market for a heavy lift vehicle, based
on the continuing trend of commercial communications satellites to
grow | arger. However, based on IC requirenents, we do not have the
uxury to wait and see if the comercial market will help to drive
heavy lift costs down.

RECOMVENDATI ON: The Air Force should nodify its EELV
programto focus solely on the heavy lift problem The
U. S. governnment should take advantage of the Medi um
Launch Vehicle (MV) conpetition between Lockheed Martin
and McDonnel | Douglas in order to keep M.V costs | ow.

We applaud the ICin its current efforts to downsize its new
spacecraft prograns. Because these prograns are entering a
redesi gn phase, now is the opportune tinme to address |aunch
responsi veness issues. The |IC should require that these new
spacecraft be designed in accordance with the "ship and shoot"
phi |l osophy, i.e., the spacecraft arrives at the |launch pad ready
for launch. No final assenbly should be all owed on-pad nor should
prol onged testing. Of-line processing and encapsul ation need to
beconme the norm not the exception. This will help streamine
operations at the launch pad, allow ng for quicker |aunch turn-arounds.
The I C should al so mandate that its spacecraft use the standard | aunch
vehicle interface that is available. This will allow spacecraft to be
i nt erchangeabl e on the booster (and between different boosters) should
a problem develop with a payload (or a booster). This, too, will help
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to streanline operations and reduce costly payl oad-uni que desi gns.

The ability for the 1C to choose between an Atlas or a Delta
| aunch vehicle for a MLV is now a reality because MDonnel |l Dougl as
has commtted to the Delta 3. The Delta 3 will be conparable to
the Atlas I1AS. The I1C should require that all of its new
spacecraft be designed to both launch vehicles' dynam c
environments and | oads. Hence, their launch flexibility wll
i nprove dramatically. It is only through inplenentation of these
concepts that space can truly be "operationalized.” Unfortunately,
busi ness as usual routinely has satellite programoffices forcing
the |l aunch vehicle to custom ze its interface, versus the satellite
adhering to the standard interface. This will only be changed if
direction comes down fromthe top. The ICis in a perfect position
to mandat e these approaches and should do so i nmedi ately.

RECOMVENDATI ON: All | C payl oads, during their current
redesi gn phase, should incorporate the "ship and shoot"”
approach (i.e., payloads arrive at the |aunch site ready
for launch, with no on-site assenbly, testing, etc.).

RECOMVENDATI ON: Al'l |1 C payl oads, during their current
redesi gn phase, should conformto the standard interface
of the launch vehicle. NRO M.V class payl oads shoul d be
conpatible with both the Atlas I1AS/R and the Delta 3.

Not all |1C prograns have been as enthusiastic about enbracing
new technol ogy and |lighter weight materials. Their rationale was
based on the econom es of scale for the TIV program |If the IC
pul led all of their spacecraft off of the TIV except for one
program the costs becone prohibitively expensive for that
remai ni ng program That does not nean, however, that we shoul d
continue to pay three tinmes as much for |aunch vehicles for other
programs (not to mention foregoing the cheaper satellite costs) to
save the perception that the TIV programis affordable. Perhaps
the cost savings would be eaten up by the TIV inefficiencies, but
it mght provide the inpetus to devise new ways of downsizing the
remai ning heavy |ift program so it too could be taken off of the
TI'V, and provide nore support to the heavy lift EELV program (i.e.
with only one satellite requiring heavy lift, we need a nore cost
ef fective means of providing it). W have enbraced a serious and
timely exam nation of small satellite technol ogy and believe that

much smaller satellites can performsone, if not all, IC mssions,
with inproved performance and flexibility. These new satellites
could potentially use the small | aunch vehicle (SLV) class of
boost ers.

This SLV cl ass of boosters includes the Lockheed Martin Launch
Vehicle (LLV) and Orbital Sciences Taurus vehicle. W nust nention
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sonme of the devel opnent problens this class of boosters is
experiencing. LLV has had one failure out of one |aunch attenpt
and Taurus has had one success out of one launch (though its sister
program Pegasus, has had nunerous failures and has yet to becone
truly operational, casting doubt on all of Orbital's |aunch vehicle
prograns). Though these boosters have had their share of problens,
bot h conpani es have enornous incentive to nmake these prograns
viable fromboth a cost and reliability point of view. Both
conmpani es have comercial satellite progranms that nust fly on their
own respective small |aunch vehicles. Hence, these conpani es nust
ensure that their |aunch vehicles will performreliably and take
their payloads into orbit. W believe these market forces wll
provi de the inpetus required to nake these prograns operational.

If this does not occur, MVs can al ways be used, albeit at greater
cost (though still nuch cheaper than the TIV).

The remai ning heavy lift programpresents the IC wth a nmajor
di | emma. The Air Force has no current plans to continue use of
the TIV for Departnment of Defense (DoD) payl oads past the foll ow on
buy schedul ed for 1997. If all other programs are taken off of
the TIV, the ICw Il have the only remaining programusing this
| aunch vehicle. Regardless of the nunber of prograns it keeps on
the TIV, the IC could very well be forced to pick up the whole tab
for the TIV program based on the Air Force's decision (though, at
present, the Air Force has said this will not happen). This would
be an increase the NFIP could not absorb. The IC, as a part of the
af orenmenti oned foll owon buy, will have procured TIVs for all of
its approved programs. Production of these TIVs will be conpleted
by 2000. It could be many years before the next TIV | aunch vehicle
is needed. Thus, a nmmjor decision is needed in 2000 on whet her or
not to procure nore | C TIVs.

We believe the I C should not purchase any nore TIVs after the
1997 buy and that even this buy should be reconsidered. If the IC
goes ahead wth the 1997 buy, it will have bought, by 2000, all of
the TIVs it needs for its approved prograns, and then sonme. As
part of the initial block buy, at least two TIVs were procured for
spacecraft that have since been cancelled. There may be nore TIVs
avai lable if other prograns discussed earlier are downsized.
Thus, the I1C has a surplus of TIV vehicles. Based on new designs
i npl enmented by Lockheed Martin, a satellite programis not | ocked
into a specific TIV configuration but can use any TIV vehicle.
This greatly increases the ICs flexibility in using its surplus
TIVs. (These surplus vehicles could be used for the remai ni ng heavy
l[ift programto protect a | aunch capability if the heavy lift
portion of EELV cannot support this program) Therefore, there is
no need for the IC to procure nore TIVs, including the 1997 buy,
ot her than protection of the industrial base.
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If the I C decides to buy nore TIVs to keep the production |ine

open, it wll, in essence, entail a IC conmtnment to the TIV
vehicle as the heavy lift benchmark for the next two decades, based
upon satellite design tinelines. In other words, the ICw Il be

buyi ng I aunch vehicles for satellites that will not fly for years.
Because the nost cost effective time to switch |aunch vehicles is
bet ween bl ock buys, the ICwill be saddled with the TIV for another
20 years. As stated above, we believe this is the wong direction
to take. Hence, no nore TIVs should be procured by the IC

RECOMVENDATI ON:  No Titan 1Vs should be purchased by the
| C after the 1997 buy, and even that should be
reconsi der ed.

To solve the particular problemof the remaining heavy lift
program R&D should be increased in the area of advanced
t echnol ogi es to support reducing the weight and size of the
spacecraft. Alternate nmethods of performng this m ssion should
al so be pursued with increased, objective vigor (at a mninmumas a
part of the ICs Snmall Satellite Ofice's downsizing studies). |If
neither of these attenpts at downsi zing succeed, the 1C w |
obviously be left with a requirenent for a heavy lift capability
but at an extrenely low |l aunch rate. Thus, again, increased
support needs to be given to EELV to ensure that the heavy lift
derivative is closely tied to its MV brethren. This is the only
way that a heavy lift capability will be made affordabl e.

RECOMVENDATI O\ The U. S. should exam ne the viability of
advanced technol ogies to reduce the size of satellites.

In summary, the IC should attenpt to downsi ze its spacecraft
to elimnate the need for the TIV. W believe this can be achi eved
in all progranms save perhaps one. R&D should be increased in
technol ogi es that have the potential to help the remaining program
reduce its weight and size conparable to the capability of the M.V
cl ass of boosters (at a mininmun). The IC should al so nandate, for
its programs going through a redesign phase, that they adhere to
t he standard | aunch vehicle interface and incorporate a "ship and
shoot " approach. Finally, the Air Force should be encouraged to
redirect their EELV programto focus solely on the heavy lift
probl em whi |l e demandi ng that the heavy lift vehicle be based upon
a MLV derivative. Thus, if the IC s remaining program cannot be
downsi zed, then EELV mnust provide a nore cost effective heavy |ift
capability than the current TIV program It is only in this way
that the ICwill be able to rely on affordable, assured access to
space for its payloads in the 21st century.
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IX. Clandestine Service

IC21: The Intelligence Community in the
21st Century

Staff Study
Permanent Select Committee on Intelligence
House of Representatives
One Hundred Fourth Congress

IX. Clandestine Service

Executive Sunmary

The purpose of this study is to present ideas about the future
rol es, organi zation, and nanagenent of a clandestine service as
t hey were devel oped by the Study Group in the course of its
"Intelligence Community in the 21st Century" (1C21) study. The
body of the paper consists of explications of twelve principal
"findings" concerning this clandestine service. Sonme of these
findings represent radical departures fromthe status quo. Ohers
sinply reaffirmand reval i date existing arrangenents that have been
under questi on.

VWhile this study stands on its own, its observations and
conclusions are conpatible with the other 1C21 studies. Moreover,
when | ooked at in the context of the Commttee's exam nation of the
Intelligence Community (1 C) as a whole, the follow ng findings and
recommendat i ons have been extracted fromthis study for inclusion
in |egislative proposals to reorganize and better direct the ICin
the future:

Fi ndi ngs

The U.S. requires a clandestine service of the highest
pr of essi onal standards and conpetence.

Cl andestine coll ection nmust be focused principally on
select, high priority national and mlitary requirenents.

Yet, it is necessary to have at |east a m ninal

cl andesti ne presence in nost countries (a "gl oba
presence”) so as to maintain a broader base-I|ine
contingency capability and to respond to transnationa
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col l ection requirenents.

Cl andestine operations require an extraordinarily high
| evel of managenent attention, expertise and
coordi nati on.

Reconmendat i ons

There should be a single US clandestine service (the
"Cl andestine Service,") under the Director of Centra
Intelligence's (DCl) direct supervision.

For intelligence collection tasking and requirenents
pur poses, the C andestine Service should respond to the
regul ar communi ty-wi de coll ecti on managenent process.

The C andestine Service should be managed by a Director
who is a career intelligence professional

The C andesti ne Service should have a two-star
professional mlitary intelligence officer as a Deputy
Director responsible for support to the mlitary and for
coordi nation, as appropriate, with the mlitary services,
regi onal commanders and the O fice of the Secretary of
Def ense

The C andestine Service should have organic to it the
adm ni strative and techni cal support nechanisns that are
critical to its unique functions and essential to its
success.

The personnel system should ensure the recruitnment of
hi ghly qualified junior enployees, the devel opnent of
tal ented cl andesti ne operators and managers, and the
aggressi ve renoval of marginal and unsuitabl e enpl oyees.

The mlitary cadre of the O andestine Service shoul d
consist of mlitary clandestine operations officers
having a viable mlitary career track wthin that
speci alization and of the sane high professional and
personal qualifications as the civilian cadre.

The DCl needs to reaffirmand reiterate throughout the

I C, his designation of the Clandestine Service's role to
lead the 1Cin its conduct of foreign clandestine
operations, i.e., espionage, counterespionage, covert
action and related intelligence liaison activities

abr oad.
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The C andestine Service Chief of Station should act as
the US governnent's on-site focal point for the
deconfliction of all intelligence and | aw enforcenent
activities abroad with an appeal s process functioning
t hrough the Anbassador and/or a Washi ngt on- based

i nt eragency nechani sm

There are nunerous other findings and recommendati ons within
this study that will be pursued by the Commttee in other ways,
particularly through the annual authorization and regul ar
intelligence oversight process.

CLANDESTI NE SERVI CE
Definition of Terns: "HUM NT" and "C andesti ne Service"

The terns enployed in this study reflect sone of its findings.
The nost inportant exanple of this is the use of the terns "HUM NT"
and "cl andestine service." Oiginally, the Study G oup had
characterized this part of the I1C1 study as bei ng about HUM NT.
The termis, however, a particularly anbi guous one, the use of
whi ch frequently masks if not perpetuates intellectual sl oppiness.
Properly speaking, HUM NT refers to a category of intelligence,
that which is reported by a governnent information collector who
has obtained it either directly or indirectly froma human source./ 1/
As such, the termhardly begins to enconpass the subject under
consi deration: the proper m ssion, nmanagenent and organi zati on of
the entity or entities responsible for foreign clandestine
intelligence operations (i.e., espionage, counterespionage, covert
action and related foreign liaison activities). Such an entity is
a "clandestine service."

A cl andesti ne service does nuch nore than sinply coll ect
"HUM NT" clandestinely, that is secretly exploit agents for the
pur pose of collecting intelligence. A clandestine service also
works in [iaison with other spy services to run all types of
operations; it taps tel ephones and installs |listening devices; it
breaks into or otherw se gains access to the contents of secured
facilities, safes, and conputers; it steals, conprom ses, and
i nfluences foreign cryptographic capabilities so as to nmake them
exploitable by US SIGNT; it protects its operations and defends
t he governnent fromother intelligence services by engaging in a
vari ety of counterespionage activities, including the aggressive
use of doubl e agents and penetrations of foreign services; and it
cl andestinely enpl aces and services secret SIG NT and MASI NT
sensors. It also has the capability of using its techniques and
access to run prograns at the President's direction to influence
foreign governments and devel opnents, that is, "covert action."/2/
The unifying aspect of these activities is not sone connection to
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HUM NT; rather, they are highly diverse but interdependent
activities that are best conducted by a clandestine service. The
terms "HUM NT service" and "cl andestine service" can be used

i nterchangeably only in ignorance or with a willful disregard for
t he actual neaning of the words.

A final note on the use of the term "clandestine service."
Wien referring specifically to an existing clandestine service,
such as the CIA's Directorate of Operations (DO or the
cl andestine el enment of the DoD s Defense HUM NT Service (DHS), this
is done so by nane. 1In discussing an ideal or future organization
perform ng those m ssions, we have used the term"C andestine
Service" or CS as a proper noun.

Background: C andestine Operations and a C andestine Service --
How | nportant Are They? Do W Need Then? WII W Need Thenf

There is no nore bel eaguered el enent of the Intelligence
Community than the clandestine service -- the organization
currently known as the CIA's Directorate of Operations (DO./3/

It has been the subject of ceaseless critical scrutiny and even
vilification fromthe press and nore than occasionally from
Congress since the Congressional hearings of 1975 and nost recently
since the arrest of Aldrich Anes, a DO enpl oyee, in February 1994
as a Soviet (and later, Russian) agent.

The tenor of nuch of the recent reporting is exenplified by a
statenent in the U S. News and Wrld Report that the DOis at the
center of a systemof "inconpetence, corruption, cover-ups, and ...
failures."/4/ In Congress, there has been no reluctance on the part
of sonme to nmake public accusations of DO nal f easance, ineptitude
and even illegality. Recent exanples are false charges of DO
i nvol verent wi th assassinations in Guatemal a and of costing
t axpayers billions of dollars by passing on Soviet/Russian
disinformation that was used to justify supposedly unnecessary US
def ense prograns. The political and editorial npbod is such that
charges of this sort, although they frequently prove to be
overstated if not outright wong, find i medi ate acceptance and
make the public even nore receptive to subsequent further
"revelations.” It would appear that the the current DCl, John
Deutch, has been, at |least to sone degree, influenced by these
stories and allegations, since he has publicly lanmented the DO s
"tremendous deficiencies" and reportedly put on his daily cal endar
a standi ng objective of "reinventing the DO "

Ironically, however, the DO of the |last few years appears to
be at | east as and possibly nore successful than it ever has been.
It has nade significant advances in penetrating the great majority
of hard target countries and a wide variety of terrorist and
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proliferation organizations. It has dramatically redefined and
focused its activities on high-priority national intelligence
issues. Its Ofice of Mlitary Affairs, under an Assistant Deputy
Director of Operations for Mlitary Affairs (ADDO MA) (created
after Desert Storm had shown weakness in support to the mlitary),
recei ved strong kudos fromits mlitary custonmers. |In response to
a perceived need to tighten up its bureaucracy, the DO has al so
dramatically reduced personnel (to the point that it is two years
ahead of its Congressionally-nmandated goal s), closed down a sizable
fraction of its stations and bases in the last four years, and
drastically cut back on the nunber of personnel in the field. It
has opened up sone of its operations and brought in outside experts
at an unprecedented |level to the point that seniors fromthe
Directorate of Intelligence, FBI, the mlitary and DoD civilian
organi zations serve in positions up to and including the division
chief |evel.

These positive assertions -- standing in such stark contrast
wi th the negative general assessnent that recent accusations have
fed -- are sustained by what little objective data there is

avail able to assess the relative value of the DO s product. The
Conmittee is aware of three studies attenpting to devel op hard data
on the utility of the intelligence produced by the intelligence
disciplines: the Strategic Intelligence Review (SIR) process of
1994, a survey of National Intelligence Daily (NID) citations, and
t he 1995 Conprehensive Capabilities Review undertaken by the
Comuni ty Managenent Staff.

The twel ve SIRs prepared at the DCl's request and under the
auspi ces of the National Intelligence Council in May 1994,
identified 376 intelligence "needs" and rated the value of the
contribution of the various intelligence disciplines (HUM NT
| M NT, SIG NT, MASINT, and open source) in meeting those needs. An
exanpl e of such a need is "International terrorist organization X' s
plans to attack US persons, facilities, and interests.” In
aggregate, the SIRs clearly identify HUM NT as the nost inportant
source of intelligence for the subjects treated./5/ Specifically,
HUM NT was judged to nake a "critical" contribution towards 205 of
the 376 intelligence needs identified. That is nore than half
again as nuch as the next greatest contributor (SIGA NT) and nore
than twice that of the third (open source).

Wthin several inportant specific subject areas, HUM NT' s
contribution is particularly strong, such as in reporting on the
transnati onal issues that are now anong the highest priorities of
the I1C. terrorism narcotics, proliferation, and internationa

econom cs. |In providing information on terrorism HUM NT garnered
the grade "of critical value" alnobst 75 percent of the tine it was
given. In narcotics, HUMNT was graded critical nore than the

http://www.access.gpo.gov/congress/house/intel/ic21/ic21009.html (5 of 46) [5/6/2003 9:20:19 AM]



IX. Clandestine Service

other intelligence disciplines put together. |In collecting
critical intelligence on the proliferation of weapons of nmass
destruction and their delivery systens, HUMNT's contri bution was
over 40 percent. Finally, in international economcs, its
contribution was over one third. Simlarly, in several nore
traditional areas of foreign political intelligence and regiona
devel opnments, HUM NT was rated the nost inportant source for
covering the Near East, South Asia, Europe, and Africa. 1In
summary, it would appear to be safe to conclude fromthe Reviews
that what they termas HUM NT is unsurpassed as a source of
critical intelligence to the national policymaker./6/

Anot her effort at objectively assessing the useful ness of
intelligence comng fromthe various collection disciplines is a
study that was done of the intelligence sources used in the
preparation of the NID for January 1993. Not surprisingly, open
source and Departnment of State reporting were the nost frequently
cited sources of information. They were followed by the various
types of intelligence reporting in the follow ng order: DO
reporting, SIGNT, imgery, and Defense Attach, reporting. By
i ssue, the DO was the nost inportant intelligence source in the
areas of weapons proliferation, econonm c security, Europe, Africa,
Latin America, terrorism counternarcotics, and Sonmalia. Al though
this is, of itself, a good reflection of the value of the DO s
product, it does not capture it all, since the N D does not
typically reference much of the DO s best reporting that is
di ssem nated only within highly restrictive "blue border”
conpart nents.

Finally, inlate 1995 the DCl's Comunity Managenent Staff
(CMS) prepared a Conprehensive Capabilities Review that is probably
the best effort yet at objectively assessing the collection
capabilities of the various parts of the intelligence conmunity.

In this case, the CM5 worked fromthe specific intelligence issues
as categorized and prioritized by Presidential Decision Directive
outlining intelligence priorities. In this review too,

cl andesti ne operations el enents had a strong showing. In the
crisis capability category, the clandestine HUM NT col |l ection
capabilities were rated as being of approximtely the sane val ue as
SIGA NT. Against the category of transnational issues, the DO s
capabilities were unquestionably the strongest in the intelligence
communi ty, being half again those assessed as bel onging to SI G NT.
Agai nst "rogue" states and other top priority target countries, the
DO pl ayed a secondary role to SIGANT. It is worth noting that in
this review the assessnent of the DO s production was only of its
"HUM NT" reporting and did not include the reporting that results
fromthe DO s cl andestine technical operations.

The denonstrabl e value of CS reporting and its nore than
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respectable showing in relation to other types of intelligence is
further highlighted by its relative | ow cost, except in conparison
Wi th open source collection: at a single digit percentage of the
Nati onal Foreign Intelligence Program budget, clandestine
operations cost a small fraction of what is spent on | MNT and an
even smaller fraction of what is spent on SIG@NT. This is not

al ways understood and, in particular, is lost on the public. Even
Roger Hilsman, a fornmer intelligence officer, referred in a recent
Foreign Affairs to the "enornmous cost of fielding secret agents."/7/
The fact is that US espionage under even the nbst sangui ne
projections has little prospect of ever costing nore than a
fraction of what is spent on technical intelligence collection
programns.

Even if we accept the current value of a CS and its relatively
| ow cost, the IC21 study, of which this is part, is looking to the
future. For that reason we nust ask whether it will also be usefu
in the future. Although it is difficult to foresee the
geopolitical situation of ten or fifteen years fromnow, there are
several characteristics of good clandestine operations that point
to their probably being particularly well-suited to nmeet many post-Cold
War national intelligence requirenments. Although the details
are much debated, the IC, the executive branch, and Congress are
all in basic agreenment that the nost inportant intelligence
requirenments will fall in the follow ng categories: the
transnati onal issues of terrorism narcotics, weapons
proliferation, and econom c conpetitiveness; hostile states;
strategic threats; support to the mlitary; and "hot spots.” Six
points are worth maki ng here about how a good cl andestine service
can be of particular value in satisfying such requirenents.

First, transnational issues involve the |inkage of individua
pl ayers around the gl obe operating in secret cooperation if not
alliance. These are notoriously difficult targets for
intelligence. But experience has shown that there are often weak
links in such organi zations and good cl andesti ne operators are
i ngenious at locating and exploiting them Thus, of all the
intelligence collection techniques, clandestine operations have a
conparative advantage in collecting on nost transnational issues.
The Strategic Intelligence Reviews of 1994 and t he Conprehensive
Capabilities Review of 1995 have anply docunented this strength.
Moreover, there is no reason to suspect the clandestine operator's
capabilities will be |less successful against these targets in the
future. This judgnent assunes that the clandestine service is not
forced, for political reasons, tolimt its ability to recruit and
run agents inside the frequently unsavory circles and governnents
in which terrorist, narco-traffickers, proliferators and crim na
el enents operate.
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Second, so long as there are humans at the controls of foreign
governnents maki ng decisions in secret affecting our national
security, clandestine operations will be inportant and effective in
ferreting out the secrets. There is, of course, the intelligence
truismthat espionage is uniquely well-suited anong the
intelligence disciplines to discover plans, intentions, and
deli berations. That opinion is conplenented by the |ess
under stood, but equally true, argument that only a spy can actively
delve for intelligence. Technical intelligence collection requires
specific types of action on the part of the target--the visible
novenent of troops, discussions of plans over accessible
comuni cations |inks, the devel opnment of chem cal conpounds or
bi ol ogi cal forns that can be detected, and such. A spy, however,
can even dig into the hypothetical to satisfy an intelligence
consuner, as, for exanple, when a well placed agent in a foreign
government is tasked to ask his | eader, "What will we do if the US
does x?" C andestine operations can, in short, shake the
intelligence apple fromthe tree where other intelligence
col l ection techniques nust wait for it to fall

Third, the sane gl obal devel opnents that are nmaking

intelligence collection | ess necessary in sone cases -- the opening
of previously closed societies, political and econom c integration,
and increasingly nobile and free populations -- are working to

facilitate the clandestine operator's task of getting to the
i nportant secrets that do remain.

Fourth, counterintelligence will continue to be a challenge to
the US so long as there are hostile intelligence services, and
cl andesti ne count er espi onage operations (the running of
penetrations of those services) has been and gives every indication
of remaining the nost inportant keyhole we will have in detecting
hostile intelligence activities. The overwhelmng majority of
espi onage cases opened by the Federal Bureau of |nvestigation over
the last thirty years has cone frominformation provided by human
penetrations, nost of themcomng fromthe DO s | arge nunbers of
penetrations of foreign services. Notw thstanding new executive
orders and Congressional interest in increasing interagency
counterintel ligence analysis, analytic successes will be extrenely
limted without the lead information and raw data originating from
cl andesti ne operati ons.

Fifth, the CS will continue to have trenendous potential to
ensure the success of other intelligence collection disciplines.
In particular, the CS will be called upon to continue its support

of SIGANT. It is no surprise to those who understand cryptography
to learn that nost cryptographic systens in use are exploitable
only if the codes are in sone way conprom sed. Quite sinply, brute
comput er attacks on codes are usually unsuccessful. Arguably, a
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cl andestine service's greatest contribution to intelligence is the
conprom sing of codes. The proliferation of sophisticated

crypt ographi c systens ensures the growi ng i nmportance of this role
of the CS

And sixth, the CS s unique ability to devel op cl andesti ne
access to foreign facilities and | ocations will becone increasingly
crucial to the whole intelligence community, the SI G NT and MASI NT
disciplines in particular. This Conmttee has a strong record of
supporting clandestine technical operations and, over the |ast few
years, has been greatly encouraged and pleased with the devel opnent
of those capabilities in the CIAin conjunction with other el enents
of the IC. The CS will undoubtedly continue to play an
increasingly promnent role in hel ping technical collectors gain
access to the nedia and materials they exploit.

In sunmary, we believe the inportance of clandestine
operations is greater than is usually recognized and that there are
strong reasons to believe they will be both successful and
appropriate in satisfying intelligence requirenments in the future.
That said, there remai n nunmerous questions about how to define
further what the CS of the future should do, what it should | ook
like, and how it should operate. The "findings" that follow are
nmeant to address sone inportant aspects of those questions.

Fi nding #1: The C andestine Service should be small and
principally focused on select, high priority requirenents to which
it can nmake a uni que contri bution

The current Deputy Director of the National Intelligence
Counci| has advised the Commttee that, fromevery corner, on every
i ssue, we hear the consuners say, 'W need nore HUMNT.'" The
Conmittee has heard the sanme from al nost every current and past
seni or consuner of intelligence it has consulted -- from Nationa
Security Advisors, Secretaries of State and Defense, and CINC s.
None of them has ever said they wanted or could do with less. In
this is recogni zable the cormmonly hel d belief that human spies can
best fulfill the greatest (and nost chall engi ng) need of the
intelligence consuner, that is, advance know edge of foreign
devel opnents, or, as it is nore usually called: plans and
i ntentions.

W share the belief that clandestine operations are frequently
the best neans of getting that type of intelligence, but are
reluctant to enbrace any call for an expanded CS. There is a
strong case for better, not necessarily nore, HUM NT. The reasons
are several. Anong them are that clandestine operations:

1) requi re a managenent and coordi nati on process that, on a

http://www.access.gpo.gov/congress/house/intel/ic21/ic21009.html (9 of 46) [5/6/2003 9:20:19 AM]



IX. Clandestine Service

| arge scal e, becones cunbersone and bureaucratic;

2) require a tight focus for |ong term pl anning;

3) must overcone the human tendency of clandestine operators
and managers to do that which is easiest rather
t han nost inportant; and

4) i nvol ve an el enent of risk and potential for
enbarrassnent greater than nost intelligence activities.

First of all, a large organi zation running cl andestine
operations is prone to intense and byzanti ne bureaucratization,
particularly in its headquarters element. A properly nmanaged CS
will be steeply pyramdical in its managenent structure. Unlike
sone SIANT or IMNT activities, in which a first |ine nanager may
supervise ten, twenty, or nore collectors and producers of
intelligence, clandestine operations usually require a case
officer/first Iine manager ratio of no nore than three or four to
one.

A typical station mght have five clandestine operations
officers including the Chief of Station (COS). The nost time-consum ng
responsibility of the COS and his Deputy woul d usual ly be
the supervision of the three junior officers typically on their
first or second assignnents. |If a station is larger, branches wll
be forned so that oversight of the operations remains equally
intense. At the headquarters, depending upon the sensitivity of
the activity, any nunber of hierarchical |evels may get involved
wi t h doubl e-checki ng and, as required, approving the field's
operational activities. Inits nost sinple form the operationa
chain of command at the headquarters is: a desk chief (usually in
charge of a small country), a branch chief (in charge of severa
small or one large country), a division chief (in charge of a
conti nent or geographic region), and, ultimately, the director of
the CS. Deputies to these various levels may or may not al so get
involved. Additionally, there are functional offices and staffs
within the CS that nust be consulted according to their charters or
when their operational equities are involved.

For exanple, an operation in a European country to penetrate
a Near-East based terrorist cell may involve: one or nore of the
desk, branch, and division |evel offices overseeing European
operations; the Counterterrorism Center el enent responsible for
operations around the world neant to penetrate the terrorist
organi zati on; desk, branch, or division offices overseeing the
Near - East nationality of the terrorist in question; the
counterintelligence office doubl e-checking the bona fides of the
source; an Ofice of Technical Services el enment responsible for
provi ding and servicing covert conmuni cations equi pnment the source
m ght use back in his hone country; and the office responsible for
providing the case officer with cover for his travels.
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Despite innunerable ideas at streamining this sort of
process, nost CS managers have concl uded that they are largely
unavoi dable and that, in a small, focused organization, they
actually serve to enhance the security and productivity of
operations. Mreover, in a small CS, working only cases that neet
a high operational threshold, such a process of doubl e-checks and
coordination can work surprisingly quickly and snmoothly, usually
within a day. Advances in office automati on and conmuni cati ons
shoul d speed this process even nore in the next decade. However,
it is easy to see how a CS dealing with | arge nunbers of margi na
operations will have to build a |arge bureaucracy to handle the
| oad, nmaking the whol e system sclerotic and unresponsive.

Second, cl andestine collection requires |ong-term planning and
a focus that cone best to an organization forced to plan
strategically the allocation of its scarce personnel resources.

Access and capability are two central concerns for all intelligence
col l ection managers. Sone technical collection disciplines plan
nostly to devel op generic capabilities -- an inmaging satellite that

has a resolution of so many centineters or a signals processor that
can scan and sel ect from some m ni mrum nunber of channels. These
capabilities are to sone degree fungible -- sonmetinmes by a sinple
change in the daily tasking or, sonmewhat |ess i mrediately, by
shifting a satellite's orbit fromover, say, lIran to North Korea.
Cl andesti ne operations nmanagers nust concentrate nore on buil di ng
target specific access, a process that, nore often than not takes
nmonths if not years. Exanples are: placing a non-official cover
(NOC) officer or recruiting an agent in a conpany that can

pl ausi bly get close to a covert weapons proliferation conduit;
finagling a way to get inside a terrorist safehouse to inplant

i stening devices; or buying a house fromwhich to nount a
technical collection operation. Since clandestine collection is
relatively unresponsive to quick changes in direction, it nust keep
a tight focus on its long-termobjectives. M staken or unclear
priorities result in an inmediate | oss of attention to nore
deserving issues as well as significant, |ingering inefficiencies.

Third, sonme of the characteristics of clandestine operations
work to reinforce the tendency of human nature to direct attention
towards that which is nbst likely to succeed rather than that
whi ch, if successful, can yield the greatest benefit. This
tendency can be difficult to detect and counter in a |arge CS since
t he sheer volume of activity can mask the |lack of quality
oper ati ons.

The raw material of clandestine operations is people. The
chal l enge to leadership of a CSis in notivating these people to
concentrate on the hardest objectives. This challenge is greatly
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increased by the fact that in the CS great successes are rare and
failure is routine. Mnths of work can go into inplanting a
listening device in an office of a high-level diplomat froma
"rogue"” state who is close to his president, only to have himdie
and be replaced by a nonentity. Wekend after weekend can be spent
attenpting to win the confidence of an apparently disgruntled
hostile intelligence officer, only to find out that he has been
"dangl ed" before the case officer. Case officers can inflict on
their famlies innunerable, inconvenient early norning walks in a
park in the vain hope of being able to bunp into and strike up a
friendship with a targeted code clerk who is known to take his
children for wal ks there on occasion. Frustrations can nount and
the desire to succeed or, at |east, sense forward notion al so
becones nore intense. Under such circunstances, the tenptation is
great to |lower sights and work an easier but |ess inportant target.
If given in to, this results in a systemthat neasures success by
the nunbers of operations rather than their quality -- a charge
that was frequently | evel ed against the DO particularly in the
1980's when it was expanding in size. A small CS, under pressure
to produce results against the hard targets and constantly forced
to make hard choices on howto allocate limted human resources, is
less likely to fall for this expedient.

Finally, although clandestine collection is frequently |ess
expensi ve than sonme technical techniques, it tends to be nmuch nore
politically sensitive. Mreover, with the disappearance of a
Sovi et or Conmunist threat, fewer and fewer friendly countries are
willing to accept the presence of a free-wheeling US CS as part of
the price of being allied with the US. Although this situation may
change in the com ng years as gl obal dynam cs change, there is no
denyi ng a conplex cal culus that nmust be done as part of the
risk/gain analysis that is crucial to the responsibl e managenment of
any clandestine operation./8/ A small, focused CSis nore likely to
be careful in its application of this cal cul us.

Havi ng made these argunents, it is only fair to note that the
DO s current personnel resource plans nore than neet the
requirement that the CS be snmall. The degree to which the DO has
al ready drawn down and refocused its personnel resources has gone
al nost totally unrecognized. Yet, the facts are stunning, even in
an ICthat is seeing significant continuing reductions in personne
across the board:

Since 1990 the DO has reduced the nunber of "core HUM NT
coll ectors”™ by over thirty percent.

Since 1992 it has closed | arge nunbers of stations and
bases.
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Large stations have been, on average, reduced in size by
over sixty percent.

The nunber of deployed, officially covered case officers
has been declining at an average rate of al nbst ten
percent a year for the |ast several years.

In overall personnel strength (including support staff),
the DO has already net its Congressionally mandated FY 1998
personnel reduction goals.

W believe these changes have been, on bal ance, healthy for
the DO and, barring significant changes in the international
environnment, current personnel |evels are appropriate for the
proper utilization and nmanagenent of the CS into the next century.
Al t hough the CS of the future will be challenged by a grow ng
demand fromintelligence consuners for nore clandestine collection
t he proper response, in nost cases, is to strive for better quality
reporting and, as necessary, to reprioritize collection to satisfy
the nost inportant requirenments, rather than to make a net increase
in human resources to satisfy the requirenents.

Along with the aggressive noves to draw down and redirect
personnel resources, there has been for sone tine a nove towards
narrowi ng the focus of clandestine operations to "operations that
count. " To do this, personnel resources in the DO have been
redirected to increase attention to "hard" targets. There have
been several "zero-based" reviews of the inventory of agents to
term nate handling of those who do not materially advance efforts
to penetrate hard or other high priority targets.

This finding is based on the "supply side" nanagenent of CS
personnel resources as the surest way to limt clandestine
operations to those operations satisfying truly inportant
requi rements uniquely anenable to its techniques. The "denmand
side," or "requirenents"” as they are called in the IC, also nust be
worked. All intelligence collectors are faced with intelligence
requirenments that massively overload the system This is a |ong-
standi ng problem that many col |l ecti on managers and outsi de experts
have identified as possibly the nost persistent and troubl esone of
all those facing the IC. Fortunately, in the National HUM NT
Requi rement s Tasking Center (NHRTC), set up in 1992 under the
direction of the deputy Director for Operations (DDO in his role
as the National HUM NT Col | ecti on Manager, cl andesti ne operations
undergo the nost rigorous, formal requirenents vetting process in
the cormunity. (See the IC21 Intelligence Requirenments Process
staff study for further details.) The NHRTC neasures requirenents
by inportance and all ocates themto the nost appropriate, |east
ri sky collection nmechani smavailable./9/ The rule of thunb is that
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cl andestine capabilities are to be tasked with a requirement only
when these capabilities are uniquely able to satisfy themand the
requirement rises to a level justifying the risks that woul d be
entailed. The CS seens to have in place already nuch of the
requi rements managenent process that the CS of the future wll
need.

Finding #2: The DCl needs to reaffirmand, as necessary, expand
upon existing guidelines to ensure the role of the C andestine
Service in leading the Intelligence Conmunity's conduct of foreign
cl andesti ne operations, i.e., espionage, counterespi onage, covert
action and related intelligence liaison activities abroad.

There are two parts to this finding. They build upon existing
DCl and COS authorities.

First, the CS should have direct control of all US foreign
cl andesti ne operations, that is, those that have been defined in
DCI Directives as espionage related. Those are, specifically, al
intelligence activities "directed towards the acquisition of
intelligence through clandestine nethods.” C andestine operations
are conpartnmented on a need-to-know basis. It is crucial that
sonmeone be cognizant of all operations in a country so as to
deconflict, guide, rationalize and validate them \Wen this
centralized oversight breaks down, there can be a needl ess waste of
effort and, nore inportantly, conprom ses of operational security.

There are numerous exanples that have been cited of the
probl ens that have resulted when this principle is not understood
or accepted by all parties. One US intelligence organization
approaches a foreign target not know ng he has already been
recruited by another US intelligence organization - or worse, not
knowi ng that he has already been identified as working for a
hostile foreign intelligence service. A non-resident US
intelligence operative flies into town and neets his cl andesti ne
asset in a hotel that the COS knows to be under surveillance and
audi o nonitoring by the host country. A US intelligence
organi zation expends a great deal of effort to neet and recruit a
target of apparent interest not knowing that the target's
supervi sor, an individual whose access far exceeds the target's, is
already a US intelligence source. There is no shortage of such
exanples. There is also reason to be concerned over sone of the
proposed command and control structures that had been proposed for
sone of the clandestine operations of DHS. These appeared to have
as their objective the circunvention of the COS s cogni zance of the
details necessary to "conduct and coordi nate" |iaison as outlined
in DCl directives. These concerns have figured to sone degree in
t he devel opnent of Finding Twel ve of this study, recomrending, in
effect, a unified CS, jointly managi ng the operations of the DO and
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the DHS (which had itself been created to better nanage di verse
mlitary intelligence operations).

The second part of this finding al so revalidates and
reinforces the existing guidelines directing that the |ocal head of
the CS, the COS, as the DCl's representative, be responsible for
t he conduct and coordination of all US governnent intelligence
liaison activities in any way relating to espionage (that is,
cl andestine collection activities) and counterespi onage. The
designation of a single authority for the conduct and coordi nati on
of such activities nmakes sense in that it ensures intelligence
policies towards a specific country are applied uniformy and
m nimzes the chance that one US intelligence channel is played off
agai nst others. |t enables the Anbassador to have a single
reliable point of reference for all intelligence activities.
Additionally, it mnimzes confusion on the part of the host
country such as has occurred in sonme countries where the sudden
warm ng of relations resulted in a rush of uncoordi nated US
initiatives to establish liaison relationships. The establishnent
in 1992 of the DCl's Special Representative for Foreign
Intelligence Rel ationships has inproved this situation, but there
are still too many instances where there is | ess than total
adherence to the current directive.

Finally, the CS of the future, if it is to continue as the
President's main instrunent for covert action, nust al so be
responsi ble for the use of information warfare capabilities in
situations other than war. Increasingly, covert action and
of fensive information warfare techni ques are converging. The US
government may wish in the future to enpl oy some offensive
information warfare capabilities that are principally resident in
DoD and outside the CS as part of a covert action. |In such cases,
the President (through the DCl and CS) and Congress shoul d exercise
covert action-type control and oversight of those activities. To
this end, the CS nust play a nore inportant role in influencing the
devel opnment of these capabilities and ensuring their applicability
to covert action requirenents. An executive order to this effect
shoul d be promnul gated and Congress advised if any |egislative
assi stance i s required.

Fi nding #3: Overseas Coordination of Intelligence and Law

Enforcement - The C andestine Service Chief of Station should act
as the US governnent's on-site focal point for the deconfliction of
all intelligence and | aw enforcenent activities abroad with an

appeal s process functioning through the Chief of Mssion and/or a
Washi ngt on- based i nteragency nechanism Al so, w thout prohibiting
or preenpting | aw enforcenment |iaison activities, the C andestine
Service should have the authority to carry out liaison with any
foreign intelligence and/or security entity of operational interest
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or utility.

As a corollary to Finding Two, there nmust al so be a greater
degree of coordination between | aw enforcenment and intelligence
overseas. Clandestine intelligence and | aw enforcenent operations
can easily run afoul of each other./10/ It is essential that there
be a clearly understandabl e and practical nechanismto nmake sure
this does not happen

Terrorism narcotics, weapons proliferation, and internationa
crimnal activities can be of interest to the intelligence or |aw
enforcenent conmunities or both. The techni ques of greatest
utility overseas also overlap. The CS's two nost productive
techni ques -- unilateral clandestine agent operations and |iaison
with foreign security and intelligence services -- are also the two
that are of greatest utility to the | aw enforcenent comunity in
its overseas activities. Wat conplicates this is each community's
penchant for keeping its activities secret fromthe other. 1In the
case of the IC, it has concerns over protecting sources and
nmet hods. Those concerns are hei ghtened by the potential of having
t hose sources and nmet hods exposed if intelligence provided to | aw
enf orcenent agenci es becones subject to "discovery.™ Law
enforcenent agencies, on their part, are anxious not to jeopardize
ongoi ng i nvestigations and violate restrictions on sharing
i nformati on on such activities as grand jury proceedings.

In practical ternms what this can lead to is the CS and | aw
enforcenent agencies working with the sanme |iaison services or
cl andestine agents (or "informants," as they are called by |aw
enforcenent) in an uncoordi nated manner and even in ignorance of
each other's activities. Mst of the pitfalls of this have been
outlined in Finding Two. |In the case of l|liaison, the |ack of
coordi nati on may:

- confuse the |iaison service as to who speaks
aut horitatively on which issues for the US governnent,

- put the |liaison service in the advantageous situation of
being able to play one US agency agai nst the other,

- allow the liaison service to "triangul ate" sensitive
information by conparing the uncoordinated information it
receives fromseveral US agencies,

- result in the utilization of the |iaison service by one
agency in nonitoring or even foiling a clandestine
operation being run by another, or

- any conbi nation of the above.

In the case of clandestine operations, there can be confusion
on the part of the agent, reporting that will lead to "fal se
confirmations,” and unwi tting conprom ses of security.
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There currently exist a nunber of nenoranda of understandi ng
and i nformal agreenents on how to deconflict these types of
activities overseas, and a nore conprehensive under st andi ng,
particularly applying to the FBI, has been under negotiation for
over a year between the DCI and the Department of Justice. The
FBI's being granted extraterritorial jurisdiction over sone
crimnal acts outside the US in 1986 and 1988 obscured sone of the
demar cati ons between | aw enforcenent and intelligence overseas.
The need for a firmer understandi ng has becone nore i medi ate since
1994 with the FBI's increasing the nunber of Legal Attaches and
|iaison relationships overseas and its putting out m xed signals
regarding its possible intentions to expand its running of
"informants" ("agents" in intelligence parlance) overseas w thout
t he knowl edge of host governnents.

Two recent studies, the report of the Comm ssion on the Roles
and Capabilities of the US Intelligence Community (Aspin-Brown
Conmi ssion) and the Council of Foreign Relations' report of its
| ndependent Task Force on the Future of US Intelligence, have
concl uded, generally speaking, that the balance of |aw enforcenent
activities and intelligence equities overseas has tilted too far in
the favor of the former./11/ Mreover, it takes strong exception to
t he expansion of FBI unilateral clandestine operations overseas,
ruling that such activities should not be allowed except in rare
ci rcunstances where they are fully coordinated with intelligence
of ficials.

There is nerit to the argunent that national security
interests nust not be sacrificed to further |aw enforcenent
objectives. W are reluctant, however, to nmake any categori cal
statenent about the universal prinmacy of one over the other
overseas. Circunstances will be different in different cases and
good judgnent will need to prevail. No matter what the policy
decision is, there needs to be a clear, well understood, and
practical systemfor deconfliction in the field and at the

headquarters level. For a nunber of reasons,/12/ it is nost |ogica
to have the CS COS act as the focal point in identifying potential
operational problens and conflicts in the field. |In practica

ternms, this neans the COS nust be advised in advance of all

cl andesti ne operations and liaison initiatives in his country of
responsibility. He should be enpowered to nmake the initial

determ nation of how to resol ve these problens, wth the
understanding that his authority in no way extends to being able to
direct |law enforcenent investigations or prosecutions. The COS s
deci sion should be open to appeal to the Chief of M ssion
(particularly on a policy issue) or a Washi ngt on-based i nteragency
mechani sm (particularly for operational deconfliction or tradecraft
j udgnents), as appropriate.
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For exanmple, the FBI may have a US citizen confidentia
informant who is in contact with a foreign relative with terrori st
ties and living in the Mddle East. Any effort to approach,
recruit, or handle that foreign sub-source should be fully
coordinated in advance with the COS, who will be able to ascertain
this activity does not conflict with any other intelligence or |aw
enforcenent activity. O equal inportance, the CCS, being
know edgeabl e of the operational and counterintelligence
environnent, will be able to advise and even assist the FBI to nake
sure the case is handled in a way that does not endanger the
security of FBI officials, the US citizen, or the foreign national

This system should al so have built into it an understandi ng
that the COS will not have unauthorized access to statutorily
restricted informati on such as that comng fromgrand jury
deliberations or fromcrimnal wretaps. Additionally, COS s nust
be fully trained to understand the limtations that may be pl aced
upon their taking action on | aw enforcenent information that could
| ater endanger its use in crimnal proceedings (e.g., "Brady" and
"Jencks" concerns regardi ng di scovery).

Al so relevant to the interplay between | aw enforcenent
and intelligence overseas is the question of establishing exclusive
liaison relationships, that is, having a | aw enforcenent agency or
the CS claimexclusive rights to work with a specific foreign
security service. |In npost countries the distinction between
intelligence and | aw enforcenent is not as clear as in the US
i ndeed, they frequently conbine the two functions in one or nore
security services. Accordingly, there may be conpelling reasons
for the CS and one or nore US | aw enforcenent agencies to have
official liaison with the same service. G rcunstances will dictate
whi ch US agency will have the npbst active |iaison relationship.

Even when the overt reason for liaison is not overwhelmng, it
isinthe US's national interest to allowthe CS to maintain
[iaison with a foreign security service. The reasons are several
Law enforcenment agencies deal with foreign entities principally in
direct pursuit of specific | aw enforcenment and prosecutori al
i ssues. Cooperation fromforeign services can be limted on
occasion by the fact that | aw enforcenent agencies, unlike the CS
cannot in nost cases prom se to handle the information provided
under the statutes of classification that are designed to protect
intelligence sources and net hods. Mreover, the I C has been
desi gned to enploy collection techniques not normally available to
a legal attach, or official |aw enforcenent agency representative
overseas. The information/intelligence collection technique nost
readily available to a | aw enforcenent official overseas is asking
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guestions of a foreign liaison service overtly and on the record.
That option is also open to the CS, although the host country
usually prefers it not be enpl oyed.

Most typically, the CS can collect intelligence froma foreign
Iiaison counterpart at alnobst any |evel of discretion and
reasonably prom se himthat the DCl's unique authorities to protect
sources and net hods can be applied to make sure the information is
not used in a way that can | ater cause trouble for the foreign
country, the foreign security service, or the |iaison counterpart
hi msel f. Shoul d those assurances be insufficient to get the
foreign security service's cooperations, the CS (not being
restricted by | aw enforcenent's concern for evidentiary standards)
can enpl oy appropriate clandestine techniques. These techniques
are anong the nost productive available to a CS. As an exanple, in
the recent past, the DO worked successfully around and outside
establ i shed channels in a foreign country to foil a terrorist
attack. Hundreds of |ives were probably saved. In this case, an
official |law enforcenent to | aw enforcenent agency relationship
woul d probably never have led to the unravelling of the terrorist
pl otting.

In [ight of the rapid expansion of |aw enforcenent agencies
into liaison relationships abroad, the executive branch shoul d
promul gate an executive order to reflect the above finding and
advi se the oversight commttees of Congress of any need for
| egi sl ative support.

Fi nding #4: The C andestine Service should service validated,
high-level mlitary requirenents and have the capability in the
event of deploynent of US forces to surge to support |owlevel,
tactical requirenments as appropriate.

The risk/gain cal culus and high standards used in vetting

national requirenents for clandestine collection (as outlined in

Fi ndi ng One) should be the sanme for vetting requirenents in support
of the mlitary. Lowlevel mlitary requirements do not usually
warrant the use of clandestine collection techniques. Cenerally
speaking, if uncovered, the level of political enbarrassnent for
targeting a country's mlitary secrets are likely be at |east as
high as for targeting its political secrets, since nost governnents
tend to be extraordinarily sensitive to any espionage activities
directed against their mlitaries.

Mlitary clandestine collectors, not being major players in
the national intelligence arena and working mainly for their
commanders in their service, have traditionally specialized in | ow
| evel types of operations that m ght be of operational utility in
tactical situations. Although this was acceptable in many parts of
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the world and appropriate during the Cold War, the managenent of
DHS (into which the mlitary collectors have been consolidated) has
made initial efforts at upgrading the quality of mlitary
operations w thout abandoning a commtnent to support the tactical
commander. This represented a nmajor step forward; however, the
quality of nost DHS assets still appears to fall well bel ow the
appropriate threshold. This appears to result, at least in part,
froman as yet inconplete understanding or acceptance within the
DoD of the Iimtations and strengths of clandestine operations in
supporting the military.

This | eads to the question of how cl andesti ne operations can
satisfy the tactical needs of the cormmander in a deploynent in a
hostile environment. The proper answer, although it would probably
be unsatisfying to nost commanders, is that clandestine operations
will in many cases be of marginal value and may be inappropriate.

Cl andesti ne HUM NT-type operations are usually poor at providing

i mredi ate, on-the-ground support, that is, telling a commander what
he nost wants to know. what is going on over the next sand dune or
has a SCUD just been | aunched?

MIlitary comranders nust be better educated on what
cl andesti ne operators can and cannot realistically do for them

This will result in the better utilization of the intelligence
product and wi ser managenent of clandestine mlitary resources. It
will also nean the CS can then justifiably be held accountable for

provi di ng appropriate support to the mlitary. For exanple, the CS
shoul d be able to provide the mlitary with across-the-board
support for strategic mlitary planning against validated targets.
Dependi ng upon the adversary, its priority, and the lead tine

gi ven, a successful CS should be able to provide order of battle;
foreign mlitary doctrine; readiness, industrial capacity, and

| ogistics information; and information on the personalities at

pl ay.

The maj or contributions of the CS to a conmander's ability to
fight will have taken place nonths if not years prior to the firing
of the first weapon. As it has over the |ast several decades, the
CS nust continue to collect technical data (e.g., manuals and
research and devel opnent docunentation) and exenplars of the high
tech weapons and defensive systens the mlitary will face in war.
These collection activities usually take place years in advance and
far away fromthe battlefield, but they are the crucial starting
poi nts fromwhich are designed smart weapons and the highly
sophi sti cat ed defensive and of fensi ve weapons, such as those that
were used to such great effect against lIraq' s Soviet equi prment
during the Gulf War. Many, if not all, of those weapons coul d not
have been depl oyed with such confidence had the eneny weapons
systens not been so well understood. Additionally, a mlitary
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commander is justified in expecting a successful CS to have, if
necessary, played a role in conprom sing the tel econmuni cations and
cryptographic capabilities of any potential eneny that is a
val i dated col |l ection target.

Having noted the Iimtations of clandestine operations in a
battlefield situation, we note the irony that in several of the US
mlitary's nost recent deploynments, clandestine HUM NT-type
operations provided nmuch of the best intelligence available to the
mlitary. This was not so nuch due to the capabilities of
cl andestine collectors as it was a function of the limtations of
technical collection systens in environnments |argely devoi d of
signals to collect and tanks and mlitary vehicles to photograph.

In a lowtech mlitary operations, clandestine HUM NT can, by
default, beconme the nost inportant intelligence type and for that
reason it must be positioned to help the commander and protect
troops. It is partially in recognition of this fact and of the
difficulties in surging clandestine capabilities fromzero, that we
have concluded in Finding Five that the CS should opt for a gl oba
presence rather than a global reach. That is to say, the CS should
mai ntain a small presence in nost parts of the world, even when
t hose countries do not neet the high standards of operationa

interests that should guide nost of its activities. It is entirely
too likely that the hot-spots into which US forces nust be
introduced wll not have been predicted and will be in a country or

region that would not otherw se have nerited the CS s attention

Fi ndi ng #5: The C andestine Service should opt for "global
presence" rather than "gl obal reach.”

A solution to the great pressures the DO has felt since 1991
wi th the drawdown of resources and personnel was to nove from being
a service with a "global presence,” that is, having a station in
every country that could reasonably be of interest, to having a
"global reach,” that is, withdrawing from many margi nal countries,
but trying to maintain sone sort of access and capability that can
be, presumably, reconstituted and expanded if needed. Plans were
made and, as has al ready been stated, |arge nunbers of stations and
bases have been cl osed since 1992. Many intelligence observers,
including this Cormittee, thought this was a reasonabl e adj ust nent
to a situation where resources in real dollars were likely to
continue to decline at a steep rate for the foreseeable future. 1In
the | ast year there has been a retreat in some quarters fromthis
pessim stic resource projection; but, nore inportantly, nmany have
re-thought the inplications and practicality of a gl obal reach
strategy.

After much deliberation and consultation with expert
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practitioners of clandestine operations and intelligence managers,
we believe the CS of the future nust strive for a gl obal presence.
At the least, it ought not to reduce the nunber of its overseas
stations and bases bel ow current levels. Two argunments are
particularly strong.

First, a global presence is essential to support mlitary
requi rements. Although this study strongly concludes that the CS
shoul d concentrate on the hard targets and the highest |eve
national requirenents that it uniquely satisfies, it also believes
the CS of the future nust accept fully the responsibility to
support mlitary operations to the degree it reasonably can. As is
argued in Finding Four, the CS nmust accept its responsibility to
support the requirenents of the mlitary not only for strategic

intelligence -- sonething in which it can excel -- but also for
appropriate tactical intelligence support in tinmes and places of
mlitary engagenment -- a responsibility that often falls to it only

by default. Recent history has shown that it is increasingly
difficult to know in advance where the mlitary m ght be depl oyed
and where the CS should begin building up capabilities in advance.

A second argunent for a global presence is that the targets of
the CS are increasingly international and transnational and a
gl obal presence is increasingly crucial to attack those targets.
Terrorism the proliferation of weapons of nass destruction
narcotics, and international organized crine are all recognized in
a variety of NSC and Presidential directives as high priority
requirements of the intelligence community. These are also issues
on which the National Strategic Intelligence Reviews and the
Conpr ehensi ve Capabilities Review have shown the policymaker is
heavily reliant on HUM NT. The National HUM NT Requirenents
Tasking Center has, it appears correctly, given detailed and high-
priority taskings to clandestine operators around the world to go
agai nst these targets. Wth the nobility of popul ations,
fungibility of finances, internationalization of businesses, and
advances in conmuni cations and transportation, the whole world is
increasingly the playground of the targets of such operations. A
weapons proliferator can set up a front conpany in a sleepy Centra
Africa capital and a terrorist cell can relocate to an obscure
provincial city in South Anerica in a matter of days or weeks. It
is only by having a presence in those countries that a CS can have
a stable of agents to help nmount unilateral operations or be able
to seek the help of a friendly |liaison service. Under these
circunstances, the CS cannot sinmply wite off large parts of the
gl obe.

Fi nding #6: The C andestine Service should be under the direct
control of the DCl and form a separate organi zation
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It is the opinion of the great majority of high-level current
and fornmer intelligence officials consulted that the C andestine
Service, whether it remains part of the Central Intelligence Agency
or becones a free-standi ng organi zation, nust be under the direct
and proxi mate control of the President's senior intelligence
official, the DCI. W strongly concur

In the first several decades of the CIA's history it was not
unusual for the DCI or the Deputy Director of Central Intelligence
(DDCl) to come fromwi thin the operational ranks. That not only
resulted in the DClI's being strongly interested in the DO s
activities, it also neant he had continuing personal insight into
the DO t hrough his personal contacts. This situation has not been
the case for alnopst two decades, and, due to the controversy of the
DO, it is unlikely to be the case again in the near future. Unti
recent years, though, the DCl nmade sure that the DDO was aware that
he reported directly to himand usually viewed oversight of the DDO
as being his nost inportant responsibility along with being the
President's personal intelligence advisor. It has also been one of
the DCl's nost demanding responsibilities. As Richard Kerr has
noted fromhis time leading the 1C and as DDCl, easily two-thirds
of the issues the DCI nust bring to the President and Congress have
a DO angle to them This, he says, is because of the types of
information the DO col lects, the problens inherent in DO
operations, and the fact that the DOis the sole action armin the

Conmunity -- "the DCl and the President depend on it not only to
collect intelligence but to act on it with foreign governnents,
with |iaison, and in other ways." The DDO s office was noved next

to the DCl's in 1973 because of the need for easier interaction and
nore frequent personal neetings; and, as one forner DDO has pointed
out, it was not by accident that the DDO s office suite has since
remai ned there -- "wi thin shouting distance."

In recent years, however, the DClI has attenpted to concentrate
nore on his role as | eader of the IC rather than as the director of
the CI A and overseer of the DO Some have been nore successful at
this than others. Forner Director Janmes Wol sey, for exanple,
started in this vein before being sucked into the Al drich Ames
vortex. The effort to increase nanagenent attention to the IC at
| arge has inevitably led to strains on the DCl's tinme and to span
of control problens because of the significant increase in the
nunber of intelligence conmunity officials reporting to him
Recent DCls have stated that these strains are nmanageabl e by proper
del egation to subordinates. The current DCl, in particular, has
increased his reliance on the DDCI and the CIA's Executive Director
to filter and oversee the activities of the DO The current DC
has indicated that, rather than directly supervising the DDO he
| ooks to the Executive Director to be his "chief operating
officer," including the day-to-day managenent of the DO
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Additionally, he has stated that his DDCl is al so responsible for
overseeing the DO As described to one journalist, the DDCl "has
taken the overall supervisory role in directorate affairs, while
day-to-day responsibility for decisions on personnel, operations
and ot her issues goes to [the Executive Director]."/13/ It is not
clear, under this system what the responsibilities are of the
current DDO. Interestingly, none of the three -- the DDCl, the
Executive Director, and the DDO -- have experience in clandestine
operati ons.

Al t hough the I C21 studies recogni ze and, indeed, encourage the
expansion of the DCl's Community role, it makes little sense to do
that by attenuating the DCl's supervision and know edge of the
activities of a CS. Moreover, as would be the case in the
mlitary, it nmakes even | ess sense to create duplicative or even a
triply redundant operational managenent of a CS -- particularly to
the degree this process inserts inexpert judgment.

The following are a few of the argunments for the nost direct
and proxi mate DClI control possible.

1) Most of the operations of the CS are, by all accounts, the
nmost tricky, politically sensitive, and troubl esone of those in the
I C and frequently require the DCl's cl ose personal attention. The
CSis the only part of the IC indeed of the governnment, where
hundreds of enpl oyees on a daily basis are directed to break
extrenely serious laws in counties around the world in the face of
frequently sophisticated efforts by foreign governnments to catch
them A safe estimate is that several hundred tines every day
(easily 100,000 tinmes a year) DO officers engage in highly illega
activities (according to foreign law) that not only risk politica
enbarrassnment to the US but al so endanger the freedomif not |ives
of the participating foreign nationals and, nore than occasionally,
of the clandestine officer hinself. |In other words, a typical 28
year old, GS-11 case officer has numerous opportunities every week,
by poor tradecraft or inattention, to enbarrass his country and
Presi dent and to get agents inprisoned or executed. Consi deri ng
these facts and recent history, which has shown that the DCl,
whet her he wants to or not, is held accountable for overseeing the
CS, the DCI nust work closely with the Director of the CS and hold
himfully and directly responsible to him

2) For the President and the DCl to feel confident that the
benefits of having a functioning CS outweigh the risks, they nust
feel confident that the reporting chain is direct and personally
accountable to them Wthout this confidence, the CS will not be
trusted and it will inevitably come under an inexpert, risk-averse
bureaucratic review process, with each |layer confortable with
rejecting and questioni ng operational opportunities but reluctant

http://www.access.gpo.gov/congress/house/intel/ic21/ic21009.html (24 of 46) [5/6/2003 9:20:20 AM]



IX. Clandestine Service

to approve them w thout going to the DCl anyway. The creation of a
doubly or triply redundant superstructure of non-expert operationa
managenent between the Director of the CS and the DCl nakes sense
only if an Administration's objective is to elimnate risk even if
the cost is having a CS that has little if any chance of succeeding
inits nost inmportant mssions. |If this is the case, the IC and

t he taxpayer would be better off without a CS

3) Many of the best clandestine operations devel op quickly
and require an oversight and approval process that, for the
government, is uniquely adaptable and tinely. The DCl's
authorities have been crafted so that he can neet these
requi rements. Bureaucratic |ayers between the DCl and the Director
of the CS are inpedi nents to decisiveness and effective
commruni cation, particularly to the degree that they involve the
review of adm nistrators who are not expert in understanding the
opportunities and pitfalls of clandestine operations.

4) The CS is the focal point for the conduct of npbst US
intelligence liaison activities overseas (see Finding Two) and is
the armof the governnment principally tasked to carry out covert
actions -- that is those covert activities undertaken at the
President's request in furtherance of US foreign policy. 1In
effect, the CS, under the direction of the DCl, acts as a de facto
cl andestine or covert armof US foreign policy. This is hardly an
overstatenent in several inportant countries where the political
| eader shi ps have chosen, for a variety of reasons, to carry out
their nore sensitive political discussions with the US President
t hrough intelligence rather than Departnent of State channels.
Covert action and foreign political functions are activities very
different fromintelligence collection, and it makes little sense
to have the | C managenent superstructure in the chain of command
for the DCl's managenent of these policy related activities.

Sinmply put, the DCI nust be fully cognizant and directly in control
of these activities through the individual responsible for their
being carried out -- the Director of the CS

5) As docunented el sewhere in this report, the CS, despite
its relatively small size in the IC, provides a disproportionate
anount of intelligence of critical value to nmeeting national |eve
intelligence requirenents (that is those of greatest interest to
the President and the NSC). Wen it perforns well, the CSis
particularly inportant as a source of highly sensitive information
on the plans and intentions of foreign powers. |In sonme ways the
CS' s inportance to the policynaker is anal ogous to the inportance
of SIG NT and, nost particularly, IMNT, in supporting the tactica
mlitary intelligence consuner. The placenment of the CSin the IC
should maxim ze the DCl's ability to exploit and task the
cl andestine systemdirectly./ 14/
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6) Finally, organizational commobn sense dictates that if
there is to be anyone responsible to the DCl for the proper
adm nistration of the CS, it should be the individual who is
realistically responsible for its actions: the Director of the CS
| f properly chosen and trusted by the DCl, the Director of the CS
can do this job better than anyone else. |If a DCl finds hinmself in
the position of preferring to have soneone other than his Director
of the CS oversee the CS, he should replace the incunbent with the
preferred individual, rather than create another |ayer of oversight
by putting himabove the incunbent.

Havi ng nmade these argunents, there is, nonetheless, a very
real requirenent for an Executive Director with the authorities to
manage and deconflict adm nistrative problens and act as an honest
broker in resolving differences so long as the very different
activities of the DO, Directorate of Intelligence (D), Directorate
of Science and Technol ogy (DS&T) are housed together in the C A
W have grave concerns, however, about the propriety of having the
Executive Director performthe role as defined by the current DCl,
that is, as the "chief operating officer” of the CIA  These
concerns go beyond the issue of properly nmanagi ng cl andesti ne
operations: it appears extraordinarily unwi se to put one non-confirned
official in the position of managi ng cl andestine
intelligence collection, directing covert action prograns, and
supervi sing and influencing the production of the nation's nost
i nportant all-source analytic organization. There should not be a
concentration of these authorities in the hands of sonmeone ot her
than the DCI or a confirned subordinate, particularly when there is
no assurance that the person is a qualified intelligence
pr of essi onal

Former Acting DCl, R chard Kerr, a career DI officer, proposed
to the Conmttee that, if the current CIA and I C structure are
mai ntai ned, it would nake sense to have a career CS officer as the
Senat e-confirmed DDCI who is putting in charge of the day-to-day
managenent of the CIA. At the |east, such an arrangenent woul d
i kely provide nore professional oversight of clandestine
operations and provide nore accountability than the current
confusing situation. It is less certain that this would benefit
the CIA's other functions.

It is, of course, our belief that rather than nodifying the
status quo, there are real advantages for the proper managenent of
cl andestine operations (and all-source analysis) in
organi zationally separating the two. The current situation has
resulted fromthe historic adm nistrative expediency that the C A
statutorily is the only agency into which the DCl could put
activities he wanted to control. There was no other manageri al
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| ogic behind it, and, indeed, until recently, great care was taken
to keep these two activities separate. Although there are strong
argunents supporting an increase in cooperation between operations
and anal ysis, such as currently advancing in the C A under the
banner of "DO DI Partnership" (see Finding Eight), there is no
reason the two activities nust exist as elenents of the sane IC
entity.

The creation of a unified CS, built around what is currently
the DO, significantly revanped along the lines presented in this
report, and under a Director fully and directly responsible to the
DCI, would be in consonance with the argunents in this finding. It
woul d al so facilitate the proposal to strengthen the CIA s role,
under the | eadership of one of two DDCls, as being first and
forenpst the nation's and President's premer all-source analytic
organi zation (see Intelligence Conmunity Managenent staff study).

Fi nding #7: The C andestine Service (CS) should be | ed by career
CS officers.

It makes little sense to put non-specialists in positions
where the main job element is the provision of w se, expert
operational direction and oversight. This is true in choosing a
general, the head of a team of surgeons, or the | eader of a |arge
| egal defense team It is also true in selecting the |eadership of
a CS

As pointed out in Finding One, the nost difficult operational
deci sions of the CS nust be reviewed (and often nmade) by the CS
| eadership. This requires expert know edge of a widely diverse set
of skills and techniques unique to the CS. Additionally, managing
a CS nmeans nanagi ng a higher level of risk on a daily basis than
any other job in the governnment. An unquestionable expertise in
t he business is necessary to avoid the managerial extrenes of risk-
avoi dance and risk-blindness, the one hobbling the CS fromtaking
those risks nost inportant to its success, the other leading to
m ndl ess operational errors.

The current DO, for exanple, engages in several hundred
cl andesti ne operational acts per day -- ranging from neeting
penetrations of governments to servicing clandestine technical
intelligence sites. Mst of these acts, if discovered, would, at
the very | east, involve major enbarrassnment to the United States.
A properly run CS has to have built into it the flexibility to
all ow case officers to make split second decisions, but it nust
al so, when possible, |ook over their shoul ders, nmaking sure they
exerci se proper judgnent. This leads to a steeply pyram dical
organi zational structure. |In the field, this neans that
operations are reviewed by one or two |layers of managenent, and the
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headquarters revi ew process may al so i nvol ve several |ayers and
of fi ces.

The nost sensitive operations may have to be reviewed all the
way up the chain of command by the Director of the CS and even the
DCl . A typical operational problemof this sort would be deciding
whet her a case officer should unload a dead drop from a
extraordinarily prom sing but unvetted agent in a hostile country
a week prior to a high-level bilateral diplomatic event. Such a
probl em m ght al so involve high-1level consultation outside the CS
(such as with appropriate authorities in the NSC or the Departnent
of State). First, though, it requires proper operationa
evaluation in the formof an operational risk/gain analysis. This
requires a sophisticated understandi ng and appreci ati on of many
operational factors and the tradecraft to be enpl oyed:
surveill ance, countersurveillance, operational testing, conceal ed
radi o conmuni cations, covers for status and action, host country
counterintelligence capabilities, US operational history in the
country, and a frank assessnent of the operational experience of
the CS officers and managers involved. Even then, making such a
decision is not nechanical, a sinple matter of plugging in
percentages. As in playing chess or in plotting a nove on a
battlefield, there are too many vari ables, and at sone point the
manager nust also apply the intuition and judgnent that cones only

from havi ng spent years working simlar problens. |If the
| eadership of the CSis not the absolutely best available -- the
wi sest and nost experienced -- risks are needl essly increased,

opportunities are mssed, and the US is not well served.

This finding, that the CS should be |l ed by career CS
officers is not the sane as advocating that its whol e | eadership

and managenent team should arise sui generis. In addition to
managi ng operations, the director of the CS nust al so nanage an
organi zation. It is in this regard that the current DO has not

al ways distinguished itself. There is a role for consultants in
improving this situation and in making sure that the CS benefits
from good managerial practices that are devel oped el sewhere. The
| ong-term sol ution al so involves changes to the CS personne
system particularly as it works to devel op of ficers who show
potential for |eadership. These officers should be targeted for
advanced nmanagenent training (assum ng they do not already have
signi ficant backgrounds in the area) such as in graduate prograns,
and should be required to serve rotational tours outside the CS
prior to advancenent into the senior executive service.

Also, it is not inpossible that there may be an extraordi nary
occasi on when an individual, having devel oped extrenely useful
talents working in another intelligence or national security field,
may be the best candidate to serve in a nmanagenent position in the
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CS, perhaps even as its Director. In such a case, however, it
woul d be essential that the Director of the CS assenble around him
a managenent team on which he can rely for operational advice.

Finally, as a practical matter, recent history has shown that
DDCs (and even DCls) are being held responsible for operationa
deci sions that are nmade during their tenures -- even at |evels far
bel ow them \While this tendency may now be extrene, there is no
denyi ng, as has been strenuously argued in the Finding Six, that
the country and the DCI will be best served by having a Director of
the CS who can reasonably be held responsi ble (and accountable) for
the CS's activities.

Fi nding #8: The C andestine Service should be closely linked to
all -source analysts on a sel ective basis.

The proposal to separate the CS adm nistratively and
organi zationally fromthe DCl's all-source analytic organization is
not neant to attenuate the close working rel ati onshi ps
("partnershi p") that have grown up between these two functions. An
increasingly close working relationship between the clandestine
collectors and all-source analysts can, in the com ng years, result
in significant inprovenents to the value of CS reporting and all-source
anal ytic production, but only if it is carefully and
thoughtfully inplenmented in those areas where the expertise of the
rel evant collection and anal ytic conponents are conpl enentary and
| ead to unquestioned nmutual benefit. At |east fromthe perspective
of the CS, the problens of a careful, limted partnership should be
manageabl e and are far outwei ghed by the advantages, not the | east
of which is the inprovenment of two-way commruni cations for tasking
and reporting./15/

The 1994 announcenent of partnership between the DO and DI was
met with skepticismby many current and fornmer enpl oyees of both
di rectorates. Part of the opposition was attributable to the
feeling on the part of many that too nany other changes were
al ready underway at the CIA  Another mmjor reason was that the
partnership went against a tradition of separation that, though
weaker than it had been, continues. 1In the early years of the C A
the division between the two functions was so sharp that one
directorate's enpl oyees were not free to visit areas belonging to
the other without escort. The division becanme sonewhat |ess severe
in the 1970s and nore so in the 1980s with a program bringi ng DI
anal ysts into sone enbassies and stations. At the headquarters
level, it was the hard-fought success of the newy fornmed centers,
particularly the Counterterrorism Center, that nobst accelerated the
interaction of DO and DI personnel./16/ In the DO, the value of D
anal ysts in targeting/ 17/ reinforced the trend: for exanple, Ofice
of Weapons Technol ogy and Proliferation personnel are integral to
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DO of fices working proliferation issues, and DI econom sts sit
si de-by-side with DO officers to fine-tune the targeting and
exploitation of foreign economc targets.

These are exanples of partnership that should be replicated
di scretely, on a case-by-case basis where and as it nakes sense.
It seens |ikely that the area and i ssue expertise of all-source
anal ysts will be of greatest benefit to the CSin its efforts to
devel op hard target operations and work agai nst arcane
t echnol ogi cal and econom c targets.

The argunents for partnership also justify closer interactions
bet ween al |l -source anal ysts and the technical collection
di sci plines. Nonetheless, the data (such as in the Background
section of this study), showi ng the key role clandestine collection
plays in satisfying the national |evel requirenents that are the
Di's principal focus, indicate the DI would benefit nost from
cl oser cooperation with the clandestine service. 1In this regard,
the partnership is anal ogous to the cl oseness that has devel oped
bet ween SI G NT producers (via Cryptol ogi ¢ Support G oups) and
tactical mlitary analysts due to SIA@NT's frequently predom nant
role in providing tactical mlitary intelligence.

Finding #9: The C andesti ne Service shoul d manage the support
mechani sns that are critical to its functioning and essential to
its success and that exist exclusively to serve it.

As one former clandestine operations manager has suggested, no
corporate CEO woul d agree to be responsible for the success or
failure of his conpany without full control over his company's
fi nances, travel, conmmunications, |ogistics, physical plant,
security, payroll and many personnel functions. Yet, that is
basically the situation that exists nowwth the DO since the
Directorate of Administration (DA) is responsible for nuch of the
DO s administrative support and the O fice of Technical Services
(OTS) of the DS&T provides technical support to clandestine
oper ati ons.

The CS needs, to the degree possible, to manage the
adm ni strative and techni cal clandestine operations support
nmechani sns that are critical to its snooth functioning, essentia
to its success, and exist exclusively to serve it./18/ In addition
to maki ng these functions nore responsive to the mssion, their
merger in the CS may all ow the service to take advantage of the
increasing commonal ity of skills required of categories of
personnel that are now spread between three different directorates
-- case officers specializing in technical operations, technica
operations support officers, and comruni cati ons/conputer systens
support officers.
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I f the CS does assune responsibility for its technical
operations support and large parts of its administrative support,
it is reasonable to expect that the nunber of people in these
activities could make up somewhere between twenty five and thirty-five
percent of the service. To house, manage, and offer career
devel opnent to these personnel, there would have to be a
strengt hened deputy to the Director of the CS responsible for al
el enments of support.

Finally, in regard to our proposal in Finding One that the CS
shoul d be kept small, the incorporation of appropriate support
activities within the CS should not be considered a net
augnentation of its personnel, since this change sinply
rationalizes the | ocation of functions and offices that are
currently outside the DO but which exist to support it.

Fi ndi ng #10: The C andesti ne Service requires significant changes
to its personnel rmanagenent and career devel opnent systens.

The outrage -- public and within the CIA -- surrounding the
exposure of Aldrich Ames as a Soviet and | ater Russian spy who had
managed to conprom se many of the CIA s greatest and nost carefully
guarded secrets, was magnified by his having been a nmargi nal and
occasionally a probl em enpl oyee whomthe systemhad failed to
remove prior to his commtting acts of treachery. The Anes case,
rightly or wongly, has been the backdrop agai nst whi ch subsequent
al | egati ons of DO mi smanagenent have been viewed. Calls for
radi cal change have cone from many quarters, not the |east being
fromthe current |eadership of the CIA and fromformer DCl Wol sey.

Most of the changes that have been made to date have invol ved
efforts to reformdefective system c or process problens. There
have been so many changes in the conpl enentary areas of personne
managenent, accountability, personnel security, and
count erespi onage that it would take several pages to list them
Their nunmber and the rapidity with which they have been promul gated
has stretched the ability of the DO to incorporate them and nmake
them part of the fabric of the CS. No doubt, some will turn out to
be nore successful than others, and it may be that sonme of them
Will result in unforeseen problens of their owmn. |In this regard,

t hose seeking to change the DO nust be cautious not to damage those
features of the "culture" that are not only good but essential to
any successful CS. Sociological studies have anply proved that,
just as in attenpting to "inprove" an ecosystem efforts to inprove
or reformseem ngly discrete aspects of a culture will frequently
have unforeseen and uni ntended consequences.

For these reasons we are reluctant to recommend any but the
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nost necessary additional changes prior to giving those already
deci ded upon a chance to show their effect and be evaluated. There

is also the know edge that change al ways causes stress -- even when
the intentions are welconed -- particularly on an organi zation
that, to succeed, is so totally dependent upon enpl oyee job

satisfaction, notivation, and esprit de corps. Nonetheless, there
remain to be nade several overwhelmngly |ogical changes to the
per sonnel managenent and career devel opnent system Each appears
to have trenendous potential to inprove the CS in the |ong-term

wi t hout running much danger of disabling the positive aspects of a

successful CS "culture." Moreover, nost of these proposals can be
i npl emented increnmentally and carefully nonitored as they are put
into effect.

The CS of the future shoul d:

1) i ncrease the exposure of its officers to the rest of the
IC, the intelligence consuners, and Congress;

2) devel op an enhanced program for recruiting new junior
enpl oyees;

3) be nore aggressive in identifying officers who will be CS
managers and ensuring that they are qualified or wll
receive training qualifying themto nanage;

4) reduce the rapid turnover of personnel in field and
headquarters assi gnnents; and

5) make fuller use of DCl authorities to renmove margi nal and
unsui t abl e enpl oyees.

The arguments in support of these proposals are, we believe, clear
and i ncontroverti bl e.

I ncreasi ng exposure to the rest of the governnent: An
unfortunate side-effect of the uniqueness of the DO s work has been
a belief that there is little advantage, individually or
organi zationally, in having its enployees work outside of it. The
DO has until very recently been content to be insular and isolated,
believing its role and the value of its product were self-evident.
Accordingly, DO officers felt that if the organization identified
the right thing to do and sinply went out and did it, the consumner
woul d be happy and the DO woul d be largely i mmune fromcriticism
This is clearly no longer true, if it ever was. But it was in this
way that the DO -- an organization filled with people priding
t hensel ves on being able to go into a foreign country, figure out
its inner workings, and quickly | earn which buttons to push --
becane so willfully ignorant about how Washi ngton, D.C. works and
inept in dealing with it.
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The DO s isolation has hurt it at every level. Inside the IC
it has been viewed as elitist and deserving a coneuppance. For
this reason there was no absence of schadenfreude around the |IC at
the DOs recent difficulties. OQutside the IC the consuners of
intelligence were largely ignorant of the DO s activities and
capabilities, nobst of them having never nmet a DO officer and sel dom
seeing a raw DO report. Further, the DOs willful ignorance of
Congress was conmpounded by distrust and m xed feelings about
oversight (which, to be fair, has been fed by some Congressiona
actions). An increase in the nunber of rotational assignnents
within the IC, in consuner agencies and departnments, and as
Congressional fellows would appear to serve well in opening up the
CSto the realities of Washington, D.C. This will be inpractica
for nost younger officers whose covert enploynent status nust be
protected; however, it should not present insurnountable problens
for nost md-1evel officers whose cover may have al ready been
conprom sed to sone degree.

The process for recruiting young, full-career enployees
("career trainees" as they are called in the CIA) is in drastic
need of change. |In the past, the DO operated in a buyer's market
when recruiting new enployees. It had the luxury of being able to
pi ck and choose anong literally thousands of applicants, nmany with
i npressive qualifications, for each position it had to fill. As a
result, its newrecruits were usually well-educated, highly
notivated, and highly qualified for the work. This situation has
changed dramatically for the worse over the |last two years since
the Anes case. Despite the DO being significantly under its
aut hori zed personnel ceiling, it is having tremendous problens
recruiting qualified new enpl oyees, although the nunber of
applicants remains high. The current clinmate of public opinion
being what it is, it appears unlikely that this situation wll
improve on its own in the next several years. This is a problem
that will have disastrous effects on the CS of the future and
requires imedi ate action. The DCl and the DDO should prepare for
Congr essi onal consideration a program of nore aggressive and
enhanced recruitnent of career trainees. The DCl shoul d consider
reopening regional recruitnment offices that were closed in the
early 1990's, establishing a program of incentives for highly
qualified recruits, and putting the recruitnent process under the
direct leadership of a highly qualified senior executive.

I dentifying and training managers: The existing personnel
eval uation systemin the DOis arguably the best in the ICif not
t he governnent. To our know edge, no other elenent of the
governnent annual ly has every enpl oyee's personnel record and
eval uations revi ewed cover-to-cover, annotated by all nenbers of a
panel of nore senior enployees, and then serially rated in
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conparison with all peers. Mreover, the DO I|ike the rest of the
CIA, is excellent in training its personnel in specific skills and
subj ects, as, for exanple, in |languages or tradecraft skills. Yet,
nei ther the personnel systemnor training formpart of a coherent
program of career devel opnent for managers.

Although it is extrenely likely that a good manager of
cl andestine operations will have started out as a good cl andesti ne
operator, it does not follow that all good cl andesti ne operators
maeke good managers. It is a universal observation of the experts
consulted that the DO does an outstanding job of evaluating and
pronoting individuals who are good at what they do, but that it
does not have a good systemto ensure they will be good at what
they will be asked to do next. To renedy this, the personne
eval uation system should be nodified to identify and train (if
necessary) md-level officers entering the managenent ranks in the
managenent skills necessary for themto manage wel |l through the
rest of their careers. This should include enhanced in-house
training as well as a program of external training, as necessary.
The CS should also revisit the possibility of setting up a
non- manageri al "operations track"” program whereby the truly exceptiona
cl andesti ne operator who cannot be or is not interested in managing
may serve out his career profitably in senior operations positions.
At the very |east, such a system saves the CS from having sone of
its managenent positions filled with individuals who are there for
t he noney and recognition rather than because of their commtnent
and interest in the job.

Sl ow down the turnover of personnel: |In the heyday of the
1980' s when personnel resources were not under strain, the DO was
able to operate under a system where there was rapid turnover of

personnel at headquarters and in the field. |In an organization
that is smaller and nore focused on fewer but better operations,
continuity in | eadership and operations will be increasingly

inmportant as well as efficient. To the degree that cover

consi derations allow, field tours should be |engthened.
Headquarters assignnents al so shoul d be nade with an under st andi ng
that they will be filled for a mninmmof tw years at the desk and
branch level and for three years at the division |level, unless
extraordi nary circunstances demand ot herwi se. The current
situation of nost desk and branch chiefs serving a year or |ess
whil e processing for field assignnments or waiting for other
assignnments is counterproductive and feeds the perception of the
field that it has no dedicated and i nforned personal support from
headquarters. Managers at the office and division |level will also
manage better if they know that they will have to live with the
consequences of their decisions. Mking changes of this sort wll
fly in the face of the deeply ingrained attitude inside the DO that
the field is fun and career-enhanci ng, while headquarters is
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stultifying and "dead-tine." This is one of those areas of
"culture" that can be changed only at great risk, since it is
essential that a CS have the field as its unquestioned focus and
principal interest. The CS of the future should consider, however,
a systemgiving sonme sort of temporary nonetary incentives (as
opposed to enhanced pronotion rates) to officers distinguishing

t hensel ves at headquarters, particularly if done over a two-year

m ni mum

Finally, the CS nust make fuller use of DCl authorities and,
if necessary, request new ones to enhance its ability to renove
mar gi nal and unsui tabl e enpl oyees. Quite sinply, the stakes are
too high not to do this. The CS nust not only have the best system
for recruiting enployees, it nmust have the best systemfor renoving
those whomit no |onger needs or wants. The current systemin the
DO is the nobst aggressive in the civilian sector of governnment --
actually renoving a handful of enployees each year; however, as the
Al drich Anes case proved, it is not vigorous enough. Moreover,
there is a consensus of opinion of those consulted that margina
enpl oyees have a particularly denoralizing effect in a CSthat is
so greatly dependent upon its enployees' having an attitude of
absolute commitment to mission. Since the current DO has an
effective enpl oyee evaluation systemallowing it to identify
mar gi nal performers and there has been a significant increase in
attention to identifying unsuitable enployees, the CS should
devel op a programthat allows it to act nore systematically to
renove margi nal and unsuitabl e enpl oyees. Considering the net
advantage to the CS s operations fromthe departure of such
enpl oyees and t he danger posed by their being forced out w thout
pensi ons or other conpensation, the Comm ttee shoul d consider
supporting the establishnent of a programsimlar to the mlitary's
"sel ective early retirenment boards" whereby a enpl oyee can be
sel ected out and provided a package of financial benefits
facilitating the transition

Finding #11: To facilitate the hi ghest possible standards of

prof essi onal conduct, the Cl andestine Service requires a system of
i ndependent and professionally conpetent review and adj udi cation
regardi ng questions of professional judgnent.

In the wake of the Ames case there has been a proliferation of
systens nmeant to ensure the accountability of DO personnel for
their professional judgnents. These can involve internal DO
accountability boards, ClA-w de review boards, counterintelligence
reviews, and the Inspector General (1G. The processes are
frequently redundant in their charters, inconsistent in the
qualifications of their participants, and take upwards of a year to
reach their conclusions. In an organization that demands its
of ficers take risks, involves the use of highly specialized skills,
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and by definition will have nunerous false starts and failures for
each maj or success, it is essential to have a single independent,
authoritative, professionally conpetent, and tinely system of
revi ewi ng questions of professional judgnment. None of the current
systens neets all these criteria.

Questions of professional judgnent in the mlitary, such as
accidental killings by friendly fire, running a ship aground, or
crashing an airplane are exam ned by a board of review consisting
of mlitary officers who are technically know edgeabl e and
professionally experienced in the activity under review
Simlarly, professional organizations exist to police the
activities of various highly specialized and recogni zed
pr of essi ons, such as bar associ ations and nedi cal boards. In al
these cases, it is the rationale that the nenbers of such boards
have a strong interest in maintaining high professional standards
and, as experts, are qualified to sit in judgnent. There should be
an anal ogous process for review ng the professional conpetence and
judgnments of individuals in the clandestine service, excluding
t hose i ssues involving possible fraud or crimnal behavior that
must be left to the IG At a senior level, this process would, for
exanpl e, be used to review operational decisions such as those
|l eading to the conprom se of an intelligence source due to inproper
handling, a COS' s inproper supervision of a first tour officer who
as a result conmits preventable tradecraft errors, or a nmanager who
has inproperly dissemnated intelligence or operationa
information. At |lower levels, it can involve any nunber of issues,
such as the review of professionalismof enployees who are
chronically late, sloppy in their work, or dishonest in their
dealings with their counterparts.

We envision a CS Professional Review Board (PRB) system and
offer the following as a possible outline of its organization. To
facilitate expertness while minimzing the |Iikelihood of its being
subject to inappropriate influence, there should be at the top of
the systema Senior PRB, directed by a retired senior CS officer
(civilian or mlitary) or one serving in his last active duty
assignnment. Oher nmenbers of the Senior SRB should be current
and/or recently retired senior CS officers having the requisite
prof essi onal know edge and experience to judge CS seniors expertly.
Al'l nmenbers of the Senior SRB including its director should be
nom nated by the Director of the CS and approved by the DCI. The

Senior PRB will be responsible for reviewing all questions of
prof essi onal judgnment and conpetence invol ving senior CS officers
and will, in any specific case, include only those nmenbers having

no personal interest or prejudice concerning the matter or
i ndi vidual in question./19/

The Seni or PRB shoul d al so oversee the activities of PRBs
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reviewing activities at lower levels in the CS. These could be
simlar to the newy created DO Divisional Accountability Boards
with the limtation that their purview should extend only to those
cases not involving senior CS officers. A nenber of the Senior SRB
shoul d be an ex officio nenber of all PRB reviews, and the Senior
PRB shoul d be authorized to exam ne all PRB decisions for fairness,
accuracy, and conpl eteness. The Senior and divisional PRBs shoul d
be given uni npeded and conpl ete access to all information necessary
to carry out their duties. The process should be transparent to
the 1G and their findings should be shared with the IGto ensure
he is aware of any information devel oped that might bring the issue
at hand under the 1G s purview./20/ PRBs shoul d al so have at their
di sposal the investigative resources of the DCl's
Counterintelligence Center,/21/ where the Senior PRB should al so be
housed with a minimal full-time adm nistrative staff.

FI NDI NG #12: C andestine Operations and the Mlitary: GCivilian
and mlitary clandestine collection operations should be jointly
managed within a unified C andestine Service under the policy and
operati onal guidance of the DCI and with an active duty two-star
mlitary intelligence officer as a Deputy Director of the

Cl andestine Service responsible for ensuring appropriate support to
the mlitary. Key to the success of the joint service will be the
devel opnment within the mlitary of a clandestine collection cadre
that can function within the unified clandestine service at the
same professional |evel as the civilian cadre.

Background and Overvi ew

Al though the CS' s strengths are predom nantly in the area of
fulfilling national |evel collection requirenents, we strongly
bel i eves the CS nust have support to the mlitary as one of its key
roles. Candestine capabilities in support of the mlitary are
currently disjointed, poorly managed, and even dysfunctional. The
"Aspi n- Brown" Conmission, citing criticisns of the mlitary's poor
managenent and mi ni mal success in running clandestine operations,
has reconmended that DoD shoul d get out of the business of
cl andestinely recruiting human sources and that it should becone
the exclusive province of the CIA "utilizing mlitary personnel on
detail from DoD, as necessary." W concur with this judgnent,
pl acing all clandestine collection capabilities in the CS, but
prefer a nore active role for the mlitary personnel assigned to
the CS than the Comm ssion | anguage inplies.

The mlitary services' record of running clandestine
operati ons has been nediocre. The newy created Defense HUM NT
Service (DHS) into which the individual services' clandestine
operati ons have been consol i dated, has renedi ed sonme probl enms but
exacerbated others. Specifically, the creation of DHS has
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alienated what little support there was for clandestine operations
in the services and with the CINCs while, at the sane tine,

bri ngi ng these operations nore closely under the inexpert and
cunber sonme oversi ght processes of the Ofice of the Secretary of
Def ense (OSD).

The situation at the CIA also is of concern. The CIA DO s
comm tnment to support the mlitary has been inconsistent since the
end of the Vietnam War. The inprovenents made in the wake of the
@ul f War, although positive, are not deeply rooted, and the DO has
been reluctant to make further conmtnents to provide direct
support to the mlitary since that mght put it in bureaucratic
conflict or conpetition with DHS. At the sanme tinme the DDO, as the
Nati onal HUM NT Col | ecti on Manager, has not provided DHS with the
strong operational guidance it needs to devel op a coherent |ong-term
strategy for deploynent of its operational resources. In
short, radical changes are required for the CS of the future if it
is ever adequately to neet the challenge of supporting the
mlitary.

To facilitate 1C21 exam nation of this issue, the Committee
requested, in the classified annex to the FY 1996 authori zati on,
that the DDO (in his role as HUM NT col | ecti on nmanager), forma
joint task force of high-level clandestine operations officers from
the DO and DHS to | ook into the issue of inproving and integrating
the two services' support to the mlitary. That report, dated
Novenber 13, 1995 and attached as an appendix to the classified
version of this study, gives an excellent analysis of many of the
current structural and managerial problens and provi des sone
proposed solutions. W are, in general, strongly supportive of the
task force's findings and believe that, if fully adopted, they
woul d result in numerous increnmental inprovenents that would, in
aggregate, significantly inprove sone aspects of the existing
situation. Yet, the changes it proposes |eave fundanental problens
unt ouched, probably as being politically and organi zationally "t oo
hard.” It is in no way a criticismof the study to acknow edge
that it had to restrict its suggestions to those that woul d not
chal | enge the charters of the DO and DHS, the cunbersone mlitary
personnel system or OSD prerogatives in overseeing one of its own
agency's activities. However, in the context of the I C21 study's
|l ook to the future, we are not bound by these restrictions; indeed,
its purpose is to | ook beyond the current realities and address
fundanental problens that go to the very core questions of
organi zation, roles, and mssions. The potential gain from
ret hi nki ng the whol e organi zati on of clandestine collection for the
mlitary warrants the difficulties of taking on existing
parochi al i sms and m ndsets.

W strongly believe there nust be a single US CS into which
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are integrated civilian and mlitary clandestine collection. As
di scussed in Finding Six, this new organization, the CS, should
exist as a discrete entity in the IC and conme under the DCl's

direct control. It will devote the great majority of its resources
towards the national collection requirenents that clandestine
operations are uniquely suited to satisfy. It would al so, however,

have folded into it a permanent requirenent to be nore responsive
to the mlitary in the formulation of national clandestine

coll ection plans and ensure greater support to the mlitary
commander as needed when US forces are depl oyed overseas. |Its
mlitary cadre should be of a size necessary to neet the

requi rement for clandestine collectors with the cover and expertise
of active duty military personnel -- perhaps ten to twenty percent.

The creation of this new joint organization would involve
trenmendous changes and may neet strong institutional resistance,
particularly within the Departnment of Defense. |If successfully
i npl ement ed, however, it would result in the rationalization and
enhanced managenent of all national clandestine collection
resources, trenmendous synergy fromthe nelding of talents and
varieties of access, econonmi es of scale, and greatly inproved
collection for all consuners -- national and tactical mlitary.

In the following, we will discuss sone of the critical issues
t hat must be addressed to bring the mlitary into a joint CS
building a cadre of mlitary clandestine collectors, managi ng
support to the mlitary, and the proper oversight of mlitary
cl andesti ne operati ons.

Per sonne
On the civilian side -- that is, within what is currently the
DO -- many of the nost serious challenges to creating a joint CS

have been addressed by other findings in this study. Finding Four
argues that the CS nust better service-validated, high-Ieve
mlitary requirenents and have the capability to support |owl evel
tactical requirements as appropriate. This nust becone an
intrinsic part of every aspect of the CS' s strategic planning.
Finding Five outlines the judgnment that the CS nust have a gl oba
presence, particularly because mlitary contingency collection
requirements are so difficult to predict in advance. Mlitary

cl andestine collectors could be instrunental in filling the
requirement to staff these "mlitary contingency” |ocations.

To the degree that cover concerns can be met, career mlitary
and civilian nmenbers of a joint CS should be able to serve
i nterchangeably in all clandestine service positions in the field
and at headquarters, and assignnents should be based solely on
qgqual i fications and rel evant operational experience. These would be
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deep "cultural" changes for a civilian clandestine collection
community that has grown accustoned to view ng nost uniformed

cl andesti ne operators as being a grab-bag of officers of varying
| evels of talent, with [imted training, and even nore limted
experience.

The mlitary services nust neet the challenge of hel ping
produce this cadre of talented, well trained, and experienced
uni formed cl andestine collectors. This will require sonme strong
direction fromthe very top of DoD, in OSD and at the Joint Chiefs
level. Wthout that sort of |eadership, history shows us that the
services are likely to pay only lip service (if that) to supporting
the creation of a unified CS. In the best of tinmes the services
have not seen fit to recognize clandestine operations as a bona
fide mlitary career specialization and there is unanimty of
opi nion that there have been definite career disincentives to
working in that area. Now the services and the CI NCs, having | ost
"owner shi p" of clandestine resources with the creation of DHS, are
even | ess enthusiastic. Several individuals have advised that the
mlitary services have infornmally counselled their best HUM NT
officers that their careers will be jeopardi zed by accepting
assignnments in DHS. Wthout conmtnent fromthe top, there will be
a continuation if not a worsening of the services' current
| ackl uster support for the devel opnent of a programto select,
train, and nurture career clandestine collectors.

There are nunerous ideas on howto build a strong mlitary
cl andestine collection cadre within a unified CS. The following is
of fered as an exanple that may have nmerit. First, the services
must work with the CS to recruit highly qualified individuals from
those on active duty, in ROTC prograns, and in the service
academ es. The selectivity of the mlitary cadre nust be equal to
that of the civilian. The services nust then work with the CS to
devel op covers, training prograns and career tracks that will give
these recruits the mlitary experience necessary to satisfy
mlitary requirenents expertly as well as a high | evel of
conmpet ence in clandestine operations.

Managenent of C andestine Support to the Mlitary

The designation of a Deputy Director of the C andestine
Service for Mlitary Intelligence (DDCS/M) at the two-star rank
may be essential to the success of a unified CS. The position will
expand upon the position of Assistant Deputy Director of Operations
for Mlitary Affairs (ADDO MA) created in the aftermath of the Gulf
War. The ADDO' MA, with the strong support of the DDO, did an
out standi ng job of increasing the CIA DO s responsiveness to
mlitary intelligence consuners. Moreover, this success (as i s not
al ways the case) was w dely acknow edged, particularly at the
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regi onal unified commands./ 22/

An inportant elenment of the DDCS/M's duties should be his
having direct control of CS support cells that are enbedded in the
regi onal commands and ot her inportant DoD entities. These cells
shoul d operate nmuch |ike the National Security Agency's
"Cryptol ogi c Support Groups"” and act as the Community's single
focal point for the devel opment and inpl enentation of the
cl andesti ne operations el enent of intelligence support doctrine.

Oversi ght of C andestine Qperations Involving MIlitary Personne

For this or any other military clandestine operations activity
to succeed it nust be renoved fromthe direct regul ar operationa
oversight of OSD. The OSD gui delines and procedures devel oped in
1994 and 1995, and under which DHS now operates, have shown
t hensel ves to be cunbersone, time-consum ng and (sone woul d argue)
subj ect to political manipulation.

Fi ndi ngs Si x and Seven of this study discuss at great |ength
the reasons cl andestine operations require ninble, infornmed
operational oversight. These reasons apply equally to operations
undertaken by civilian and mlitary operators. The current system
in place in OSD ensures decisions on fast-breaking sensitive
operations are made only after nonths of "staffing" and at a
bureaucratic | evel far renoved from anyone havi ng direct know edge
of the relevant facts. It is a formula for guaranteeing a risk-adverse,
bureaucratic, and nediocre CS. As proposed under this
finding, all clandestine operations carried out by the unified CS
woul d conme under the operational and policy oversight procedures
set up by the DCl, using his authorities. The DDCS/M w |l be
positioned in the CS to ensure that the operations do not run afoul
DoD regul ati ons and gui delines and to facilitate any necessary
deconfliction. Also, there should be built into the systema
procedure whereby appropriate DoD officials are advised and
consulted regarding particularly sensitive operations involving
uni f ormed personnel .

Concl usi on

Even if it is decided that, for bureaucratic or organi zationa
reasons, this finding is too revolutionary and difficult to enact,
we strongly recommend that DHS' s give up its sideline of
cl andesti ne operations and concentrate its efforts on its |arger,
nore productive and cost effective overt collection mssion. It is
our belief that DHS clandestine mssion is unlikely ever to rise
above built-in limtations and justify the cost and risks involved.
Even if the mlitary does not opt to participate fully in a joint
CS, we would like to see DoD detail to the CS a small nunber of
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sel ect officers. The potential advantages of a small program of
this sort should be sufficiently apparent to DoD to warrant its
approval, even if DoDis unwilling to participate in a full-fl edged
joint CS

FOOTNOTES

/1/ The term HUM NT was coi ned as a contraction of "human
intelligence," a category of intelligence nmeant to contrast with
the varieties of technical intelligence known as SIGA NT (signals
intelligence), IMNT (inmagery intelligence), and MASI NT
(measurenents and signatures intelligence). As usually enployed
now, any intelligence comng froma neeting wwth a human source -
cl andestine or overt - can be categorized as HUM NT.

Nonet hel ess, overt HUM NT is al so soneti nes categorized as a type
of open source intelligence, which is nowin sone corners called
OSINT. To confuse matters further, any intelligence dissem nated
by the CIA's Directorate of QOperations, even that com ng from
several of the traditional types of technical operations (e.g.
fromtel etaps and audi o operations) is sonmetines |unped into the
HUM NT category. Also, the Departnent of Defense (DoD) sonetines
calls the reporting coming fromthe direct observation of a US
intelligence reporter "HUM NT."

[2/ This study wll concentrate on the intelligence
coll ection aspects of clandestine operations. It is this study's
assunption that any serious exam nation of covert action wll
conclude that it would be inefficient and unwi se to separate
covert action fromclandestine intelligence activities such as
was attenpted and abandoned in the early years of the CIA  Since
1952, the Cl A s clandestine service (the Directorate of
Operations and its predecessor organization, the Directorate of
Pl ans) has been responsible for the full panoply of covert action
activities. These range fromrunning agents of influence who can
cl andestinely influence a foreign governnent's policies to
executing clandestine or, at the |east, "plausibly deniable"
param |itary operations nmeant to overthrow or harass foreign
regines. Covert action also frequently involves the exploitation
of covert or clandestine cooperative intelligence relationships
with foreign countries to further US positions in a type of quiet
di pl omacy. Experience has shown that the quality of a covert
action is usually directly proportional to the quality of
intelligence collection because the best agents of influence
frequently have the best access to intelligence and vice versa.
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/ 3/ For the purposes of discussion in this section of the
study, we will concentrate on the DO. Although the newly created
Def ense HUM NT Servi ce of the Departnent of Defense consoli dates
nmost military clandestine operations, it is as yet an infant
organi zation running fewer operations globally than does the Cl A
in many countries.

[ 4/ John Wal cott and Brian Duffy, "The CI A's Darkest Secret,"”
U S. News and Wrld Report, 4 July 1994, p. 35.

/5/1t must be noted that the Reviews are inconsistent in
their use of the term HUM NT. Frequently they use it in
excl usive reference to clandestine HUMNT and refer to overt
collection as part of open source collection. Yet, in other
instances it lunps clandestine and overt in the sane "HUM NT"
cat egory.

/6/As is discussed under "Finding Four" of this study, the
role of clandestine reporting is significantly nore limted in
supporting the tactical intelligence requirenents of mlitary
commanders. This is nost evident on a technol ogically
sophi sticated battlefield where technical intelligence collection
t echni ques can be far nore useful

[ 7/"Does the CIA Still Have a Role?" Foreign Affairs 74,
no.5 (Septenber/Cctober 1995): 110.

/8/ This calculus is frequently msstated even in the |IC by
t hose who woul d wei gh the potential intelligence benefit from an
operation against the cost of its assumed conprom se. So, for

exanpl e, one would ask, "Assuming this will be conprom sed and be
used against us, is it worthwhile recruiting the arny chief of
staff in country X?" Needless to say, few operations would be

justifiable under such a formulation. Simlarly, no one would
ever drive to a grocery store or to work if that action were
bei ng wei ghed agai nst an assuned worse case scenario -- a fata
auto accident. The proper calculus is to weigh the potenti al
intelligence benefit against the cost of a realistically
apprai sed possibility of conprom se.

/ 9/ NHRTC s gui dance is binding on the clandestine and overt
HUM NT col l ection elenents inside the IC, such as on the DO and
the overt and cl andestine elenents of the Defense HUM NT Servi ce.
It is advisory in making its recommendations to the collection
el enents outside the community, such as to the Foreign Commercia
Service of the Departnment of Conmerce and in the Departnent of
State enbassy reporting program NHRTC s effectiveness in
val idating and allocating requirements has been recogni zed and
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further inproved by its also providing guidance for open source
collection in the IC, such as by the Foreign Broadcast

I nformation Service of the CIA's Directorate of Science and
Technol ogy.

/ 10/ The ot her major issue between | aw enforcenment and
intelligence is the use of intelligence information and
capabilities for |aw enforcement purposes. Since this problem
extends across the intelligence spectrum (not just clandestine
operations) it has been treated in the IC21 Intelligence and Law
Enf orcenment staff study.

/11/1n its report Making Intelligence Smarter: The Future
of US Intelligence, the Council for Foreign Relations notes:

As a rule of thumb, foreign policy ought to take precedence
over | aw enforcenent when it cones to overseas operations.
The bulk of US intelligence efforts overseas is devoted to
traditional national security concerns; as a result, |aw
enforcenent nust ordinarily be a secondary concern. FBI and
DEA agents operating abroad should not be allowed to act

i ndependently of either the anbassador or CIA | est pursuit
of evidence or individuals for purposes of prosecution cause
maj or foreign policy problens or conplicate ongoing
intelligence and diplomatic activities.

Simlarly, the Aspin-Brown Comm ssion report takes exception
with the [ aw enforcenment argunent that the executive branch
shoul d pl ace | aw enforcenent interests above other policy
consi derations such as the inmpact on foreign relations and the
protection of intelligence sources and nethods. To clarify
policy on this matter the Conm ssion recomends the President
i ssue an Executive Order reaffirmng transnational threats such
as terrorism narcotics trafficking, organized crinme and
proliferation of weapons of nmass destruction are nationa
security matters. W concur with that recomendati on

[12/ First, as indicated in Finding Two, the CS, as an
extension of its current role, is already the focal point for
cl andestine and related |iaison activities for the IC. There is
no such focal point within the | aw enforcenment comunity:
overseas the FBI, the Drug Enforcenment Agency, the Custons
Service, and Secret Service operate independently and do not even
share a single chain of conmand (the first two com ng under the
Departnent of Justice and the |ast two com ng under the
Departnent of the Treasury). Having the CS act as the foca
poi nt for coordination avoi ds reopening interagency rivalries for
primacy within the | aw enforcenment community. Secondly, the
scope of liaison and cl andestine activities undertaken by the CS
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will al most always eclipse in nunber and magnitude those of the
| aw enf orcenent agenci es overseas. It is easier to keep the CS
COs infornmed as necessary on | aw enforcenment activities than to
have a designated | aw enforcenent official have to keep track of
the CS's activities. Finally, it is a central responsibility of
the CS to nonitor the local counterintelligence and operationa
envi ronment overseas. That know edge makes it the nost
appropriate organi zation to act responsibly in providing expert
operational guidance, if necessary, on the conduct of activities
made known to it.

/ 13/ Washi ngt on Post, 27 Decenber 1995.

/ 14/ Not e, however, that for nost tasking and requirenents
the CS shoul d be dependent upon a Conmmunity-w de collection
managenent mechani smthat factors in the capabilities, costs, and
relative nmerits of all collection techniques.

[/ 15/ For the CS, the only significant problemcould be the
unnecessary conproni se of the principle of "need to know, " that
is, conpartnentation of sources and methods. This woul d appear
to be manageable if the partnership is done on a case-by-case
basis. The nost frequently cited problemw th partnership
for the analysts is in maintaining the objectivity of analysis.
That is an issue beyond the purview of this study, but, again,
with vigilance and attention, it would appear to be manageabl e.

/ 16/ See the 1 C21 study on Intelligence Centers for nore on
the benefits (and problens) involved in the devel opnent and
operation of organizations nerging analytic, collection, and (in
many cases) policy and covert action functions.

[ 17/ " Targeting" has becone sonething of a termof art in
cl andesti ne operations. Success in clandestine operations is
dependent on planning as well as serendipity. Targeting is neant
to maxi m ze the advantages of planning so as to be able to
recruit fewer but better placed agents. All-source research is
the starting point for this process, as, for exanple, in
devel opi ng an encycl opedi c dat abase and study of a hostile
nation's nucl ear weapons program and personnel. The DO has found
DI officers to be irreplaceable in helping with such work.

/ 18/ Cbvi ously, there are sone admi nistrative functions that
cannot be carried out efficiently within an organi zation as smal |
as the clandestine service and for which econom es and
efficiencies of scale can be found by keeping them part
of the CIA or in the Infrastructure Support Ofice (see
Intelligence Community Managenent staff study).
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/19/1n cases where the Director of the CS s professional
judgnment may be an issue, the DCl shoul d have the option of
hi msel f choosi ng the nenbership of a Special PRB.

/20/1n DoD, the investigations and deliberations of panels
are not transparent to the 1G Indeed, there is no regul ar
sharing of findings with the 1G except when the panel believes
it has uncovered possibly fraudulent or crimnal activity.

/21/ The 1C21 Intelligence Centers staff study, proposes that
this Center remain within the CS performng the sanme functions it
does at present.

/22/1t is unfortunate that the ADDO MA position and office
were abolished in 1995 and the responsibilities divided between
several new positions as part of the DO restructuring.
Characteristically, this was done without consultation with the
mlitary consuners who, so far as we have been able to | earn, had
been extrenmely pleased with support fromthe ADDO MA and his
of fice.
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IC21: The Intelligence Community in the
21st Century

Staff Study
Permanent Select Committee on Intelligence
House of Representatives
One Hundred Fourth Congress

X. Intelligence Community "Surge" Capability

Executive Sunmary

The Intelligence Comunity (IC) in the 21st Century will face
a world that presents different, nore diverse national security
chal | enges than those presented during the Cold War. At the sane
time, many of the issues and intelligence problens that were
spawned fromthe Cold War remain, and the IC is expected to address
the new and the old challenges with resources that have decreased
significantly since the end of the Cold War. Anbassador Robert
Kimmtt, former Under Secretary of State for Political Affairs, in
testinony to the Commttee, suggested that whether the I C renmains
rel evant and effective nay well depend on its ability to be an
"inch deep” in everything, with the ability to have a "mles worth
of depth" on a specific subject at a nonents notice. Creating such
a responsive ICwll require increased internal operating
efficiencies; a nore collective, corporate approach toward
utilization of resources; and structured prograns that provide
conti nuous resource augmentation and "surge" capability.

This "surge" capability needs to be flexible, dynam c and
wel | - pl anned -- one that can be relied upon both day-to-day and
during crises. "Surge" can be defined very broadly, including the
ability to: nove resources quickly to address imedi ate, usually
ad hoc, needs; augnment existing resources fromoutside the IC, and,
i mprove responsi veness of resources by building in nore flexible
options for collection and anal ysis. Taken together, these
capabilities should provide for the devel opnent and mai nt enance of
sonme | evel of know edge on all countries/issues -- an intelligence
"base."” This "base" of know edge is critical for providing
predictive, tinely and rel evant anal yti cal support to policy
makers, particularly prior to and during fast-breaking crisis
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situations. As Representative Dicks, the Conmttee' s Ranking
Mnority Menber, has stated, "intelligence nust provide early
war ni ng of potential crises or assist in devel oping sound policy
responses to national security threats.”

In order to provide crisis warning and aid in policy
formulation, the IC s ability to maintain an intelligence "base"
cannot be sacrificed in order to focus entirely on other, nore
i mmedi ate concerns. Miintaining its "base" wll be an ongoing
challenge for the IC as it faces increasingly diverse intelligence
requi rements based on policy nakers' immedi ate national security
concerns and a voracious mlitary custoner that sees intelligence
beconmi ng even a nore integral part of the nodern battlefield.

To address the need for "surge" capability, we make the
foll owi ng recommendati ons:

The devel opment of nore flexible collection capabilities
that not only include noving to snmaller satellites but also
to devel opi ng and incorporating "tactical" satellites and
ot her assets, such as Unnmanned Aerial Vehicles, that woul d
allow for a "surge" in collection capability for a specific
crisis. Such capabilities should respond to both tactica
and national requirenents.

Provide the DCI with the ability to transfer personnel and
resources rapidly throughout the IC, and to have the
capability to bring "surge" resources into the IC from
other areas. The DCI nust have the ability to establish IC
Centers and Task Forces quickly and with full Conmmunity
partici pation.

An | Cw de Cvilian Reserve Program shoul d be established
that can be utilized to provide both "trends" and "warni ng"
i nformati on and can be used to "surge," thus augnenting
existing | C assets, especially during crisis.

Better utilization of existing mlitary intelligence
reserve units is also required. This should include nore
focused, corporate managenent and tasking of these assets
during peacetine, with oversight responsibilities by the
Director of Mlitary Intelligence.

I NTELLI GENCE COVMUNI TY " SURGE" CAPABI LI TY
Scope

Thr oughout the review of the Intelligence Conmunity (I1C)
during the 104th Congress, a wi de spectrumof intelligence
producers and consuners have consistently voiced concerns about the
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need for a change in the skills mx of the analytical popul ation
and the need for additional analysts. Those in the intelligence
coll ection areas would argue that, based on problens identified in
DESERT STORM and on the potential demands for intelligence support
to mlitary operations (SMJ, a simlar problemexists for
collection assets. Yet, the ICis continuing to undertake
significant, Congressionally-directed reductions in personnel as a
response to the end of the Cold War. |Indeed, given the amount of
intelligence resources devoted to the Soviet Union, it seened

| ogical that without this threat the IC would only need a fraction
of the resources it had during the Cold War

Most woul d argue that the "downsizing" was necessary and wi ||
be good for the ICin the long run. Many who have to deal with the
| C, especially fromthe "outside," would agree that the bureaucracy
tends to inpede the efficiency of intelligence operations. Under
the current system evaluations of the success of national-Ieve
collection is primarily left up to those who operate the collectors
and base their judgenents on the amount of information collected by
a particular systemand in what tinme period the information was
coll ected, rather than on whether the intelligence questions were
answer ed.

Since the end of the Cold War, the IC has had to deal with
increasingly diverse policy naker requirenments. At the sane tineg,
its resources have shrunk considerably. Unfortunately for the IC
it cannot take the position that it "can't do everything," because
policy makers sinply expect the ICto be able to respond to a
variety of requirements regardl ess of resource constraints. The
dilemma facing the IC was summed up well during an | C21 hearing by
Anbassador Robert Kimmtt, fornmer Under Secretary of State for
Political Affairs. Anbassador Kimmtt testified that the challenge
for the ICin the future is that it has to be an "inch deep” in a
t housand things all the tine while al so being able, when a
particul ar issue arises, to have a "mle's worth of depth" on that
subject. If true, and apparently borne out since 1989, the ability
to build extensive data bases and conduct nore "predictive" and
"warni ng" analysis for all areas of the world will be key to IC
ef fectiveness in the future, as will be the ability to redirect
assets -- collectors and analysts -- very quickly to new and in
sonme cases, unantici pated probl em areas.

A principal reason for this study, then, is to exam ne the

di chot ony between growi ng requirenments (i.e., increasing requests
for 1Cinvolvenment in mlitary operations and in the policy
process) and the reduction of IC resources. If the ICis to

continue to be relevant, its ability to "surge" resources to neet
demands must be inproved. Such "surge" capability can be defined
very broadly, including the ability to: nobve resources quickly to
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address i medi ate, usually ad hoc, needs; augnment existing
resources fromoutside the IC and, inprove responsiveness of
resources by building in nore flexible options for collection. As
i mportant, inproving the efficiency of the existing I C by
restructuring or reorgani zing resources can al so have a significant
effect on the ability of the ICto neet future challenges. The

i nportance of having or devel oping "surge" capabilities is quite

clear -- the ICwll likely never be as large as it was in the
1980s even though the demands on the IC will continue to grow.
Appr oach

The "Surge" Study Team approached this study by | ooking at the
breadth that the 1 C nust acquire in order to be effective in the
future. The Team conducted panels and interviews that included
i ndi vidual s both inside and outside of the IC. Several questions
wer e asked of those interviewed, including:

What are the core capabilities that are "generic" to
coll ection, analysis and di ssem nati on resources that
woul d forma "21st Century baseline” for the |IC?

What are ways that the I1C could "surge" to neet
unexpect ed chal | enges?

Does the DClI have the necessary authorities to quickly
nove resources -- collectors, analysts and funds --
within the ICto fully address ad hoc "surge"

requi rements. Wat adm nistrative hurdles nust be
addressed in order to achieve "portability" of
intelligence resources (i.e., resources that can be noved
and utilized throughout the 1C)?

Because of devel opnments in areas such as information

t echnol ogi es and comuni cati ons, can sonme "portability"
be achi eved w t hout physically noving resources? Should
the 1 C consider "specialty nodes" whose expertise can be
"tapped” when needed for certain specialties? Does this
benefit either tactical or strategic anal ysis?

In the present day IC, managers tend to feel threatened
by the | oss of personnel dedicated exclusively to their
wor kl oad. How can supervisory fiefdons be nmade nore
"Communi ty" in outlook? How can contributions to
"Comruni ty" needs becone a positive factor in the overall
assessnent of enpl oyee and unit performance?

What type of substantive "surge" capability should exist?

How does the IC "tap"” into resources within acadenm a or
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industry? Is this sufficient? Is a Cvilian Intelligence
Reserve Program a vi abl e option?

Shoul d portions of the current or future IC function be
privatized in order to utilize scarce resources in other
areas? What areas mght be subject to privatization?

What effect, if any, does DoD s focus on being able to
respond to two Maj or Regional Contingencies (MRCs) have on
how the I C should be structured, particularly in ternms of
its ability to "surge?"

In order to assess likely "surge" requirenments for the future,
the study al so exam ned recent events where sone "surge" capability
was required for support to "other mlitary operations” (OVD).

Meeti ng Chal | enges Today

Showi ng responsi veness to civilian and defense policy nakers'
concerns is clearly a desire of any intelligence organization. As
aresult, today's ICtends to respond (either in actions or in
budgetary requests) by lurching to the issue du jour or crisis of
the noment. This suggests that, in the future, w thout a dedicated
effort to develop and maintain an intelligence "base," a grow ng
i mhal ance in knowl edge can develop in |ower-priority areas.
Consequently, wi thout a dedicated effort to devel op and maintain
some sort of "surge" capability, the IC may have difficulty neeting
near-term chal | enges and nay not be able to neet military and
policy maker needs in the future. W have already seen sone
evidence to justify this concern. For exanple, the IC has
responded to Presidential Decision Directive-35 (PDD35), by
focusing resources on the highest priority issues at the expense of
mai nt ai ni ng basic coverage on "lower" tier issues. PDD 35 is an
i nportant docunent in that it presents the Adm nistration's highest
national security policy priorities, thereby providing the IC
gui dance for resource allocations. 1In a recent |IC study of the
capabilities of existing resources to neet PDD- 35 requirenents, the
Deputy Director of Central Intelligence directed that the study,
"Review the Conmmunity's core capabilities mapped agai nst the
hi ghest policy priorities in order to determ ne the nost cost
effective allocation of resources.” Although this effort is
| audabl e, the Study Teamis concerned that in the rush to fulfil
top PDD-35 requirenents, the I1C nay be creating intelligence gaps
in other areas.

I ndeed, the ICis responding to PDD-35 in a predictable
fashi on eager to show the Administration that it is responsive to
these priorities. However, the IC over-enphasis on the "top-Tier"
i ssues could be harnful to the ICs future capabilities. For
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exanmpl e, when considering that four of the last five depl oyments of
US mlitary forces for OMO were to countries/regions that were,
at best, "lower-Tier," the ability of the IC to provide
intelligence support to OMOin the future is called into question
if the preponderance of resources is alnost entirely on "top-Tier"
i ssues.

Li kewi se, enphasis on "higher-Tier" issues focuses attention
(and resources) to areas that already have been identified as being
national security "threats." But what about those "threats" and
situations that have not yet been identified? As Assistant
Secretary of State Toby Gati recently told the Senate Sel ect
Committee on Intelligence, "Intelligence can play a vital role in
identifying opportunities for diplomatic intervention and provide
critical support to our Nation's policy makers as they seek to
resol ve problens before they endanger U. S. citizens, soldiers or
interests, and as they negotiate solutions to festering problens.
This is the essence of '"intelligence in support of diplomacy,' an
often ignored but vital conponent of our national security.”
Agai n, issues such as those described by Assistant Secretary Gati
are likely not to be at the highest "tier" on a day-to-day basis.

The PDD-35 priority structure has had an effect on
intelligence requirenents for "lower-Tier" countries. For exanple,
SMO, which is PDD-35"s top national intelligence priority, is a top
collection priority for many "lower-Tier" countries. SMOrelated
intelligence requirenments would include information on the size,
capabilities and |l ocations of a country's mlitary forces, and
physi cal details about a country's topography. This information is
deened necessary based on the possibility that U S. forces nmay have
to operate in a particular country in the future. Oher "non-mlitary
requirements for these "lower-Tier" countries, however
such as a country's political clinmate, econom c structure and
internal stability, are of nuch lower priority or not reflected as
having any priority. Moreover, the grow ng nunber of SMO
requirements threaten to consunme resources that could be used to
address non-military requirenments. As a result, the Comunity may
spend nore time gathering intelligence for potential SMO than for
noni toring other devel opments that might aid in supporting
diplomatic efforts to prevent a situation where depl oynent of
forces would be necessary. Ironically, several of the Conmanders-i n-
Chief (CINCs), expressed the desire to have the type of non-mlitary
information that was traditionally inportant only to
civilian policy nakers. Changes in world events and in the demands
being placed on the mlitary for OMO are nmaking the need for this
type of information as inportant as the need for the nore
traditional mlitary-related information -- a situation that many
of the CINCs believe will continue to increase in inportance.
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Yet another concern regarding reliance on the "tier" structure
is the assunption by many that other governnent resources,
especially diplomatic resources, will supply the necessary
intelligence for the "lower-tier"” countries. Unfortunately, U S
di pl omati c resources are undergoing the same downsi zi ng and
concurrent reduction in diplomatic reporting capabilities as is the
IC, and in the sane areas. (See the Intelligence Requirenents
Process staff study for additional infornmation regarding PDD- 35 and
the Tier structure.)

As stated above, the IC recently conducted an assessnent of
the effectiveness of its current capabilities when mapped agai nst
the Administration's highest policy priorities. This study proved
interesting to the Study Teamin ternms of how the I C can address
today's issues, and whether it is suited to neet the chall enges of
the future effectively. W believe that this study, which was well
done, suggests that even with recent resource reductions, the IC
can respond to many tasks |evied by the policy makers. The study
al so highlights, however, several points that should be
di sconcerting to those concerned about the I1C s future ability to
address national security challenges. An inportant area is what
the parameters do not include, which tends to portray a utopian
national security "environnent."

The fact that the study did not account for
tasking conflicts bases the analysis on a prem se
that there is only one primary issue of nationa
security at a time, or that nultiple areas of
focus are geographically separated so that there
IS no conpetition for resources. An environment
in which there is only one high-level policy
concern at a time does not exist today and seens
highly unlikely in the future, given the track
record that the world has w tnessed since the end
of the Cold War.

By not including warfighting needs, the assessnent

si de-steps what is one of the major priorities of current IC
| eadership: SMO  The anount of resources used i n DESERT
STORM were significant; the vast ngjority of intelligence
effort, in fact, was redirected to that region. The
tendency of the ICto focus on the crisis of the nonent,

t hough understandabl e, can dimnish effort in other areas.

The paraneters state that the study nay not represent
"current daily performance.” Thus, the ability of the
ICto "surge" to neet requirenments was of extreme

i mportance. A logical extension of this is that, on
any given day, a question may be difficult to respond
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to without "surging" resources.

Finally, by not including a survey of custoner
satisfaction, the I1C has deliberately studied a point in
tinme, somewhat ignoring the |ikelihood that requirenents
will grow. So, legitimately, this study reflects where we
are today, not howthe ICis prepared for the future.

As a result, the overall effectiveness of the ICin terns of
neeting future needs and chal | enges appears sonewhat fragile, thus
warranting the devel opnent of a stable, reliable, dynam c "surge"
capability for crisis and non-crisis periods.

The I C has begun to realize that there is a flaw in the PDD 35
phi |l osophy, or certainly in how the Community is responding. A
Strategi c Resources Planning Task Force has been established and is
wor ki ng to address the phil osophic and resource shortfalls that
PDD-35 i s creating.

"Surge" in Today's IC

There are many recent exanpl es where a "surge" capability has
been used by the IC. Cdearly, the mlitary intelligence
organi zati ons have practical experience at "surging" resources
bet ween theaters to support specific crisis situations. There are
al so other, nore technical exanples where "surge" has been
successful. The devel opnent and use in Bosnia of Unmanned Aeri al
Vehicl es (UAVs) and the emergence of IC Centers are both variations
on the "surge" theme. But today, the concept of "surge" tends to
be viewed nore as an enmergency stop-gap neasure for crises in
pl aces |i ke Rmanda and Sonmalia, than as a well-planned capability
to be consistently relied upon. G ven the frequency in which the
U S. is engaging, and likely will continue to engage in OMO, a
continued reliance on ad hoc neasures seens i nadequate.

The concept of "surge" has applications in the areas of
collection, exploitation and anal ysis and production.

Col | ecti on

U.S. involvenent in Bosnia and other places, has indicated
that "national"™ collection assets that were the bedrock of our
collection efforts against the Soviet Union nmay not readily answer
t he needs of the future.

In Bosnia, the IC has "surged" to neet some additiona
requi rements by enpl oying UAVs. These vehicles have proven to be
flexible in terns of tasking and in operating under difficult
weat her and terrain conditions. Although not a replacenent for
"national" assets in terns of the overall collection requirenents,
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UAVs are proving to be viable "surge" assets, especially for
tactical situations. The use of UAVs on a high priority nationa

i ssue |i ke Bosnia, however, has raised conplications about handling
ostensibly tactical collection and keeping national -1 evel |eaders
informed. As information technol ogies and "surge" capabilities
continue to evolve, the policy issue of theater-to-nationa

di ssem nation of intelligence will becone extrenely inportant to
the effectiveness of the IC, especially in the all-source area.

Taski ng/ Expl oi tati on

Vari ous exanples of surge capability are available in this
area. One exanple is the deploynent of National Intelligence
Support Teans (NI ST) to "forward" areas in order to augnment
mlitary capabilities, as well as to assist theater conmanders in
under st andi ng what "national" systens can provide and how t hey can
be tasked. The response to NI ST depl oynents has been
overwhel m ngly positive. That N ST in essence provides a type of
synergi stic, horizontal approach to collection, suggests that such
an approach could be beneficial on a larger, Conmunity scal e.

Anal ysi s and Production

Providing "surge" capability in the area of analysis is
currently not as dynamic a process as it is in other areas. The
National Intelligence Council (NIC) has nade an effort to hire
i ndi vidual s working outside of the IC as National Intelligence
Oficers (NNGCs). Not only can these NIGs bring differing
perspectives to an area of concern, they can also utilize their
contacts, usually in academa, to "tap" into noted expert resources
that the I C does not have internally. |In nmany cases, it can be
useful for the IC to have access to noted non-I1C experts from
academ a and industry because of their access to various forunms and
ot her experts who would not ordinarily avail thenselves to
gover nnent enpl oyees. Anot her exanple of "surge" capability can be
found in a small programwi thin the ClIA called "when actually
enpl oyed” or WAE. WAE, which is nore of an enploynment status than
a program is utilized by individuals who are forner enpl oyees or
spouses of Agency enpl oyees. WAEs are asked to maintain a |level of
expertise in a specific area, sonetines by utilizing open source
research, so that if a crisis develops, he or she can bring his or
her expertise to Cl A Headquarters to augnment an office or task
force throughout the crisis period.

To a point, current I1C Centers represent a |onger-term "surge
capability in which the IC has brought together its assets to focus
on a specific issue or area. It is possible that such a structure
may prove the nost effective nechanismfor concentrating IC efforts
agai nst specific issues. See the separate staff study on
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Intelligence Centers for nore details.

Clearly another area of "surge" is found within DoD in the
mlitary services' reserve prograns. This structured program has
provi ded inval uabl e force augnentation to active duty units and,
al though the results vary with various units and areas of
expertise, the program may serve as a nodel for devel oping simlar
capabilities in the area of civilian intelligence. Unfortunately,
mlitary intelligence reserve units continue to be thought of in
ternms of "nobilization" resources only, w thout rmuch consideration
or desire to nore actively engage these resources in day-to-day
activities.

There are signs of changing attitudes, however, that could
have significant pay-off for the mlitary and the ICin the future,
al though these efforts are the exception rather than the rule. One
exanple is found at the Joint Intelligence Center in the Pacific
Conmmand (JICPAC). In this case, the JICPAC J-2 has invol ved
mlitary reserve resources within his theater to assist in JICPAC s
del egat ed production responsibilities. This effort has provided
the J-2 wth additional resources to conbat shortfalls, and has
added theater-specific expertise to the DoD production operation --
expertise that is likely not found readily at DIA or CIA.  Anot her
exanple is the use of the Joint Intelligence Reserve Unit to
support operations in the National Mlitary Joint Intelligence
Center (NMJIC) at the Pentagon. This reserve unit takes over the
weekend operations of the NMJIC and has the capability to augnent
the NMIIC during crisis periods. Such activity not only greatly
benefits the active duty mlitary by relieving them of staffing
responsibilities on weekends, it also greatly enhances the
mlitary's augnentation capabilities by having individuals who are
trained, up to date substantively, and can be relied upon at a
nonent's noti ce.

Advances in information technol ogi es and conmuni cati ons
capabilities are forecasting an era by which "surge" capability
will al so be enhanced through coll aborative analytical efforts
within existing I C assets. Efforts such as I NTELINK, that provides
nmore advanced, multi-nedia dissem nation capabilities for the
recipient to utilize in his or her tineframe, go a long way in
recogni zi ng what technology is bringing to the intelligence
anal yst .

Additional efforts are underway throughout the Conmunity to
construct systens tailored to the analyst's or recipient's
environment. A "white board"” capability on I NTELINK wi ||
undoubt edly prove useful in asking questions and working through
answers in a "virtual" environment. The Study Team found these
efforts nobst encouragi ng, although there are sone reservations
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regardi ng infrastructure standards and information/production
managenent. Standards are extrenely inportant in a "virtua
analytic environnent," and they need to be set and enforced at a
Conmunity | evel to be successful. (See the Intelligence Conmmunity
Managenent study regarding an Infrastructure Support Ofice.)
Managenent of information is a nore difficult issue. As the
Conmittee stated in the FY96 Authorization Bill, there is concern
about conpetition developing within the Community in terns of
publication of products. It would indeed be unfortunate and,
ultimately damaging for the 1 C should a "conpetition for market
share" develop. This is one reason why the DDClI heading the Cl A
nmust have managenent authorities for all-source analysis and
production, with close cooperation of the Director of Mlitary
Intelligence (DM), to assure "lanes of the road" are bei ng heeded.

The Study Team believes that the direction taken by DIA in
devel oping a Joint Intelligence Virtual Architecture (JIVA) is
correct in terns of standards and devel opnent of a "virtual
anal ytic environnent." The Team believes that this effort should
be not only strongly supported but al so used as a basis for a
Conmruni ty-w de program

Surge Capabilities for the Future: Conclusions and Reconmendati ons

Unpredictability is one of the facts of |ife affecting all
intelligence systens. No requirenents process will be able to
predict all of the issues that are likely to be of paranmount
interest to policy makers in the course of any given year. |ndeed,
flexibility of all resources -- technical and personnel -- are
necessary in order to respond quickly to new events. During an
| C21 hearing, Representative Dicks, the Commttee' s Ranking
M nority Menber, explained the uncertainty of future intelligence
chal l enges by stating that: intelligence nust provide early
war ni ng of potential crises or assist in devel oping sound policy
responses to national security threats; it may not be as inportant
for the ICto be able to identify, with specificity, future
intelligence targets as it is for the ICto ensure that it has the
flexibility necessary to respond qui ckly and conpetently to those
targets, whatever they may be; and, now and in the future, events

wi Il unfold quickly and unpredictably, and the ICwll have to
figure out how it can nake information nore readily available to
those who can help U. S. interests, while still protecting sources

and net hods.

The probl em of requirenents and resources has been nade
increasingly difficult in the post-Cold War world. The end of the
Col d War not only renoved the single overwhel m ng focus of the IC
but also contributed to a breakdown of international order in
speci fic regions, which contributed to the growh of ethnic warfare
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and exacerbated a nunber of transnational issues. A rapid
succession of disparate but not wholly dissimlar issues --

Somalia, Haiti, Rwanda -- have put added stress on the IC. Before
these crises arose, nost of these were areas of little, if any,
interest to policy nmakers and, thus, to the IC. Consequently, the
ability of the ICto "surge" resources -- i.e., to focus collection
and anal ysis, and sonetines operational capabilities -- on these
suddenly inportant areas, is of increasing inportance.

As stated earlier, one of the witnesses at an | C21 heari ng,
Anbassador Robert Kinmmtt, put it succinctly when he said that IC
coverage nust be an "inch deep” and a "mile wide," with the ability
to go a "ml|e deep" on any given issue.

FINDING The IC nust be able to surge. As Anbassador
Robert Kimmtt put it succinctly, |IC coverage nust be
an "inch deep" and a "mle wide," with the ability to
go a "mle deep" on any given issue.

As long as we are a nation with global interests and gl oba
commtments, we will need sone |evel of global know edge -- an
intelligence "base.” However, in a nation as rich as the United
States is in information and experts, it is not necessary that this
know edge base be contained only in the IC

FINDING The ICw Il be required to maintain sone
| evel of know edge on all nations/issues at sone |evel
of detail -- an intelligence base. The capability to

support this base or to "go a mle deep" need not be
self-contained within the IC

The ability to surge neans, in effect, the ability to marshal
and nove resources flexibly and quickly, w thout undue concerns
about who "owns" the assets. As the IC noves to a nore corporate
approach, all conponents and all personnel nust focus on performng
the tasks at hand and not battle over which conponent gets the nost
resources or credit. Internecine conpetition undercuts efforts to
nmeet intelligence needs. The ability to surge also requires
pl anning i n advance of the need.

FINDING The ability to neet future chall enges
effectively will require: increased interna
operating efficiencies; a nore collective, corporate
approach toward utilization of resources; and
structured prograns that provide continuous force
augnentation and "surge" capability.

If done correctly, a surge capability should serve both the
day-to-day needs of the IC, as resources are constantly readjusted
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to neet international conditions and shifts in policy nmaker needs,
and allow for making | arger reallocations of resources during
crises.

FINDING A flexible, dynam c and well -pl anned surge
capability nust be devel oped that can be relied upon
bot h day-to-day and during cri ses.

Reor gani zati on of Existing Collection Resources

Some specific changes shoul d be adopted to increase efficiency
for the 1C and the custoner in the area of collection. Fully
adopting a nore synergistic approach to collection resources in
ternms of requirenments and tasking managenent as well as operations
will likely inprove IC capabilities to solve the diverse
intelligence problens of the future. For exanple, consideration
shoul d be given to a single "Technical Collection Agency" that
consolidates | M NT, SIG NT and MASINT resources in order to realize
the substantive advantages of synergistic collection in solving
intelligence issues. Such an organization should elinmnate the
adm ni strative and substantive barriers of existing "stovepipes,"
all ow for easier, nore effective tasking nechanisns for the
custoner, reduce sone of the redundancy in collection between
"I NTs" and allow for better planning nechanisns for future systens
by pl acing enphasis on intelligence needs, not the ability of
program nanagers to "sell"™ their prograns.

Devel opi ng the capability to "surge" national collection
assets should go beyond the requirenents and taski ng mechani sm
Furt her devel opnent of other collection assets for use in
augnenting national resources, such as UAVs, will prove to be
useful in closing sonme collection gaps efficiently and effectively,
but only if considered as part of an overall architecture of
coll ection resources. To address these areas further,
consi deration of a nore consolidated | C approach for devel opnent of
collectors such as UAVs is warranted. Such an approach shoul d not
overl ook the uses of these collectors for other IC requirenents not
necessarily associated with the mlitary.

As noted in the Collection Synergy study, the ability to do
"all source" collection and analysis is a key to U S. intelligence
phi | osophy. There is an ongoi ng debate within the technical
collection community and the Congress about future directions for
satellites, revolving around the issues of size, capabilities and
nunbers. Although the smaller satellites that some are advocating
-- including the House and Senate Intelligence Comrittees on an
exploratory basis -- mght not match the current |arge satellites
in terns of the nunber of tasks that could be carried out, they do
of fer a nunber of advantages that m ght be of trenendous inportance
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to our ability to "surge" collection assets. They would be cheaper
to build and to | aunch and coul d provide an extrenely useful "on
the shelf" reserve to increase collection during a specific crisis.

RECOVMENDATI ON: Devel opnent of nore flexible
col l ection capabilities should not only include noving
to smaller satellites, but also to devel opi ng and
incorporating "tactical" satellites that would all ow
for a "surge" in collection capability for specific
Crises.

| C Centers and Task Forces

The utility of Centers include the capability to pull together
qui ckly the disparate resources of the ICinto a concentrated,
synergistic effort on a specific issue or area. Because this

structure can benefit the IC overall, a better ability to devel op
and operate Centers at a Community | evel should be devel oped.
Centers will never be fully considered as "Community" assets as

| ong as individual agencies believe that Centers are just a neans
of sacrificing resources with little or no specific benefit to the
agency itself. Thus, a neans of allowing the DCl to address
personnel, budget and managenent issues for Centers, and shift
resources accordingly, would benefit the Centers' effectiveness.
The enhanced | C-w de personnel authorities given to the DCl (see
Intelligence Community Managenent study) should increase the
ability of the senior IC managers to use their personnel better to
nmeet unexpected needs. This enhanced authority shoul d be expanded
so that he can go outside of the |IC when necessary and shoul d be
used in conjunction with the DCl's authority to establish IC
Centers and Task Forces quickly as a neans of coordinating | C w de
resources for these needs.

RECOVMENDATI ON: The DCl's ability to establish IC
Centers and Task Forces quickly (including the rapid
transfer of personnel and resources throughout the |1CQC
must be enhanced and should include the ability to
bring "surge" resources into the IC from ot her areas.

As inportant, the DCl must have the ability to quickly
di sestablish a Center or Task Force when its existence is no |onger
warranted and to guarantee that the contributing offices recover
their assets. A review and evaluation process is needed to
periodically assess whether a Center or Task Force is still a
vi abl e conponent.

Anal ytic Tool s

The neans for inproving analytic capabilities will come with
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conti nued devel opment of conputer and information technol ogi es and
commruni cations capabilities that foster better, nore accessible
rel ati ons anong anal ysts. The ability to "surge" analytic
resources through "virtual" nmeans will be critical

FINDING Current efforts to create a Joint
Intelligence Virtual Architecture (JIVA) wthin DoD
show potential, and should be fully pursued and
expanded upon to create a "virtual analytic
environnment” within the IC

Cvilian Reserve Program

The devel opnent of a Civilian Reserve Program nmay be the nost
i nportant aspect of preparing the IC for the future, especially in
ternms of |linguistic and analytic capabilities. Fully devel oping a
relationship with linguists, especially those in "exotic"
| anguages, could fill significant gaps that are developing in the
SIGA NT and all-source areas of the IC.

The Cl A already has in place procedures whereby it can
increase its capabilities by using former enpl oyees on a tenporary
basis. This capability should be augnented into an IC civilian
reserve program to include experts not in the IC (in academ a,
busi ness, etc.) who can be kept on retainer both to provide ongoing
information on warning and trends and to be utilized during crises
to augnment |1C assets. Such a program has several advantages.

First, it allows the ICto concentrate on the current areas of
concern while know ng that sonmeone who is attuned to IC needs is

al so keeping an eye on areas that are quiescent. Second, the
ability to bring in experts who understand | ocal politics and
players in a region is especially inmportant during the early phase
of a crisis, when the ICis often scranbling to come up to speed.
Many of these experts can be kept on retainer and be asked to do
uncl assified work, which, in effect, will provide the ICwith nore
know edgeabl e access to the open sources. |If the "reservists" are
asked to work within the I C for extended periods, then sone thought
has to be given to the issue of clearances and pol ygraph
requirements. A flexible approach to these issues woul d best serve
the overall interests of the IC and the nati on.

There are nmany ways a civilian reserve program could be run
To be successful, however, such a program woul d probably have to be
devel oped and nmanaged at the Conmunity |evel, so as to properly
address adm ni strative concerns (security, pay, etc.) as well as
substantive concerns -- assuring that duplicative expertise is
m ni m zed and agencies do not conpete for resources to support
i ndi vidual reserve prograns. Sone devel opnental work on a reserve
programis being done at this tinme in the National Intelligence
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Council (NIC). This work should continue and a pilot program
shoul d be enacted in the near term

RECOMVENDATION: An ICG-wide civilian reserve program
shoul d be established, whose participants can provide
ongoi ng trends and warning i nformati on and can be
utilized to "surge" as part of the IC, thus augnenting
existing | C assets, especially during crises.

Mlitary Intelligence Reserve Resources

Simlarly, better use should be made of mlitary intelligence
reserve conponents. Currently, reserve units are under the contro
of mlitary service reserve chiefs who are responsible for ensuring
necessary units are available for nobilization. By treating
intelligence units strictly as nobilization assets, these units
have been subjected to resource cuts and constraints as are any
ot her reserve units. Additionally, any consideration of utilizing
intelligence reserve units during non-crisis periods has evoked
cries of Title 10 authorities and endangernent of mlitary
readi ness. But intelligence is nost effective for nationa
security when it can deliver predictive analysis and warni ng wel |
ahead of a crisis. Thus, it seens sonewhat short-sighted to hoard
capability that m ght be used to both prevent a crisis and
certainly to prepare for a crisis, for the sake of ownership or
control. Consequently, the Study Team believes that the SECDEF
shoul d capitalize on those efforts that are nmentioned in this paper
to craft an arrangenent between the service reserve chiefs and the
Director of Mlitary Intelligence (DM) to better utilize mlitary
intelligence reserve resources. This would result in allow ng the
DM and DoD to nake better use of intelligence reserves in non-crisis
situations, thus adding an additional "surge" capability to
the Intelligence Comunity.

RECOVMENDATI ON: Better wutilization of existing
mlitary reserve conponents is al so required.

Consi deration should be given to placing sone of these
conmponents under the DM for better utilization during
time of need.

This document is sponsored by the U.S. House of Representatives on the United States Government
Printing Office web site.

Questions or comments regarding this service? Contact wwwadmin@gpo.gov.
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XI. Intelligence Support to Military Operations

Executive Summary

Support to mlitary operations (SMO is one of the major roles
of intelligence. Sone argue that it is the nmajor role of
intelligence. The dinton adm nistration -- both policy makers and
senior intelligence managers -- has stated that SMOis the top
priority for intelligence. Critics question why this statement is
necessary, given that much of the Intelligence Conmunity's (1C s)
effort has al ways been shaped around this specific intelligence
role and that, in the post-Cold War world, U S. national security
is actually less threatened than at any tinme since 1940.

This debate over SMOis inportant as it goes to the heart of
both requirements and resources. Intelligence is not an easily
expanded resource. As noted in the discussion on the IC s ability
to surge (See the Intelligence Community "Surge" Capability staff
study), covering current requirenments and taking steps to address
unexpected ones is difficult at best. The nore resources devoted
to any one area, the fewer there are left to address others. The
issue is not whether the I C should devote resources to SMO, but
rat her how much SMO i s reasonabl e given other, conpeting demands on
a fiscally constrained IC

SMO is, to sone extent, a contingent need. At |east through
the Cold War, U. S. defense policy had been shaped around the idea
of deterring conbat, of using force as a last resort. Qher, non-SMJ
policy needs are current -- diplomcy, narcotics, terrorism
proliferation. Thus, a balance needs to be struck. Uging an
i ncreased enphasis on SMO wi t hout | ooking across the board at al
IC requirenments runs the risk of |eaving many ot her ongoing policy
needs partially or conpletely unful fill ed.
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The I C has, in nost cases, perforned admrably regardi ng SMO.
But the significance of the changes in our nation's nationa
security "threats" and our responses to them in how the nation
enploys its mlitary forces, in the advances of technol ogy on
i nformation processing, in the possible new paradigmin nmlitary
strategies for conbat, etc., that are either here or are on the
hori zon, suggests that extensive planning and operational,
structural and managenent changes will be required for the ICto
neet its overall national security needs, including SMO.  Sone of
the findings and recommendations in this and other |C21 studies go
toward this end and need to be addressed soon if the ICis to be
ready for the 21st century.

I NTELLI GENCE SUPPORT TO M LI TARY OPERATI ONS
Scope

At the beginning of the I C1 process, the Study Team was
overwhel ned with the enphasis that was being placed on the issue of
Support to Mlitary Operations (SMO. This Intelligence Community
(1C "call to arns” was somewhat disturbing in that the vehenence
t hat was expressed suggested that there was a crisis imediately at
hand -- which was difficult to understand given the fact that our
nation is less threatened, at least froma mlitary perspective,
than at any other tinme in the last 50 years. Wre soneone outside
of the 1C to hear the enphasis placed on SMO, they would likely
come to one of three conclusions: that SMO was the top priority
i ssue for intelligence, but that the I1C had strayed too far into
ot her areas and, now, needed to refocus; that the IC had
experienced a critical failure in supporting the mlitary and that
extra efforts were required to fix the problens; or that, in a |ess
t hreateni ng environnent, intelligence demands had sonehow
dramatically increased for the mlitary.

As there was at | east margi nal evidence that suggested that
any of the aforenentioned conclusions could be correct, we decided
to specifically concentrate on current and future SMO as a separate
study in 1C1. The primary focus, however, was not on specific or
detailed SMO requirenments, but on how those requirenents fit into
the overall question of the roles and functions of a 21st century
IC. Thus, this study centered on the followi ng questions, at a
macro | evel

Shoul d SMO be the highest priority issue for |IC resources
now and in the future?

Is the | C properly addressing SMO t oday?
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Are there indications that SMO requirenents either have
changed or will change in the future? If so, to what
degree mght this effect the priority for SMOin IC
oper ati ons?

Consequently, this study did not focus on evaluating specific
progranms or assessing whether specific theater collectors were

val uabl e investments. We did intend, however, to discuss sone of
the rel ati onshi ps between intelligence assets within the mlitary,

at all levels, and national intelligence assets, and how t hat
rel ati onshi p m ght change over tine.
Appr oach

This study | ooks across the spectrum of issues facing the IC
in SMOin the 21st century. The SMO Study Team conducted severa
interviews and panel discussions with retired and active
intelligence professionals and mlitary officers. These included
"operators,” sone of the Conmmanders in Chief (CINC) of U S
Conmbat ant Conmands and sone mlitary "theorists,” such as Admra
Wl liam Onens, fornmer Vice Chairman of the Joint Chiefs of Staff,
who foresee very different types of mlitary tactics and strategies
than those that maintain our nation's defense posture today.

Along with the issues and questions rai sed above, the effect
of the trends com ng out of Desert Stormand the historica
evol ution of SMO, especially in ternms of budgets, prograns,
operations and service equities, were studied as we assessed the
IC s future challenges in this area.

VWhat i s SMO?

One of the questions fromthe begi nning of the study was the
definition of SMO The role of SMO and, thus, defense intelligence
is defined with variance, depending upon the forum For sone, it
is solely an issue of support for the operational comrander in a
tactical wartinme setting. Certainly, nost of the discussions
related to SMO si nce DESERT STORM (and, arguably, nobst of the
enphasi s) are ainmed at inproving our capabilities to support a
simlar effort in the future. |In fact, some believe that the
priority for reorgani zation of our intelligence capabilities should
be to plan for capabilities that would support the mlitary
requi renent to be able to engage in two, near-sinmltaneous "mgjor
regi onal contingencies" (MRCs). However, the continued growh of
so-called "other mlitary operations" (OM) -- peacekeeping,
peacenmaki ng, humanitarian efforts, etc. -- that are putting U S
personnel into harns way nuch as if they were in conbat, call for
different intelligence priorities overall and clearly indicates
that the two MRCs concept is not an adequate planning tool for the
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I C

Anal ytic and production elenments of the mlitary intelligence
conpl ex define their responsibilities by discussing the three
"pillars" of support: support to the defense policy maker; support
to force nodernization and pl anni ng; and support to the warfighter.
The individuals that nake up these "pillars"” woul d be,
respectively: the Secretary of Defense (SECDEF) and ot her
Depart ment of Defense (DoD) policy nakers; the Secretaries and
staffs of the mlitary departnments charged with organizing,
trai ning and equi pping the arnmed forces; and mlitary commanders,
pl anners and operators planning for or engaged in mlitary
operations. Although rmuch broader than sonme definitions, this
approach to the needs of the mlitary by the 1Cis probably the
nost valid. Regarding support to the Secretary of Defense, since
the end of the Cold War, the DoD clearly has becone nore prom nent
in US. foreign policy initiatives, even over the Departnent of
State in sonme cases. Frominplenentation of Nunn-Lugar prograns to
pronot e Russi an defense conversion to the depl oynent of troops into
Bosnia to i npl enent the Dayton Agreenent, the DoD is the active arm
of policy devel opnment and inplenentation. In part, this is due to
changes in the stability of many regions and rel ati onshi ps that
tend to involve arned entities and are a byproduct of a |ess
pol ari zed but nore unstable world. For this reason, it is easy to
see why nuch of the enphasis within the I1C on SMO and "support to
the warfighter" currently carries the day in terns of resource
priority and focus. However, although DoD nmay be the active arm of
many of the Nation's policy initiatives today, nost if not all of
these initiatives began with sone [ evel of diplomatic effort,
calling into question whether "support to the diplomat” m ght be a
nore critical pursuit.

Support to force nodernization and planning is also critical.
Al t hough sone argue that this is | ess significant now that the
Sovi et Union no |onger exists and strategic nuclear systens are
bei ng produced and deployed at a rate |l ess than at the hei ght of
the Cold War, the facts are that Russia (and China) continue to
produce strategi ¢ nucl ear weapons and, nost inportantly, advanced
conventi onal weaponry and defensive systens that will have an
effect on U.S. force planning for years to cone. Mreover, the
sal es of such systens to countries throughout the world by many
countries, including Russia, underscore the inportance of this type
of intelligence to our weapon designers for protection of U S
forces in the future. Another reason for enphasis on this type of
intelligence area is opportunity -- nore and nore systens and
technol ogi es are avail able for purchase at arns sal es throughout
the world. Consequently, dedicated efforts by U S. intelligence
and defense to acquire previously hard to get equi pnent are
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especially inportant for the next 10-15 years. The Study Team
bel i eves that today's efforts in the Foreign Materials Acquisition
and Exploitation (FMN FVME) areas -- currently managed under O fice
of the Secretary of Defense (OSD) and the Defense Intelligence

Agency (DIA) -- are not as effective as they could be in order to
assure that we capitalize on upcom ng opportunities. The current
FMA and FVME prograns tend to be pieceneal -- especially in terns of
funding -- an issue that the Commttee will continue to nonitor

wi th the FY97 budget subm ssion.

"Support to the warfighter" is the area of main interest for
DoD and the IC at present, and tends to be used interchangeably or
as synonynmous with SMO. The use of the term "support to the

warfighter” is extrenely problematic. It is msused to self-justify
progranms and budgets, and m sunderstood, or defined so
broadly as to enconpass everything that the mlitary does. It is

also self-limting, in that it pronotes the i nmedi ate needs of a
soldier, sailor, airman, marine or weapons system making
intelligence only a reactive function rather than a predictive one
-- at a time when predictive analysis is becom ng increasingly
significant for the mlitary commander as well as the policy maker.
Moreover, the term suggests that the primary focus of intelligence
shoul d be on the actual need to use force (i.e., "fight a war"),
when we continue to believe that successful foreign and nationa
security policy is designed to preclude such an event if at al
possible. This is not to say that the IC and the mlitary should
not prepare for mlitary conflict. But this cannot be the sole
focus, to the detrinent of diplomacy, deterrence and force
preponderance -- all of which also require | C support.

Additionally, the current enphasis on "support to the
warfighter” is primarily technologically oriented. 1In this
bur geoni ng age of information, there seens to be a growi ng beli ef
that technology will fix everything. "System conpatibility,"”
"interoperability" and "it's all bandw dth" appear to be the
approaches that have becone the focus for a mgjority of those --
i ncluding the services thenselves -- who are bent on solving the
"intelligence" problens for the mlitary. Although clearly very
i nportant, having the ability to transmt volunes of data in near-real
time has greatly overshadowed (in terns of interest and
expenditures) the inportance of the utility and availability of the
i nformati on being passed. Wile striving to attain technica
solutions, we nmust al so address the intelligence data/analysis
itself, as it, too, is critical to a conmander's success. The
current trends in priorities, however, suggest that the IC, and the
mlitary services, could go down the path, once again, that results
in significant technol ogical capabilities -- especially in
collection assets -- with limted utility based on a | ack of
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attention to processing, analysis and production capabilities.
There is also the issue of the ICs ability to ensure that its

i nformati on can be received by operational units and ot her
intelligence entities. Dissenmnation, especially within a mlitary
theater, was a key intelligence issue in DESERT STORM \Whet her
this is alegitimate responsibility of the IC or of the mlitary is
a topic of discussion in a separate 1C21 Intelligence

Communi cations staff study.

This study, then, focuses on SMO nostly in terns that are
associated wth the third of the three "pillars.” The Study Team
bel i eves that the issues of supporting the defense policy nakers
and force nodernization and planning are as inportant as "support

to the warfighter.” This last "pillar,"” however, is likely to have
the nost dramatic effect in the future in terns of budgets,
personnel , organi zation and priorities. In this study, given the

[imtations and m suse of the term"support to the warfighter," the
issue of SMO is defined as those intelligence needs that support
depl oyed forces. The Study Team believes that this support clearly
shoul d begin well before actual deploynent and is not limted to
tradi tional conbat -- taking into account OMO and recogni zi ng that
a new paradi gmin conbat engagenment is beginning to be realized.

Li kew se, as we need to consider new situations for the use of
mlitary forces, we nust also review the "traditional" aspects of
the intelligence information that is required for SMO

Traditional SMOrelated intelligence requirenents -- that are
still in use -- would include information on the size, capabilities
and locations of a country's mlitary forces, and physical details
about a country's topography. This information is deened necessary
based on the possibility that U S. forces may have to operate in a
particular country in the future. Gven the increased use of the
mlitary in OMO since the end of the Cold War, however, the needs
of the operational conmander appear to be changing in a way that
tends to blur the distinction between SMO and "support to
di pl omacy." As Lieutenant General Patrick M Hughes, Director,

DIA testified to the Senate Sel ect Committee on Intelligence

(SSCl), "Threat ... is no longer a self-evident term The defense
intelligence cormunity has traditionally focused on a primary
el enent of the threat -- eneny forces and weapons systens; clearly

that aspect remains. But as mlitary activity extends to m ssions
involving the use of mlitary forces in non-traditional roles, we
nmust adapt our intelligence focus to neet new requirenents.”

SMO vs. Support to the Policy Mker

As stated earlier, SMOis one of the major roles of
intelligence. Some argue that it is the major role of
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intelligence. The Cinton Adm nistration -- both policy nmakers and
senior intelligence nanagers -- has stated that SMOis a top
priority for intelligence. Critics question why this statement is
necessary, given that much of the IC s effort has al ways been
shaped around this specific intelligence role and that, in the
post-Cold War world, U S. national security is actually |ess
threatened than at any tinme since 1940.

This debate over SMOis inportant as it goes to the heart of
both requirenents and resources. Intelligence is not an easily
expanded resource. As noted in the discussion on the ICs ability
to surge (see the Intelligence Community Surge Capability staff
study), covering current requirenents and taking steps to address
unexpected ones is difficult at best. The nore resources devoted
to any one area, the fewer there are left to address others. The
issue is not whether the I C should devote resources to SMO, but
rat her how nmuch SMO i s reasonabl e given other, conpeting denands.

Therefore, it is difficult to rationalize coments from seni or
IC officials (who also believe that a two MRCs defense strategy is
sufficient for intelligence planning) who state that, "If you solve
all of the mlitary's requirenments for intelligence, you will have
sol ved 80 percent of overall intelligence requirenents,” as an
acceptabl e blueprint for the I1C today, let alone in the 21st
century. Indeed, it is becom ng obvious that, on any given day,
the remai ning 20 percent of the requirenents could be nore vital to
the President and his policy advisors in areas that directly go to
this Admnistration's stated principals of its national security
strategy of enhancing security, pronoting prosperity at home and
pronoti ng denocracy.

Much of today's enphasis on SMOis directly related to
supporting tactical conbat situations. |f one assunes that, on any
gi ven day, all of the other issues requiring intelligence support
are nore likely to be active than is the probability that U S.
forces wll be in conbat, then many aspects of SMO becone an
i nsurance capability. Like all insurance, intelligence support for
warfighting is sonething you do not wish to be without, but is
somet hing you al so work very hard never to have to use. Wen
viewed in this light, there is a greater desire to put sonme sort of
l[imt on the degree to which the warfighting function calls
unremttingly upon intelligence resources. Again, the insurance
anal ogy is apt: how do you deci de how nmuch insurance i s enough
W t hout short-changi ng ot her needs, all of which place real denmands
on resources.

Further conplicating the issue is the fact that mlitary
commanders are now beconmi ng nore aware and interested in thoroughly
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understanding the issues within their theater in terns that go
beyond preparing for conbat engagenent. The continued use of the
mlitary as an active participant of U S. peacetine foreign policy
by engaging in OMO, has bolstered this interest. Again, as Lt.
Gen. Hughes explained to the SSCI, "'Warning,' traditionally
focused on C ausewitzian warning of attack, is becom ng an

i ncreasingly conplicated process. W nust build and enploy a
flexible and adaptive mlitary intelligence support systemin order
to nmeet the needs of large-scale mlitary threats, while at the
same tinme neeting the mlitary requirenments of non-traditiona
warfare and the new mssions the U S. mlitary has assunmed."
Consequently, it can be argued that in the near future, the

requi renents that enconpassed the "other 20 percent” will be as
critical to the commander as it is to the policy maker, in order
for the conmander to identify the key "centers of gravity" within
each country's infrastructure as they devel op.

There are already exanpl es whereby commanders' interests
conflict with SMOrequirenents -- the IC reaction to Presidentia
Decision Directive - 35 (PDD-35). PDD-35 is designed to present
the Adm nistration's highest national security priorities, thereby
provi ding the I C guidance for resource allocations, by establishing
a "tier" structure. Unfortunately, but predictably, the ICis
using PDD-35 to ensure that resources are being placed on the
hi ghest-tier issues, in many cases having little or no resources
left for lower-tier issues. One exanple of the effect is, in fact,
in the area of SMO. In many cases, SMOis the top collection
priority (and in many cases the only collection priority) for
| ower-tier countries, based on the possibility that U S. forces
could, sonme day, deploy to that area. Qher non-mlitary
requi renents for these lower-tier countries, however, such as a
country's political clinmate, econom c structure and interna
stability, are of much |ower priority or not reflected as having
priority. Mreover, the growi ng nunber of SMO requirenments
threaten to consune resources that could be used to address non-
mlitary requirenents. (Additional discussion of requirenents can
be found in the IC1 staff study entitled Intelligence Requirenents
Process.) As a result, the Cormunity may spend nore tinme gathering
intelligence for potential SMO than for nonitoring other
devel opnments that mght aid in supporting diplomatic efforts to
prevent a situation where deploynment of forces would be necessary.
Ironically, several of the CINCs expressed the desire to have the
type of non-mlitary information that was traditionally inportant
only to civilian policy makers.

SMO -- certainly in the traditional sense -- is, to sone
extent, a contingent need. At |east through the Cold War, U. S
defense policy had been shaped around the idea of deterring conbat,
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or using force as a last resort. Oher, non-SMO, policy needs are

current -- diplomacy, narcotics, terrorism proliferation. Thus,
a bal ance needs to be struck. Uging an increased enphasis on SMO
wi t hout | ooking across the board at all IC requirements runs the

ri sk of |eaving nmany ot her ongoing policy needs partially or
conpletely unful fill ed.

The extent to which intelligence priorities nmust be bal anced
was suggested by Assistant Secretary of State for Intelligence and
Research, Ms. Toby T. Gati, again to the SSCI. |In describing what
she called a second kind of threat to our national security -- the
first kind being made up of issues such as terrorism proliferation
of weapons of mass destruction, organized crinme, drug trafficking
ethnic and religious hatred, the behavior of rogue nations and
envi ronment al degradation -- she stated that, "Such threats [the
second kind] derive fromm ssed or unexploited opportunities to
advance our national agenda. |If we fail to recognize such
opportunities, or pursue themwth ill-founded and m sgui ded
strategi es, we can exacerbate existing dangers or create new ones.
Intelligence can play a vital role in identifying opportunities for
di plomatic intervention and provide critical support to our
nation's policy nakers as they seek to resolve problens before they
endanger U.S. citizens, soldiers, or interests, and as they
negoti ate solutions to festering problens. This is the essence of
"intelligence in support of diplonmacy,' an often ignored but vital
conponent of our national security."”

Clearly, then, striking the bal ance between SMO and ot her

requirements is critical. Understanding how an administration
views the use of the mlitary and of the I C becones a significant
factor in the equation. 1In this Admnistration's national security

strategy docunentation (A National Security Strategy of Engagenent
and Enl argenent), several points relating to these issues are
addressed. On the issue of the use of mlitary forces, the
strategy begins by pointing out that, "Qur strategy calls for the
preparation and depl oynent of American mlitary forces in the
United States and abroad to support U S. diplonmacy in responding to
key dangers -- those posed by weapons of nmass destruction, regional
aggression and threats to the stability of states.” There is also
a description of three basic categories of national interests that
can nerit the use of our armed forces:

"The first involves Anerica's vital interests, that is,
interests that are of broad, overriding inportance to the
survival, security and vitality of our national entity -- the
defense of U S. territory, citizens, allies and our economc
wel | - bei ng. "
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"The second category includes cases in which inportant, but
not vital, U S. interests are threatened. That is, the
interests at stake do not affect our national survival, but
they do affect inportantly our national well-being and the
character of the world in which we live."

"The third category involves primarily humanitarian
interests. Here, our decisions focus on the resources we
can bring to bear by using unique capabilities of our
mlitary rather than on the conbat power of mlitary force."

Such gui dance provides a broad flexibility in the use of mlitary
forces -- each requiring both varied and specific types of
intelligence support.

Providing a view toward the inportance and needs for
intelligence, this sane strategy calls for strong intelligence
capabilities that protect our national security by "providing
war ning of threats to U S. national security, by providing support
to the policy and mlitary communities to prevail over these
threats and by identifying opportunities for advancing our national
interests through support to diplomacy."” Additional comments from
this strategy include:

"Because of the change in the security environnment since the
end of the Cold War, intelligence nust address a w der range
of threats and policy needs."

its [the I1C s] analytic effort nmust provide a coherent
framework to help senior U S. officials nanage a conpl ex range
of mlitary, political and econom c issues.”

"U S. intelligence nust not only nonitor traditional threats
but al so assist the policy conmunity to forestall new and
energing threats..."

"The collection and analysis of economc intelligence wll
play an increasingly inportant role in hel ping policy nmakers
under stand econom c trends."

“In order to forecast adequately dangers to denocracy abroad,
the intelligence community and policy departnents mnust track
political, economc, social and mlitary devel opnents..."

"Finally, to enhance the study and support of worldw de
environnmental , humanitarian and di saster relief activities,
technical intelligence assets -- especially imgery -- nust be
directed to a greater degree toward collection of data on

t hese subjects.”
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Al t hough no one will disagree with the concept, also in the
strategy, that "Wenever U S. forces are deployed, the highest
priority is to ensure that our mlitary commanders receive the
timely information required to execute successfully their
mssion...," some balance needs to be considered. Wth the
proliferation of mlitary depl oynent throughout the world, nostly
for OMO, a sole enphasis on SMOthreatens to consune entirely IC
resources to the point that the ICis only acconplishing SMO, thus,
| eading to a foreign policy that is alnpost totally reactive, with
its primary response being the deploynent of troops. This is a
direction that the Study Team believes is ill-conceived, short-sighted
and not necessarily a path that this, or any, President
shoul d go down.

Clearly it is envisioned that the focus of the |IC today needs
to be on predictive analysis on a wide variety of issues of
i mportance to the policy naker. As President Cinton stated when
visiting the CTAin July 1995, "Unique intelligence makes it |ess
likely that our forces will be sent into battle, less |likely that
American lives will have to be put at risk. It gives us the chance
to prevent crises rather than forcing us to nanage them" W would
argue therefore that, although there will always be changes on the
mar gi ns regardi ng details and descriptions of "threats," the
prem se that the 1C needs to focus on the ability to provide
"war ning" on a variety of issues to the policy maker is an enduring
top priority into the 21st century, one that nust be addressed
regardl ess of an inmmediate crisis, including mlitary depl oynents.
To acconplish the task of providing such warning, the ICwll need
to devel op and maintain an extensive intelligence "base" of
know edge that is worldwi de. Such an intelligence "base" should
cover all aspects of a country, issue, or entity, with an eye
toward being able to supply trends and warning data to the policy
maker before a crisis occurs. (An intelligence "base" is also
di scussed in the I C1 staff study on Intelligence Conmunity "Surge"
Capability.)

Finally, although the debate is often framed in terns of
conpeting requirenents -- SMO vs. support to the policy maker --
the trends indicate that priority toward the policy makers' needs
is conplenentary to the needs of the operational commander in the
21st century. Again, evoking the words of Lt. Gen. Hughes,
"Understanding mlitary threat is a direct function of intelligence
of all types: economc, political, environnental and,
specifically, mlitary, brought together in a dynamc all-source
portrayal of overall conditions and circunstances. Understanding
the mlitary threat paradigmof the future will include not only
traditional intelligence practices, but also a new approach to the
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threat including a recognition of the changing nature of the
operational environment." To the extent that the "operationa
environment” is nore than just the battlefield, and given the uses
of the mlitary for OMO since 1989, we would suggest that it is, we
woul d concur with Lt. Gen. Hughes' outl ook.

FINDING The current demands being placed on the ICto
support mlitary operations will make it difficult for
the IC to neet the broader national security challenges
of the 21st century.

FINDING Currently, SMO demands are being satisfied at
t he expense of maintaining the necessary intelligence
"base" that will be critical to the ICin addressing
future national security needs.

FINDI NG Maintaining both the "base" and SMO represent
valid concerns. SMO requirenents nust not stand al one,
apart fromother intelligence requirenents.

FINDING The IC nust devel op and nmai ntain a bal anced
approach in satisfying these concerns. The |IC nust
ensure that the "base" is maintained even during periods
of crisis, when I C resources can easily be overwhel ned by
all consum ng SMO requirenents.

Is the IC Properly Addressi ng SMO Today?

Assessing whether the ICis properly responding to the
mlitary's needs is a difficult question to answer, as there are
varying levels of support that can be addressed. As the previous
section of this study pointed out, the Study Team does not believe
that the current direction of intelligence priorities, and the
resul ti ng managenent of |1C resources, wll adequately support the
policy maker nor the mlitary commander in the future. Oher areas
to consider would include whether the structure and operations of
the IC, especially within Defense, properly support the mlitary's
needs i n peacetine, during OMO and during conbat operations.

Intelligence activities by the United States have a history
that is closely linked to the mlitary, sonetines exclusively.
I ndeed, the reasoning behind the founding of the CIA was to collate
t he disparate pieces of information that the individual mlitary
services, primarily, and other agencies (such as the Departnent of
State) collected, and guarded zeal ously, so that the information
could be useful to the policy nakers as well as the governnment as
a whole. But, guarding service equities has al ways been a key
conponent of defense intelligence -- a conponent that has not
changed even with internal mlitary noves toward "joint" operations
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brought about by the Gol dwater-N chol s Departnent of Defense
Reor gani zation Act of 1986.

Al t hough the Study Teamdid not intend to evaluate existing IC
agenci es regarding how they were perform ng, we could not help but
notice that continued protection of individual services' equities
and the lack of a strong defense intelligence focal point for
policy and execution is causing the creation of a nyriad of task
forces, working groups, boards and conmittees that tend to try and
attack new chal l enges whil e defending the structural status quo.
Moreover, in order to nmake the existing rigid, vertical bureaucracy
of the 1C nore responsive to the mlitary, |egions of
representatives fromintelligence agencies and program of fi ces, and
intelligence support teanms now deploy to the theaters to provide
SMO while, in essence, protecting structures. W certainly believe
that, at the | owest operational |evel, a thorough understandi ng of
and experience with the requirenents of an individual service unit
inthe field nust be part of the process of assessing needs, and,
in sonme cases, having tactical intelligence assets controlled and
operated in support of mlitary operations is a requirenent. This
shoul d not, however, be translated into "ownership” of assets in
every case, and the "band-aid" structure that has been devel oped
does not allow for the type of end-to-end, "corporate” approach
that we believe will be needed.

This is not to say that inprovenents have not been nmade or
that intelligence cannot support current mlitary operations.
Clearly, the overall status of SMO since DESERT STORM has i nproved
in many areas. The successful managenent of del egated intelligence
production by DI A the establishnent and operations of Joint
Intelligence Centers (JICs), especially in the Pacific Command, to
consolidate collection and analysis for the theater, the successful
depl oynent and integration of unmanned aerial vehicles (UAVs) into
t heater operations to conpensate for |imtations of nationa
collectors, the nmyriad of types of products produced by DI A
specifically in response to operational needs and the establishnent
of the INTELINK systemand the ability to access products on
I NTELI NK via the Joint Worldw de Intelligence Communi cations System
(JWCS) and the Joint Deployable Intelligence Support System
(JDISS), are but a few exanples where the IC, especially in
defense, are responding to the call of new challenges in SMO. The
ol d specter of redundancy and duplication have al so been
significantly reduced, and, although there may be additional areas
where further attention to this issue is warranted, the redundancy
that remai ns appears to be valid and healthy, as one all-source
product cannot al ways serve all of the custoner needs and requires
sonme tailoring.
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But the fact that the ICis coping wwth the chall enges of
Somalia, for exanple, and, now, Bosnia, does not indicate that
current operations and structures are adequate for future SMO
requi renents. Several points in this regard were obtained through
the research for this paper and can be further expanded upon.

The significance of mlitary deploynents for OMO, such as in
Somalia, is that, in many ways, this type of support is nore
difficult and demandi ng than the traditional force-on-force
analysis. This is because the mlitary's requirenents in this
setting often call for nore information on the inmediate
"environnent" to which U S. forces are engaged. |ssues such as a
popul ation's dialects, religion, ethnicity and physical environnent
qui ckly becone inportant for conpletion of the m ssion and for
protection of our forces -- especially snaller ones. The types of
arnms and mlitia structure, if any, involved, that often do not
conformto traditional force structures, are also vitally
inportant. Likew se, understanding the nore traditional mlitary
capabilities and operations of lower-priority countries continues
to be inportant -- especially given the proliferation of weapons of
all types -- and requires analysis before a crisis energes. This
was nmade painfully clear during DESERT STORM when assessing the
ICs inability to locate and target Iragi SCUD m ssiles and
| aunchers -- an issue that was generally listed as an "intelligence
failure." The truth is, however, that prior to DESERT STORM the
IC and the U S. government did not consider the indigenous
production of SCUD missiles to be a priority issue -- certainly not
of enough priority to focus the required anmount of attention and
resources that woul d have provided a full understandi ng of SCUD
oper ational deploynment strategies. These factors specifically
point to the grow ng inportance of devel opi ng and mai ntaini ng an
wor | dwi de intelligence "base" of know edge. This type of
information is best supplied as the U S. is approaching the
decision to deploy troops -- indeed, it should be factored into the
deci si on-maki ng process. As stated in the previous section,
mai ntai ning this "base" of know edge nust continue regardless of a
crisis at hand. This "base" of know edge need not be in the
Defense intelligence area -- many of the types of information may
be better analyzed in CIA for exanple -- as |ong as Defense has
ready access when needed. (Al so see the discussion of the
intelligence "base" in the Intelligence Community "Surge"
Capability staff study.)

The establishnent of JICs addressed the realization that the
operational conmmander did not understand, nor had the tinme to dea
with tasking national collectors. One of the often heard comments
to the Study Team was that the collection "stovepipes" forced a
commander to place nultiple requests for information, each uniquely
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structured so as to fit into the specific collection discipline.
Mor eover, the devel opnent and enpl oynent of National Intelligence
Support Teans (of which there are at |east four supporting Bosnian
SMD), JICs and Joint Analysis Centers (JACs) and the Defense

Col I ecti on Coordination Center (DCCC), further indicate that better
"horizontal" and synergistic managenent and operations of nationa
collection assets is required. (See the Intelligence Community
Managenent staff study and the Collection Synergy staff study for
further discussion and for recomendation to create a Tactica

Col I ecti on Agency.)

A growi ng concern about the concept of "sensor-to-shooter” was
al so expressed. Although sone types of information need to be sent
directly to a weapons system inundating and overwhel m ng the
"warrior" is a decided possibility. Sone saw the eventual sol ution
to this data overload problemin enhancing the capabilities and
responsibilities of the JICs and JACs for datal/analysis fusion.

O hers were still concerned that the prospect of turning the
"warrior" into an analyst, and, thus, reducing his operationa
ef fectiveness, were real and not necessarily good.

FI NDI NG Enphasis on concepts such as "sensor-to-shooter”
have pronoted the dissem nation of intelligence

data and products to the owest level of mlitary
operations, without full consideration of the effect on
the "warfighter."

The issue of interoperability of information systens between
the IC and the mlitary and between individual services is still an
issue. A coment froma study of Bosnian operations |ast year by
t he Defense Science Board sunmari zed the issue, "The nultitude of
separate, stovepipe, stand al one systens has proliferated in the
theater by well meaning providers.” This has caused, "unnecessary
overl ap and has overconplicated fusion." (See the Intelligence
Community Managenent staff study for a reconmendation to establish
an Infrastructure Support Ofice.)

The concept of Conmand, Control, Conmunication, Conputers and
Intelligence (C4l) is, at best, an artificial construct.
Intelligence is a user of communications and is, in fact, becom ng
nore closely integrated with operations. Tasking, collecting,
anal yzing, fusing and dissem nating intelligence useful to the
commander and the "warrior," and providing the nechani snms
(communi cations), especially within theater, that allows for the
necessary dissemnation in the time required are tw different and
daunting tasks. Realization that the integration of national and
tactical collectors will also be key to future SMO has caused the
mlitary to add enphasis on integration of collectors for
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Intelligence, Surveillance and Reconnai ssance (I SR) to enhance
battlefield information. The difficulty in developing inter-theater
and cross-service conpatibility with enough avail abl e

bandwi dt h to support operations is a difficult task; one that has
been the primary focus of the Assistant Secretary of Defense (ASD)
for C4l. Integration of ISR conponents and ISR with operations is,
in many respects, no less difficult, requiring nore focused seni or-
| evel attention than it is currently given by the ASD (C41). (See
the Intelligence Conmunity Managenent staff study and the
Intelligence Communications staff study for a recommendation for an
Assistant Secretary of Defense for Intelligence.)

The advent of information technol ogies is having an inpact on
intelligence reporting and dissem nation that bring about
signi ficant managenment chal |l enges. Although DI A has taken great
strides in managi ng anal yti cal and production responsibilities
wi thin DoD, technology that allows for nore coll aborative
production will further blur the "lanes of the road," and w |
likely result in significant chall enges ahead. Sone of these
chal l enges from a system perspective are being addressed in the
devel opment of I NTELINK and the Joint Intelligence Virtual
Architecture (JIVA). Froman intelligence analysis and production
perspective, however, there is a growing concern that single-source
(collection discipline) publications are increasingly using
collateral information to help put their information into context,
t hus, appearing nore like all-source publications. As a result,
users may well incorporate a piece of analysis into a tailored
report for the commander that is believed to be a product of all-source
anal ysis when it is not. As technology allows for easier
publication possibilities by nore and nore users of | NTELINK the
probl em can be exacerbated. The IC as a whole, but, specifically,
DA wll need to take a nore prom nent managenent role.

Finally, given the disparate responsibilities and activities
of intelligence throughout the defense establishnent and the fact
that intelligence can take only a small portion of the SECDEF s
time, there needs to be a senior mlitary officer responsible for
mlitary intelligence managenent; sonmeone who can | ook at defense
intelligence from"end-to-end,"” and also allow the DClI to obtain
the "corporate” view of the ICthat will be required. (See the
Intelligence Community Managenent staff study for a recomrendation
of establishnent of a Director of MIlitary Intelligence.)

Fut ure Requirenents for SMO

Per haps one of the nore interesting dynamcs that wl|
significantly affect SMO for the future is the explosion of new
t echnol ogi es across a wi de range of disciplines and the energence
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of truer "joint" warfighting resulting fromthe Gol dwater-N chol s
Act. The culm nation of these points, observable in sone linited
fashi on during DESERT STORM has sonme within the mlitary

di scussi ng new concepts in warfighting that could redefine SMO 10-15
years fromnow. Such concepts envision an information-reliant

battl efield environment in which intelligence plays not only a
significant role, but a dom nant and directive one. An exanple of
this is the concept of providing a conmander wi th "Dom nant

Batt| espace Awareness (DBA)." As defined in the Annual Strategic
Intelligence Review on SMO, this concept is:

"... the capability to achieve real-tinme, all-weather,

conti nuous surveillance in and over a | arge geographical area.
This capability should be sufficient to determ ne the presence
of nost objects, em ssions, activities or events of mlitary
interest. The awareness portion of the concept is not limted
to eneny activities -- it includes awareness of friendly
forces, weather, terrain and the el ectromagnetic spectrum

The battl espace over which the Joint Force Comander
establ i shes DBA includes the geographical area (surface,
subsurface, atnosphere, and space above it) where the nost
intense conflict will take place. DBA is not solely an
intelligence function."

Such goal s, conmbined with the new chall enges being contenplated in
the area of Information Warfare, pose daunting challenges for the
IC -- fromboth a technol ogi cal and anal ytical standpoint -- and
there are only few who likely fully understand the ram fication for
the IC and for the mlitary. Moreover, the excitenent associ ated
with these concepts could easily overwhel mthe intelligence

pl anni ng and support process so that devel opnent is concentrated in
these areas to the detrinent of other national security needs.

Some woul d argue that this "mlitarization" of intelligence is

al ready underway with the current |eadership in the IC

What is true, however, is that in DESERT STORM the
i ntroduction of advanced, precision strike weaponry, the
identification of critical "centers of gravity" within the Irag
infrastructure and the tactical requirenments for information
t hr oughout the conflict pointed to a shift fromintelligence as a
contributor to intelligence as a participant. Lt. Gen. Kenneth
M ni han describes this shift as akin to the roles of a chicken and
a hog in a ham and eggs breakfast. |In such a neal, the chicken is
a contributor, while the hog is a participant. Although mred in
traditional force-on-force strategi es and operations, DESERT STORM
represented the beginning of a shift for the mlitary in how future
wars will be fought. It also deftly portrayed the all-consum ng
nature of conflict on intelligence, especially as a participant.
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To effectively provide SMOin the 21st Century, the I1C wll

likely have to devel op a concept of "Dom nant Awareness." The
ability to be active in collection and analysis -- ahead of
i medi ate requirenments -- will make the I1C our first line of

defense. The ability to maintain a knowl edge "base" on an
extrenely diverse set of countries and issues will not only help
protect broad national security objectives, but in OMO it could
wel | save lives. In tactical, conbat situations, taken to the

| ogi cal extremes projected by concepts such as DBA, intelligence
nmust sonewhat take the |ead rather than only providing a nore
tradi tional supporting function that is often reactive. To the
extent that the mlitary noves in the direction of DBA, specific
cul tural changes nmust be nmade, by the mlitary and by the IC in
how intelligence is collected, analyzed, dissem nated and used.

Support for the type of battlefield, or battlespace, that the
mlitary is planning to operate within will take significant steps,
especially in automation, to achieve. Put sinply, a capability
nmust be devel oped that provides continuous, near-real-tine, sensor-to-
shooter data on all targets and all weapons. Such a capability
begins with collection capabilities. The ability to operate
"national" and "tactical" collectors in near-real-tinme and in a
synergi stic fashion that does not waste resources, based on
redundancy or systemlimtations, is critical. The speed at which
t hese systens must react suggests that not only an integrated
t aski ng nechani sm nust be devel oped, but that at |east sone
significant portions of such a systemneeds to autonmated --
operating wi thout the burden of human intervention. Likew se, the
experi ence already gai ned from Bosni a, indicates that extensive,
gui ck-reaction theater collectors and innovative "national"
col l ection capabilities nust be devel oped to neet many of our
future needs. Finally, a robust HUM NT and cl andesti ne SI G NT
programis al so of key inportance. Having the "person on the
ground" will continue to be the best way to assess an eneny's
intentions. This type of collection support nust begin well before
troops are depl oyed and the battle begins. Witing until the U S
establishes mlitary "presence” will not provide the information
and advant ages needed.

Anal ysi s and dissemnation in this type of SMO environnment
nmust provide the capability to identify the "centers of gravity" of
an eneny's infrastructure, and to have a thorough understandi ng of
the eneny's "environnment” prior to the beginning of a conflict.

The ability to fuse intelligence data -- not only the "raw' data
fromcollectors, but also disparate analysis fromtheater and
"national" entities beconmes especially inportant so that the
tactical field conmanders are not inundated to the point where

http://www.access.gpo.gov/congress/house/intel/ic21/ic21011.html (18 of 20) [5/6/2003 9:20:36 AM]



XI. Intelligence Support to Military Operations

their efficiency and effectiveness are dimnished. On the
battlefield, the ability to fuse intelligence data and provide a
real -tinme picture of legitinate targets is a necessity. Such a
capability may not be obtainable w thout significant advances in
automation to assist in areas such as bonb danage assessnent.

Today, systens devel opnment in the areas of ISR are primarily
in the hands of collection program mnagers in the NRO and the
acqui sition conponents of each individual service and OSD. If the
ICis to neet the needs of the mlitary in the future, a nore
"corporate,"” end-to-end outl ook and managenent structure for the IC
as a whole will be needed. 1In the 21st Century, the IC nust attain
a "dom nant awareness" of worldw de activities, without waiting to
be asked, if it is to provide the predictive and proactive type of
intelligence that will make it relevant to the policy naker and the
mlitary conmander.

FI NDI NG The new operational strategy, Dom nant
Battlefield Awareness, will require significant advances
in technol ogy, devel opnent of consolidated requirenents,
coherent tasking managenent and synergistic intelligence
collection capabilities. It is necessary to give serious
t hought to the anmount of |1C resources likely to be

avail abl e to support such strategies.

The Study Teamfirmy believes that SMOis a vital part of the
intelligence role and mssion. The IC has, in nost cases,
performed admrably in this regard. But the significance of the
changes in our nation's national security "threats" and our
responses to them in how the nation enploys its mlitary forces,
in the advances of technology on information processing, in the
possi ble new paradigmin mlitary strategies for conbat, etc., that
are either here or are on the horizon, suggests that extensive
pl anni ng and operational, structural and managenment changes wi |l be
required for the ICto neet its overall national security needs,

i ncluding SMO. Sone of the findings and reconmendations in this
and other IC1 studies go toward this end and need to be addressed
soon if the ICis to be ready for the 21st century.

This document is sponsored by the U.S. House of Representatives on the United States Government

Printing Office web site.
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IC21: The Intelligence Community in the
21st Century

Staff Study
Permanent Select Committee on Intelligence
House of Representatives
One Hundred Fourth Congress

XIl. Intelligence Centers

Executive Summary

The purpose of this study is to exam ne the seven existing
Intelligence Centers, assess their effectiveness, the need for
these Centers in the future, and whether the Centers "concept" can
be adapted as a working nodel for future Intelligence Community
organi zation. The study will al so make recomendati ons on how to
i nprove the functioning of the Centers.

There are seven centers: the Counterterrorist Center, the
Counterintelligence Center, the National Counterintelligence
Center, the Crine and Narcotics Center, the Nonproliferation
Center, the Arns Control Intelligence Staff and the Center for
Security Evaluation. Al the Centers are located in the Centra
Intelligence Agency headquarters buildings in Langley, Virginia.
The Centers were established to serve as "Conmunity" organi zations.
Inreality, they have a distinct "ClIA" identity. They are
predom nantly staffed by Cl A enpl oyees, and are dependent upon the
CIA for admnistrative support and funding -- often conpeting with
other ClIA prograns for resources. This fact has made it difficult
for the Centers to be accepted as "Conmunity" entities.

At the outset, Centers nust overcome bureaucratic inpedinents
and require a significant period of tinme to mature as organi zati ons
and establish thenselves as full players in the Intelligence
Community. Mich of the success of Centers can be attributed to the
quality | eadership the Cl A has selected for service in the Centers.
In this study, we considered where the Centers should be located in
the Intelligence Comunity. Also exam ned were the factors that
have nade the Centers successful, and the problens that continue to
troubl e them -- geographic barriers, bureaucratic inertia and
per sonnel managenent i npedi nents.
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We concluded that, in nost respects, the Centers have becone
successful, established organi zations that should continue to
exist. In fact, in many respects, they are now i ndi spensabl e,
representing the type of functional outlook and horizontal
integration of analysis and collection that will be critical in
addressi ng the conpl ex transnati onal issues of the future. CQur
study recomrendati ons include inprovement on comunity nmanagenent
i ssues, the need for periodic functional review, and a nunber of
suggested changes to the personnel system

| NTELLI GENCE CENTERS
Wiy Were Centers Created?

The Centers were established to serve as focal points for
significant and enduring intelligence issues. They function as
vehicles to pull together the disparate intelligence resources on
maj or issues in order to provide nore synergistic collection,
anal yti cal and managenent approaches toward a critical intelligence
problem They also allowthe Intelligence Community to showits
responsi veness on nmajor issues to the Adm nistration and to
Congr ess.

The Centers work because they have established val uabl e, even
essential roles in the Intelligence Community. Specifically, the
Centers were created to neet certain perceived needs, and over the
years they have made thensel ves viable entities -- although not
necessarily as true "Community" centers with full Community staff
representation, as initially envisioned. Wat the Centers have
done is neet the objectives that had been set forth for them and
beconme val ued Agency and Conmunity resources. Moreover, they are
or gani zati ons upon whi ch policymakers have cone to rely.

The Centers -- \Wat Are They Now?

Today, the Centers continue to address specific issues
identified by their names. They draw, with varying degrees of
success, from personnel throughout the Intelligence Community.

I ndeed, the very nanme "Center"” inplies a certain degree of
Community orientation, or that the center is a "shared Community
resource.” In reality, though, nost of the Centers have a distinct
"Central Intelligence Agency (CIA)" identity, are predom nantly
staffed by Cl A enpl oyees and depend on the CIA for their

adm ni strative support and operating expenses.

In a sense, the very nane "center,"” is also msleading. The
Centers are not true cross-agency organi zations, and they are not
al ways the single focal point for work on an intelligence issue.
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In the case of the Nonproliferation Center (NPC), for exanple,
three National Intelligence Oficers (NIGs) al so speak on various
aspects of nonproliferation. Mreover, the Director of Centra
Intelligence (DClI) Community Nonproliferation Committee, although
chaired by the NPC Director, is a separate coordinating entity. O
all the subject matters upon which Centers have been forned,
proliferation is probably the nost diverse across the Conmunity.

It can range from Measurenent and Signatures Intelligence (MASINT)
research and devel opnment (R&D) to analysis on export reginmens. In
this area, probably nore than all others, it is beneficial to have
a Center that can provide a centralized planning and coordi nating
function for the Intelligence Community and between intelligence
and policy. It is interesting that the role of the DCl's
Nonproliferation Commttee is set forth in a DCI Directive. By
contrast, there are no DCl or other directives that institutionally
identify the corporate intelligence authorities and
responsibilities of the NPC. In fact, although it should be a DC
entity, given its function, the NPCis contained within the CIA" s
Directorate of Intelligence (D).

Each Center has unique features and, therefore, it is
difficult to generalize regarding their roles and mssions. It is
possi bl e, though, to group the seven centers into two generic
categories. The Center for Security Evaluation (CSE), the Arns
Control Intelligence Staff (ACIS), the National Counterintelligence
Center (NACIC) and the NPC nost closely approach what m ght be
call ed Conmunity coordi nati on nechani sms. The Counterterrorist,
Counterintelligence, and Crime and Narcotics Centers (CTC, CIC and
CNC, respectively) are nore the Community's operators. They
contain fused Di/Directorate of Operations (DO |ine elenments that
directly support certain intelligence activities.

The Centers were intended to be shared Intelligence Community
resources with substantial representation of staff from el sewhere
in the Intelligence Community. This has not occurred. Wat the
Centers have becone, though, are central repositories of
information related to their assigned subject matter. O her
agenci es, to varying degrees, have cone to rely on the Centers
data. How the Centers differ fromthe National Intelligence
Council (NIC), another repository of all source analysis, varies
fromCenter to Center. In sone, the difference lies in the sheer
nunber of staff who work with the intelligence issues. For
i nstance, the NPC can do nore than the NIC in | ooking beyond the
i mredi ate uses of intelligence to assess trends as well as
pol i cymaker, anal ytical and collection needs. Yet, actual
anal ytical work on proliferation issues is performed outside the
Center. Oher Centers such as the CIC, CNC and CTC are centra
repositories and producers of analytic product and at the sanme tine
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are closely involved with operational activities. Another way to
describe a Center such as the CTCis that it is like a DI/DO
partnership into which a Conmunity partnership is inserted as well.
The CTC has cl ose-working anal yti cal and operati onal conponents,
but considers itself the "one stop shopping spot” for intelligence
support to planning and execution of U S. counterterrorismpolicy
inall its forns.

VWhere Should the Centers Be?

As the former CI A Executive Director, Leo Hazl ewood, describes
it, the worst thing about the Centers is that they are ClI A centers
and the best thing about themis that they are CIA Centers. For
years, the chief conplaint fromwthin the Intelligence Community
was that the Centers are "CIA" centers. By this, the critics neant
t hat because the Centers were located in the CIA it followed that
their focus would be weighted too heavily toward CIA interests. As
a result, according to the critics, other Comrunity needs woul d get
short shrift. There were also concerns over turf, with sone
Communi ty program nmanagers feeling threatened by what may be
percei ved as an infringenment upon their responsibilities. O
course, simlar conplaints regarding turf have been voiced from
within the CTA It is not surprising that these conplaints were
especially intense during the Centers' formative years. The
complaints and critics have not entirely di sappeared. Nonet hel ess,
we have found that despite their CIA location and |arge Cl A staffs,
the Centers, in varying ways, have made great efforts to
i ncorporate and accommodate the information, needs and interests of
the entire Intelligence Coomunity and, by and | arge, they have
succeeded.

-- There have been problens. Sone of the nore conspicuous
deficiencies relate to the Counterintelligence Center's
i nformation sharing practices with the FBI and others in the
Intelligence Comnmunity. The creation of the National
Counterintelligence Center, with its substantial FBI and
community representation, as well as the assignnent of an FB
Agent to a senior position in the DCl Counterintelligence
Center, has greatly inproved the flow of information between
the FBI and the Cl A

When Leo Hazel wood says that the best thing about the Centers
is that they are CIA centers, he nmeans that of the entire
Intelligence Community, the CI A has been the one intelligence
agency willing to make the resource investnment in these "Comrunity
Centers. The Centers were initiated by the CI A and have been
staffed primarily by its personnel. Wth the exception of ACS,
CSE and NACIC, the Centers are located in the Operations or

http://www.access.gpo.gov/congress/house/intel/ic21/ic21012.html (4 of 18) [5/6/2003 9:20:42 AM]



XI1. Intelligence Centers

Intelligence Directorates. The CSE and NACIC are | ocated in the
Conmmuni ty Managenent Staff (CMB). From those organi zations, the
Centers derive adm nistrative support. It is argued that this
support can be factored into their budgets at a significantly |ower
cost than if they required separate infrastructures, either outside
the Directorates, or even outside of the Central Intelligence
Agency. Adm nistrative support may be nore expensive if provided
by the DClI budget; if the Centers were entirely outside the Cl A and
other intelligence agencies, their infrastructure costs would be

hi gher still as they would be unable to borrow or ride on any
conmon services or networks.

Mor eover, according to the CIA Conptroller, it is easier to
protect the Centers against unall ocated cuts and/ or personne
reductions if they are |ocated budgetarily within a |arger
directorate, such as the DI, where there is a |large pot of noney,
sonme of which can be shifted to protect priority projects. 1In the
current budget structure, outside the cushion afforded by a |arger
program they would feel the full brunt of unall ocated budget
reductions. Both the present and forner Conptroller felt strongly
that taking the Centers out of the Directorates, therefore, would
be a m stake. Any "independence" from organi zati onal "taxes" on
Center budgets or constraints inposed by directorate viewpoints
woul d be of small benefit conmpared to increased vulnerability and
t he added operational expenses that independence woul d nean.

It is interesting that of the Center Directors interviewed in
this study, those who felt confortable in their relations with the
directorates and saw no benefit in relocating their Centers outside
the |l arger organi zation were Directors of Centers within the
Qperations Directorate. Oher Center Directors were troubl ed by
t he nunber of times they had to give up resources to the interests
of the Intelligence Directorate in which they resided and felt
their Centers should be made i ndependent, or had succeeded in
becom ng i ndependent of that Directorate so that they would not
continue to |l ose funding and personnel to other programs. One
Center had managed to get itself noved outside of the Intelligence
Directorate for just this reason.

Looki ng Forward

Taki ng these argunents for budgetary protection into account,
di sconfiture remains about the vulnerability of the Centers to the
interests and fundi ng objectives of the directorates in which they
reside. The protection against unallocated cuts is a persuasive
argunent, but it assunes reductions will continue, and that the
Centers cannot be protected in any other manner. In addition,
those Centers that reside within the CIA's Intelligence or
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Qperations Directorates will continue to draw criticismfor being
ClA entities. Finally, we believe that the Center concept presents
the right direction for future managenent on major issues, but only
if their structure presents the right sense of corporateness. The
study, therefore, concludes that the best solution is to relocate
as many Centers as possible out of CIA directorates to where they
can be perceived as having the nost "Community" flavor. It is
possi bl e, however, that this nmay not nmean out of the ClIA as
envisioned in IC21. (See the Intelligence Conmunity Managenent
staff study.)

VWhat Makes Centers Work?

For Centers to becone fully functioning in today's
Intelligence Community, they need tine to establish their place in
the intelligence bureaucracy, they need the | eadership and
commi tnent to make them work, and they nust readily adapt their
structure and activities to remain rel evant.

Centers Need Tine to Mature

It takes tinme for a Center to beconme effective. Formng a
Center to address a Comunity issue in a centralized way does not
mean once the Center is "stood up" that the Center mssion is fully
functional. Consistently, those interviewed in this study felt
that Centers needed tine to mature as organi zations and to
establish thenselves as viable institutions within the intelligence
bureaucracy. Sone have suggested that this process takes a m ni mum
of five years. Even those tasked with getting the newer Centers
runni ng, and who thoughtfully sought to apply |essons |earned from
the struggles of older Centers, discovered that, despite their best
efforts, they seened bound to a five-year "principle."

DCI Directives can establish a Center in name, and wl |
outline the Center's mssion and responsibilities. Only tine and
effort can make a Center, functionally, a Community Center. | f
one al so takes into account the adm nistrative expense of setting
up new offices and transferring the personnel to staff it, one
under stands that establishing a Center is not a short-term
sol uti on.

Centers Need Good Leadership

It seenms a given that the successful director of a new Center
nmust becone involved in struggles over bureaucratic turf.
Est abl i shing new rel ati onshi ps requires sheer force of personality
and excel l ent personal relations skills. |In addition, the
directors nust be able to support their enployees both within and
wi thout the Center. All Center enployees are detailees. Centers
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are faced with a common perception that career advancenent can be
sl owed by assignnent to a Center. Overcom ng that perception so
that good quality staff will be attracted to the Center is
important to any Center's overall success. Thus, all of the
directors have found it necessary to go the extra mle to support
enpl oyees in the personnel review process. |In the future, reforns
to the personnel appraisal process may relieve sone of the burden
on the directors by providing a clear process by which enpl oyees
can be evaluated for "out of directorate or agency" contributions.
These refornms will be discussed in greater detail at a l|ater point
in this study.

Centers Must Be Fl exible

Due to their own initiative or, as a result of change inposed
fromoutside, the Centers have had to respond quickly to change or
if need be, to reinvent thenselves. Centers, like al
organi zations, run the risk of becom ng stagnant or behind the
times. The Centers nust change their organi zational structures and
activities inatinmely way to be able to denonstrate their
continued inportance, a factor that is of great inportance to
Centers, as they are the natural conpetitors with |ine
or gani zat i ons.

Al though interviews with Center personnel revealed a
commitnent to keeping their organizations flexible and able to
change, in reality, changes requiring additional funding and
personnel may be inpeded by the needs and interests of the |arger
organi zation in which some of the Centers are presently | ocated.
There have been a nunber of occasions when the Centers in the
Intelligence Directorate have had to give up funding for other
Directorate needs. On the other hand, Directorates have given up
personnel and funding to augnent Centers with m ssions the
Directorate felt were of utnost inportance. This has been nost
noticeable in the Operations Directorate. Taking these histories
into account, the study concludes that flexibility in Center
prograns m ght be best achieved if the Centers were placed in a
separate Community account that would subject themto fewer
conpeting interests. Flexibility mght also be enhanced by a "seed
noni es" account. Over the past few years, "seed noney" provided to
the Centers has hel ped the Centers initiate certain technol ogi ca
devel opnents throughout the intelligence conmunity.

Looki ng Forward

The need for tine to becone established, the need for good
| eadership, and the ability to change are essentials that are
required now for Centers and will be in the future as well. Again
| ooking into the future, there are sone factors that may di m nish
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Community resistance to the Center concept. Resistance to Centers
appears primarily in the formof bureaucratic turf battles or, on
a nore personal |evel, negative perceptions about the inpact of
out-of-directorate (or agency) detailing upon one's career. The
future should bring inprovenent to these problens as, over tine,

t he nunber of people who have served in the Centers grows.
Interestingly, although downsizing has an adverse inpact on the
ability of Centers to obtain personnel from other agencies, it has
a positive effect on the Center efforts. Conputer automation
devel opnents such as joint data bases, congressional pressure to
reduce duplication, and rel axed conpartnentati on standards have
provided the inpetus to work nore joint activities, with a
resulting increase in intra-agency assignnents. Downsi zi ng has
al so pushed short-staffed agencies toward greater cooperation and
teamwr k. Another factor operating in the Centers favor is that,
as time goes by, there will be an ever grow ng nunber of people who
have served in the Centers and have returned to their respective
agencies with a nore "corporate outlook." These factors, and the
resultant inpact on the mlieu in which the Centers find

t hensel ves, will not change in the foreseeable future.

No matter how well-led and flexible a Center organization
m ght be, like any organization it is in danger of becom ng self-
perpetuating. As part of their coordination effort, Centers
frequently establish new working rel ati onshi ps where none exi sted
before. This is one of the great benefits the Centers offer the
Intelligence Community. However, once these processes becone
established, it nmay be appropriate for the Center to di sengage and
permt the activity to continue wi thout Center involvenment. In
order to encourage di sengagenent when it has becone appropriate,
and, as an overall review of roles and m ssions, we recommend that
a five-year review process be required of each Center to assess all
ongoi ng Center activities and to rule on the need for its
conti nuati on.

Barriers and | npedi nents to Maki ng Centers Wrk

There are three kinds of barriers to making Centers work. The
first barrier consists of the problens inherent in establishing a
Center's role in the Intelligence Community and the attendant turf
i ssues. These probl ens have al ready been di scussed.

The second barrier is a physical one relating to the far-flung
| ocations of the intelligence agencies. This geographic reality can
be an inpedinent to detailing enpl oyees anong the agencies. It is a
ot to ask a National Security Agency (NSA) enpl oyee who likely lives
in central Maryland or Baltinore to conmute to Langley, Virginia
for two years. The geographic barrier and the turf barriers are
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i ssues that nust be resolved by | eadership and nmanagenent. It

m ght be useful to consider a reinbursenent policy for detail ees
who nust travel distances significantly different from what they
normal |y woul d encounter.

The third barrier is a large set of institutional and
bureaucratic rul es governi ng enpl oyee novenent, eval uations, and

security. It is in the real mof personnel nmanagenent that the
Centers face sonme of their nost nettlesonme problens. It is in this
area that this study will make the majority of its recomrendati ons.

Li ke the geographic barriers, sonme of these obstacles can be
mtigated by creative and conmitted nmanagenent that provides strong
direction and incentives. Ohers can and nust be changed not only
to inprove the efficacy of the Centers, but to facilitate cross-agency
wor king relationships in the Intelligence Cormunity of the
21st Century.

CGetting Good People to the Centers

One of the perceptions that has plagued the Centers is that
t here have been cases where they have been used as places to send
underachi evers. Early on, the belief was that nanagers were
sl oughi ng poor perforners and probl em enpl oyees off on the Centers.
Busy with turf battles and establishing their own roles and
m ssions, Center directors at first did not give their attention to
the quality of personnel. However, the directors and the Agency
itself have given nore attention to this problemin recent years,
and there have been inprovenents.

Several years ago, as part of an overall review of the
Counterintelligence Center, the Cl A Inspector CGeneral exam ned the
pronotion rates and performance of the Center staff. The I1G found
the Center was filled disproportionately with poor perforners.

They al so found that the Operations Directorate had been the
primary culprit in giving poor perforners to the Center, not the
Intelligence Directorate. An Inspector General study of the
Counterterrorism Center done | ast year conpared the pronotion rates
of those assigned to that Center to those serving in the
Directorates. They found the DO had the greatest problemwth
pronoti ng personnel who had served in the Centers, all other

val uative factors being relatively equal. 1In yet another study,
the Cl A Executive Director's staff gathered personnel statistics on
the Centers and found that the Counterintelligence Center stuck out
fromthe other Centers in having a disproportionate nunber of
peopl e who had not advanced in their careers at a normal rate
before comng to the Center.

Additionally, in 1993, the fornmer DD, Doug MacEachin, and
ADDI , Dave Cohen, did a review of DI personnel detailed outside the
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Directorate, to include rotations in the Centers. Looking back
over a period of years, they found that the percentage of people on
rotational assignments outside the Directorate was steadily
increasing. Their study also found that 40 percent of the people
whomthe DI had in rotation fell into the | owest performance
percentages. The proportion of poor perforners was even higher in
the Centers. As a result, the ADD issued an order that no one in
the bottomtenth percentile could be sent to a Center unless the
career service, the Center director and the individual in question
agreed that they should go.

Each of the Center directors are aware of the probl ens of
perception and/or fact that working in a Center is not career
enhancing. All have taken a nore aggressive role in the PAR
process and, with the exception of the NPC, all Centers have a vote
on the pronotion panels. Recently, the ClI A Executive Director has
decreed that no senior |evel assignnents are possible wthout an
"out of directorate" experience. |If Directives such as these count
rotations to Centers as an "out of directorate" experience, they
may, to some degree, help alleviate concerns about the inpact of
Center rotations upon pronotion rates. Until enpl oyees are
confortable that their pronotion rates will not suffer when they
are out of the sight of their hone division, the perception that
service in a Center can be detrinental to one's career will not
fade away. This perception can only be changed by tangible
results. W are encouraged by the current Executive Director's
interest in personnel managenent reform many of the problens
hi ghl i ght ed above are now under review  Such reform however,
needs to be injected into the Intelligence Community as a whole, as
"out of directorate” rotations alone will not serve the Centers
adequatel y.

Fromthe Centers' perspective, any reform of the personne
eval uati on procedures within the CI A nust include a process that
woul d provide nore efficient and fair evaluation of the
contributions nade by enpl oyees detailed to Center or "Comrunity"
positions. That eval uation should be meaningful to the division or
directorate to which the enpl oyee bel ongs.

The DO has a central personnel systemin which the Directorate
eval uates its enployees across the divisions. 1In the Intelligence
Directorate, on the other hand, each Division is essentially its
own personnel stovepi pe. The division personnel systens were
formed to track the devel opnment and contribution of anal ysts
focused on a specific issue area. The focus on contribution to the
di vi sion coupled with the nunber of personnel "duchies" in the D
makes it difficult to eval uate enpl oyees as directorate, Comrunity
or Center resources. As increased nunbers of analysts are working
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details outside their divisions, the DI has responded by creating
a rotational groups panel to inprove the eval uation process.
However, this is a patchwork-type response where a nore sweeping
change to the evaluations of DI enployees may be called for

The study proposes that the DI's personnel system be changed
so that it can continue to facilitate the devel opnent of junior
anal ysts, but also nore effectively evaluate intra- and interagency
contributions nade at a nore senior level. One way this m ght be
done is that enployees up through the GS-12 |evel would be
eval uated by their hone division. Fromthe GS 13 | evel onward,
personnel woul d be evaluated by a Directorate-w de panel. Such a
panel may be better poised to incorporate into its reviews criteria
relevant to the entire Directorate, as well as overall Agency or
Intelligence Community interests.

The problens Centers face regarding the eval uati on of
detail ees' contributions point to a nore sweeping issue -- how
anal ytical personnel of the 21st century should be eval uated.
Today' s anal yst spends a great deal nore time on short-term
reporting and "corporate" projects than anal ysts of past years.

Yet, the systemthat evaluates anal ysts still |eans toward a
"publish or perish" or "what have you done for the division lately"
mentality.

The "out-of -sight, out-of-mnd" problemcan be a career threat
for an Agency enpl oyee on rotation outside his or her directorate.
The problemis even nore acute when detail ees cone from ot her
agenci es whose evaluation criteria and procedures nmay be
significantly different. Therefore, it is not surprising that
Center directors who are aggressive in seeing that good Cl A
enpl oyees are recogni zed and rewarded, are |less effective with
supporting workers who come from outside the Agency. Presently,
the NPC and the CTC, two Centers that have taken on mlitary
detail ees, are struggling, for exanple, to find a way to nake their
eval uati ons of performance coherent and nmeaningful to DoD mlitary
eval uation criteria.

Addi ti onal Personnel - Rel at ed Probl ens

Anot her suggestion that was brought up frequently during this
study was the need to reformthe CIA's Personnel Assessnent Report
(PAR) process. Too often PARs are put together by nmanagers |ess as
an eval uation of an enployee than as a package designed to get
someone pronot ed.

The Centers presently possess a m xture rei nbursabl e and non-
rei nbursable billets. In fact, the sane is true of many offices or
groups throughout the Intelligence Community that have detail ees
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from ot her agencies. The issue of reinbursable versus

nonrei mbursabl e billets nmust be explored further, for it is
possi bl e that a Conmunity-w de policy of reinbursable billets m ght
make | oani ng personnel to Centers or other agencies |ess
burdensonme, particularly for the Defense Intelligence Agency (Dl A),
whi ch nmust count that detail ee against nunbers remaining in D A

of fices.

Al t hough work is being done on devel opi ng Conmunity security
policies, certain policies are not consistent across agenci es.
From the Center perspective, many object to the inposition of CIA
security regulations that are inposed on Center staff, especially
pol ygraphs. This inpedes getting detailees to serve on the
Centers.

The "Virtual" Center

Conventional wisdomis that there is no substitute for people
wor ki ng together, face-to-face. Nonetheless, there remains a sense
that the advent of commobn data bases across agencies, Vvideo
conferencing capabilities and other forns of electronic
comuni cations -- not the | east of which the secure tel ephone and
fax -- mght make it possible, for exanple, for counterterrorism
of fices of different agencies to work as a virtual center from
their desks in their respective agencies. Yet, try as we may, it
is hard to subtract the human contact equation and conme up with a
dynam c, workable nodel. To establish a new organi zation, devel op
a new cross-Conmunity cooperative process or focus on quick noving
issues like terrorismrequires intensive, face-to-face interaction
It is true, however, that Centers can and do establish new working
rel ationships that are facilitated by Community data bases and
vi deo conferencing. Once these working rel ationships are
establ i shed, the Center itself may no | onger be required.

| mmgery Managenent and the Centers

Several years ago, the NPC assuned the role of the
nonproliferation imagery manager for the Intelligence Conmunity.
In reviewing its managenent efforts, the NPC did a conprehensive
review of imagery requirenents agai nst worl dwi de weapons of mass
destruction targets. As a result of their work to inprove
managenent of the imagery deck, the Center found a nore than three-fold
increase in neeting nonproliferation inmagery requirenents.

The CNC uses imagery to support its counterdrug efforts. In
working with DEA, the CNC provides that agency with imagery where
needed. As this relationship began, the CNC found that the DEA
agents coul d not understand the imgery process. In response, the
CNC established a Counternarcotics | mgery Wrking Goup that woul d
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interpret inmagery used to assist the DEA. In addition, an
agreenment was wor ked out naking the CNC the Executive Agent for

i magery counternarcotics targets, much in the same fashion as the
NPC is the Executive Agent for nonproliferation targets. The CIC
staff is concerned about howits efforts in this area will be
affected by the formati on of the proposed National |nagery and
Mappi ng Agency (NI MA).

Task Forces

One area of consideration in this study was the rel ationship
bet ween Centers and Task Forces. The simlarities between the two
are striking, although the functions, structures and duration of
the two differ. A nunmber of Task Forces have been created to
respond to specific regional problens, such as the Bal kans, or to
focus on certain issues, such as strategic planning or Conmunity
managenent. The Task Forces resenble to Centers in that they bring
synergy to a Conmunity that is fragnented. Here again, the Task
Forces are a response to an Intelligence Community that is finding
a corporate approach to problens both necessary (due to shrinking
staffs and funds) and beneficial. Unlike Centers, Task Forces are
formed presumably for short-term ad hoc problens -- although the
fact that the Bal kans Task Force has been in existence for over
three years suggests that "short-term is not always the norm

Typi cal |y, Task Force assignnents do not present the sane
per sonnel problens such as concerns about the adverse effect on
one's career as a result of being detailed for two years to a

Center. In general, work on a Task Force is viewed nore favorably
-- in fact, the attention one can receive for work on a short-term
attention-getting Task Force can be career enhancing. Yet, like

Centers, Task Forces may incur admnistrative and bureaucratic
burdens associated with assigning or noving personnel on a
tenmporary basis. Depending on the structure of the Task Force,
fundi ng, interagency representati on and space needs may al so be
troubl esonre. As with Centers, the issue is the "portability" of
intelligence resources across the Conmmunity and the ability to
“surge. "

We believe that Task Forces, |like Centers, serve inportant
functions for the Conmunity. To be effective, however, Task Forces
need to be highly focused on specific, short-termissues, and their
continuation should be nonitored, perhaps on a yearly basis, to
ensure that they remain responsive to answering the needs of the
speci fic problemor issue for which they were established.

Finally, because of the short tinelines that would, in part, drive
the formation of a Task Force, additional DCl authorities that
allow for shifting resources within the Community nust be
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avai |l abl e, and acceptance by the Community and the governnent of a
Task Force as the DCl's/Comunity's authoritative body for that
crisis nmust be assured wthout delay.

Centers in the 21st Century

Many of the observations and reconmendati ons in the previous
par agr aphs relate to changes that should be considered, given
today's Intelligence Coomunity. The overridi ng question, however,
is how the concept of Centers relates to the type of activities the
Intelligence Community will need to conduct in the 21st century.
We believe that Centers (and Task Forces) are val uabl e conponents
of the present Intelligence Community, and that Centers wll
continue to be worthy organi zations on into the 21st century. The
"Center" meshes with our overall concept of a nore "corporate"
Community that capitalizes on a nore synergistic approach to
collection and analysis, and the interaction of these two
activities.

As pointed out previously, there are two basic types of
Centers. W believe that this distinction will, and shoul d,
continue, as each type highlights particular strengths regarding
how intelligence is used. As transnational issues becone nore
conpl ex, coordination of operations throughout the Conmunity (and
the governnent) will be a major key to a Center's success. O note
is the ground broken by the NPCin its interaction with the policy
process. Although in sonme cases its activities have been to fil
voids in the process, NPC s operations specifically point out the
utility of intelligence in aiding the decision nmaking process
W thout specifically directing the outcone (or the policymaker's
decision). Wile the mlitary is finding that intelligence needs
to be fully integrated into operations to achi eve so-called
Domi nant Battlefield Awareness, the sane type of integration into
the policy process will be no I ess inportant.

Finally, the NPC director's role as an issue nmanager has al so
broken ground. Congress directed that NPC develop a report that
takes a functional, issue-based | ook at the overall intelligence
budget for the FY96 subm ssion. The House Intelligence Conmttee
found the report to be a useful tool in understanding the
Community's efforts on proliferation issues, that we believe it
will be a mainstay approach for the future. Although sone have
gual ms about some of NPC s activities, such interaction and overal
resource focus may well define the type of anal ytic and nanagenent
activities the Community will need to adopt across the board in
supporting the 21st century policymaker and intelligence planner.

In order to achieve the type of synergi st operations and
corporate nentality that will be required in the 21st Century, the
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Intelligence Community will have to significantly adjust its
practices regardi ng personnel, security, resource managenent and

ot her issues that are seen as specific barriers that are found when
observing each agency within the Community. Resolving these
problenms is especially inportant for the success of the Centers.
Sonme specific proposals and reconmendati ons regardi ng these areas
can be found in the Intelligence Community Managenent staff study.
Cenerally, however, we find that Centers should be the corporate
answer to major transnational issues, and shoul d be managed as
such.

In the other 1C21 studies, we redefine the role of the ClIA as
the Intelligence Conmunity's premer all-source analysis and
production entity. As such, this seens |ike the appropriate place
for nost of the Centers. However, it is clear that Centers shoul d
represent the DCI and the Community and, consequently shoul d be
directly controlled by the DCl, the Deputy Director of Centra
Intelligence or, perhaps, the Director of Mlitary Intelligence,
and not in sone Cl A substructure.

Fi ndi ngs and Reconmendat i ons

1. The Centers are successful, established organizations that
shoul d continue to exist. The Centers were created to address
critical, enduring intelligence issues; these issues will continue
to be inportant to U S. national security for the foreseeabl e
future.

2. The Centers are in daily contact with the entire Intelligence

Community as it relates to their subject matter. Because of their
responsibilities, they keep current with all aspects of their
topic, relevant policymker needs and requirenents, the
contributions of the various Intelligence Community prograns with
whi ch they work, and problens related to gaps and capabilities.
Thus, we find that Center directors are best choice for issues
managers, in that they are, for the reasons stated above, best
suited to do the "racking and stacking”" across the Community of
prograns and resources.

3. The Centers fall short in being the Community organizations
they were intended to be. A critical shortcom ng of today's
Centers is not the work they do, but their |ess-than-Comunity
conposition. Geater Community representation in the Centers will
hel p di m ni sh the perception that they are "CIA" Centers. Geater
Comunity representation also would i nprove the |ines of

conmmuni cation between the Center and the rest of the Intelligence
Comuni ty. We believe that greater Conmunity representation on
the Centers would help dimnish the perception that the Centers are
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"ClA" centers and result in inproved comrunication, informtion
sharing and cooperation anbng the agencies. Thus, there should be
a conmtnment, if not a requirenent, that the Community's | eadership
fill all of the Centers' Community billets. |Increased Conmunity
staff participation in the Centers should be expected in the
future.

Managenent

4, We recomend that a mandatory five-year review process be

i nposed upon the Centers to revalidate the continuing necessity for
all of the seven Centers' mssions and activities. This review

wi |l include strong consideration of the managenent of high-priority
requi renments across the Intelligence Community and the

Centers' contribution to the plans and activities designed to neet

t hose requirenents.

5. There are serious questions to be asked about the
Nonproliferation Center that go less to its contributions -- which
have been significant -- than to its future formand function. It

i s unclear what pieces of proliferation nmanagenent shoul d be the
purvi ew of the NPC. Since 1993, Congress has been adding to the
powers of the NPC while, at the sane tine, Cl A nmanagers have
reduced its authority, personnel and budgets. W believe the

i ssues managenent responsibilities should be returned to the NPC,
but that all other NPC activities should be subject to an i medi ate
val i dation review.

6. It takes years for a Center to achieve a viable role in the
current intelligence bureaucracy. The |lesson to be drawn fromthis
is that a Center or a center-like structure may not be the best

or gani zati onal response to a short-termcrisis. The DO for
exanple, is turning nore and nore to the task force process to work
crises. There are many simlarities between task forces and

centers. In many cases, both nust acquire office space, nove
enpl oyees and establish cooperative working rel ationships with
existing 1C offices. |If task forces are being established to
performas mni-centers, they may not be the best or only solution
to short-termproblens. |In fact, increased information automation

and joint conferencing capabilities nmay make physical collocation
of task forces unnecessary. Centers and center-like task forces
(longer in duration) likely will continue to require collocation of
per sonnel

7. If the Centers were placed in a Community account, that
program m ght al so include sone special Centers funding, including
seed noney, that could be used by the Centers to push Comunity
response to special needs or new technol ogies. There would be
increased flexibility in planning, if that Centers special funding
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were placed into a nmulti-year account.

8. The Intelligence Conmunity shoul d devel op a consistent policy
regardi ng rei nbursable or nonreinbursable billets in the Centers.
In many cases, reinbursable slots would encourage Comunity
participation in the Centers. An appropriate anount of funds
shoul d be designated to fund rei nbursabl e sl ots.

Per sonnel

9. The geographi cal distance between the agencies that m ght be
represented in the Centers is a barrier to achieving full cross-
comunity participation in the Centers. The study recomends

rei mbursenent for the extra travel required of Center detailees if
that travel exceeds 20 mles daily.

10. Not only do the Centers find it hard to fill Comrunity staff
positions, they also face the perception -- and sonetines fact --
that service on Centers is not career enhancing. As detailed by
the study, there are refornms to Conmunity personnel managemnent
practices that would benefit the Centers. The Centers need
assistance in getting qualified and productive detail ees from
within and without the CIA and a neans to assure that the
detailees are fairly evaluated and their pronotion rates are not
adversely affected by Center service. It is inportant that the
eval uati on process be revised to nore fairly and accurately

eval uate the contributions of the Center detail ees and ot her
det ai | ees who serve outside their hone office.

11. In attenpting to respond to the need for broader based

eval uations, the DI has established a rotational assignnents panel
It remains that the DI has as many personnel systens as it has

di visions. The study recomrends that these personnel systens
remain in place for the evaluation of enployees bel ow the grade 12
| evel . Above the grade 12 |evel, these systens shoul d be repl aced
by a directorate-w de system which applies overall directorate
standards and t he neasures devel oped by the rotational assignnents
eval uati on process.

12. Personnel performance eval uations should shift their focus
fromskills to issues. The National Photographic Interpretation
Center (NPIC), for exanple, has gone to this nodel. They have
grouped together technicians, analysts and others together and

eval uate enpl oyee performance with regard the issue being worked.
Were there used to be personnel structures for each skill
category, personnel managenent has been nore efficiently
consolidated to an issue-focused process. Evaluation and personnel
managenent conducted in this way would nmake it easier to eval uate
the work of Center detail ees and the increasing nunber of other
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intelligence enpl oyees working outside their honme offices.
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IC21: The Intelligence Community in
the 21st Century

Staff Study
Permanent Select Committee on Intelligence
House of Representatives
One Hundred Fourth Congress

Xlll. Intelligence and Law Enforcement

Executi ve Sunmary

For years, the intelligence and | aw enforcenent comrunities
have nmai ntai ned an uneven, and at tinmes an antagonistic
relationship. This is due partly to differences in the roles and
cultures of the two communities, as both have different
responsi bilities and objectives, as well as expectations regarding
i nformation acqui sition and nmanagenent, and because of differing
end uses for that information. There have been other factors that
have affected the interaction between | aw enforcenment and
intelligence. During the 1970's, investigations into inproper
donmestic intelligence activities uncovered sone degree of
overreaching of intelligence into donestic areas. One of the
results of these investigations was that the two communities tended
to further distance thenselves from one another over concern about
further inadvertent mssteps. Then, beginning in the |late 1980 s,

two banking scandals (BCCl -- Bank of Credit and Conmerce
International -- and BNL -- Banca Nazi onal e del Lavoro) highlighted
deficiencies in informati on managenent within and between the two
communities. Investigators from Congress and the Intelligence

Community itself recomrended that problens relating to coordination
and i nformation managenent be renedi ed.

Several other phenonena have focused the attention of the
Committee and others on the future relationship between the two
communities. Over the past 10 years, a nunber of statutes have
been enacted that expand the extraterritorial responsibilities of
U.S. |aw enforcenent agencies. Frequently, these laws require FB
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activity in areas that also are of significant intelligence
interest -- narcotrafficking, terrorismand proliferation of
weapons of mass destruction. Another factor bringing the
intelligence and | aw enforcenent closer together in recent years is
that traditional crine issues such as international organi zed
crime, illegal immgration, noney |aundering are becom ng
intelligence topics as they increasingly are viewed by policy
makers as threats to U S. national security.

Al though the two cultures differ in their rules, objectives,
procedures, use of human sources and standards relating to the
quality and quantity of information they collect, a nunber of
procedures can be established to i nprove comuni cati on and
coordination within the framework of existing directives and
statutes. W believe that there is no need to further clarify the
National Security Act of 1947, as anended, or the subsequent
Executive Orders. There is a flexibility in these | aws that
permts a reasonable, but well-bounded, range of interpretation
that will allow for inproved cooperation and coordi nati on between
| aw enforcenent and intelligence without blurring inportant
demar cati ons between the m ssions and authorities of the two
conmuni ti es.

For the |last two years, a careful interagency review of these
intelligencel/l aw enforcenent rel ati onshi ps has been carried out by
the Joint Task Force on Intelligence and Law Enforcenent (JICLE)
The JI CLE has focused on | egal policy, operations, information
managenent and judici al support, and has devel oped reconmmendati ons
and procedures in all these areas. The contribution of the JICLE
intrying to resolve the many issues related to intelligence
support to law enforcenent is inportant; the grow ng coordination
and cooperation between the intelligence and | aw enforcenent
comrunities is partly a result of the Task Force's efforts.
Training will be essential to bring about better understanding
differences in the two communities' objectives and nethods, and in
establ i shing procedures by which the two communities can interface
effectively.

O these many issues relating to intelligence support to | aw
enforcenent, this study has focused on the issues of tasking,
crimes reporting, liaison, coordination of activities and assets
overseas, oversight, limts on searches of Intelligence Community
files, training and the reporting of |aw enforcenent investigatory
information to Congress. The reconmendations made in this study
focus on legislation, resource issues and overseas coordi nati on.
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| NTELLI GENCE AND LAW ENFORCEMENT
Changi ng Scenari os

Wth the reduction in the Russian nuclear threat and a
| essening of that nation's support for insurgencies around the
world, the Intelligence Community has shifted nore of its resources

to focus on other problens of grow ng inportance: proliferation
of weapons of nass destruction; terrorism drug trafficking and
weapons transfers -- also topics of interest to the |aw enforcenent
communi ty.

Al t hough, sone have argued that the end of the Cold War should
have reduced the problens facing | aw enforcenent and intelligence;
in fact, the opposite is true. For exanple, the coll apse of the
Sovi et Uni on about the breakdown of a degree of authoritarianism
that had suppressed to a certain |evel the corruption and
| aw essness in that country and its Eastern Bl oc nei ghbors. These
changes, as well as technol ogi cal devel opnents that have
revol uti oni zed processes for transferring information, goods and
noney, have hel ped to provide a fertile operational field for the
transnational crim nal

In the past 10 years, drug trafficking and terrorismstatutes
have been enacted which expand the extraterritorial application of
sone aspects of U.S. crimnal |aw As a result, the nunbers of
| aw enforcenent investigators abroad has increased. Law
enforcenent's expanded responsibilities overseas has led to a
greater interest by |aw enforcenent in Intelligence Conmunity
information, as well as the |ikelihood for interaction with
intelligence communities overseas activities and responsibilities.

Par anet ers of Law

The National Security Act of 1947, as anended, specifically
aut hori zes the Central Intelligence Agency (CIA) to coll ect
intelligence through human sources and ot her appropriate neans,
except the CI A shall have no "police, subpoena, or |aw enforcenent
powers or internal security function.” The intention of the |aw
was to hold intelligence separate and distinct from|aw enforcenent
activities. At the time the Act was witten, there was concern
about creating a nonolithic central security service that history
-- and observations made of totalitarian states -- had taught us
was undesirable in a denocratic society.

Perm ssible intelligence collection activities were further
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clarified by President Reagan's 1981 Executive Order 12333. The
order provided guidance to all intelligence agencies on the scope
of allowable collection and other intelligence activities. Wthin
the limts set out in the Order, the Intelligence Cormmunity is
permtted to collect a |large anount of foreign intelligence that is
of interest to |aw enforcenent. Section |.4c authorizes the
intelligence agencies to undertake the "collection of information
concerning, and the conduct of activities to protect against,
intelligence activities directed against the United States,
international terrorist and international narcotics activities, and
hostile activities directed against the United States by foreign
powers, organizations, persons or their agents." Thus, the O der
enpowers the Intelligence Cormunity to collect and anal yze
intelligence on the foreign aspects of traditional |aw enforcenent
concerns such as narcotics production and trafficking,

international terrorismand counterintelligence.

Law Enforcenent and Intelligence - Two Different Cul tures

Even as the | aw enforcenent and intelligence conmunities have
i ncreased contact due to overl apping interests, problens can arise
relating to coordi nati on and cooperation because the two
comruni ti es possess different rules, objectives, different sources
and met hods, and different standards regarding the quality of
information they collect. Traditionally, intelligence agencies
collect political and mlitary intelligence for policy nakers; |aw
enf orcenment investigators gather information for prosecutions.
There are few rules governing intelligence gathering -- it
generally involves activity abroad that is illicit or undertaken
with the host government's covert cooperation and does not focus on
U.S. citizens. By contrast, |aw enforcenent focuses primarily
within U S borders, territorial waters or airspace. |n enforcing
those United States | aws having extraterritorial application, the
| aw enforcenent enphasis is upon crines commtted by U S. nationals
or upon illegal or foreign activities that affect U S. national
security, U S. property or U S nationals. Law enforcenent
activity outside the United States and within other countries’
borders is usually undertaken overtly in cooperation with the host
gover nment .

Further, the two communities have different expectations with
regard to the information they gather. Law enforcenent gathers
information to build a case upon which crimnals can be prosecuted
and sent to jail. A crimnal defendant is entitled, under the
Si xth Anendnment of the U S. Constitution, to a speedy public trial.
The Constitution guarantees a defendant notice of the charges
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against him the right to confront his accusers, the right to
counsel and the right to subpoena w tnesses on his own behal f.
Further, the prosecution nmust disclose to the accused any
potentially excul patory materials that it has in its possession.
In public crimnal trial proceedings, |aw enforcenent infornation
therefore should be unclassified, and reliable and accurate enough
to establish proof beyond a reasonable doubt in a courtroom (The
1980 Classified Informati on Procedures Act (ClPA) provides for
certain pretrial, trial and appellate procedures for crimnal cases
involving classified information. CIPA is designed to take into
account the sonetinmes conpeting needs of the prosecution, the
constitutional rights of the crim nal defendant, and the nati onal
security concerns of the Intelligence Conmunity.)

In contrast to | aw enforcenent, the Intelligence Conmunity
gat hers trenendous anmounts of information based on a conpl ex set of
needs and requirenents established by the policy makers it
supports. This information can be collected sinply to devel op
under st andi ng of an issue, not necessarily in preparation for an
action. Unlike | aw enforcenent information, nmuch of this data is
of questionable reliability and obtai ned only on the understandi ng
that it will not becone public know edge. The coll ected
information is reviewed and evaluated by intelligence collectors
and anal ysts who gauge its reliability and accuracy.

By contrast, |aw enforcenent investigators and prosecutors
obtain their case information frominterviews, statenents and
affidavits from prospective w tnesses, searches, physical or
el ectronic surveillance, docunentary information obtained for a
variety of sources, grand jury proceedings and informants. Their
i nvestigative techni ques nust conply with constitutional nandates
such as the Fourth Amendnent's general prohibition against
unr easonabl e searches and sei zures and, absent circunstances
fitting within specific exceptions to the general rule, its warrant
requi rement. Judicial decisions, statutory |anguage, Attorney
Ceneral guidelines and other internal directives may also clarify
appropriate investigative limts and techniques. The statutory
standards for physical searches and el ectronic surveillance in the
foreign intelligence context differ fromthose applicable in a
crimnal investigation.

Law enforcenent informant information can cone fromeither
| ong or short-term hunman sources. Long-terminformants may be used
to assist in a prolonged investigation of conplex crimnal
activities or of a crimnal organization, or they nmay be used for
their assistance in nore than one investigation. These val uable
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sources are seldomreveal ed in prosecutions. Instead, |aw
enforcenent investigators nmay devel op informants whose
contributions are expected to be nore short-termin nature. These
informants supply case-related information, and their relationship
with | aw enforcenment generally term nates when the case is closed.
By contrast, human intelligence sources are alnost all |long-term
assets 